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1 Overview

The DoD Integrated Data Dictionary (IDD) product is one of the Biometrics Published
Data Products. It is the authoritative source for DoD biometrics data elements. As part
of BIMA's mission to lead activities to program, integrate and synchronize biometric
technologies, it requires the definition and promotion of transmission data standards for
use by the DoD Biometrics Community.

The IDD helps to accomplish BIMA’s mission by:
1. Identifying the high-value data exchanged across DoD biometric systems (both

current and future),

2. Establishing authoritative definitions for those data, and

3. Documenting standards for them (for example, field size, character type and valid
values).

The Integrated Data Dictionary defines the data standards that are to be used when data
are exchanged among DoD Biometric Systems.

2 Intended Audience

The intended audience for the Integrated Data Dictionary is a wide one spanning
representatives from the DoD Biometrics Community with a need to understand detailed
data and their characteristics. This includes but is not limited to those responsible for
biometric system design and development.
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3 IDD Organization and Structure

Dictionary Element States. As standards and usages evolve over time, the IDD must
reflect the transition and retirement of dictionary elements. The IDD does this by
tracking the lifecycle of the dictionary elements through the following dictionary element
states:

Table 1. IDD Dictionary Element Status

State Description

Active Currently viable and fully usable dictionary element.
Deprecated | Element is still usable in current implementations, but it should not
be used going forward. It will gradually be phased out with a new
element(s) that incorporates the functionality of the deprecated
element. The IDD will clearly mark if an element is deprecated.
The IDD will also provide the superseding element(s) and any
qualifying condition. This helps identify the transition path from
As-Is to To-Be.
Sunset Used for alerting the user community that an element may be retired
in the future. IDD will provide indicator to clearly mark if an
element is in the sunset state and the reason why. Note, only FBI can
sunset an FBI element.
Retired | Used to alert the user community that the retired element shall not
be used for current and future applications. The IDD will clearly
mark if an element is retired.
Deprecated/Sunset element(s) will be retired if they have never been
implemented or if the particular version of the DoD EBTS they were
last found active in is no longer being used. (For example, when
DoD EBTS 1.2 is no longer being used, then 2.333 Nationality will
be retired. Another example, since 2.353 Subsequent Notification
was never implemented, this field will be retired in the next version
of the IDD.)

Legacy Pertains to FBI elements only. The element should only be used
Derivable | when exchanging directly with FBI. It can be derived from DoD
element(s). The IDD clearly marks if an FBI element is derivable.
The IDD will also provide the DoD elements and any qualifying
condition(s) from which this element can be derived.

Emerging | A DoD Type-2 element that can be considered for future capability.
It has not yet been approved by BSWG for use and can be subject to
change.
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The diagram below illustrates how an IDD data element can transition from one state to
another. For example, an active FBI data element in the IDD can become “Legacy
Derivable” when it does not satisfy DoD’s operational need. Another example is that a
DoD “Emerging” element might become active after approval from the BSWG. Note,
within a single release of the IDD, an element cannot transition more than one state. For
example, an element cannot go from Active to Retired within a single release.

Legacy

Derivable

- States applicable to all elements

- States applicable to DoD elements
D States applicable to FBI elements

Figure 1. IDD Data Element State Transition Paths

IDD Structure. All the IDD elements are categorized into Subject Area sections. Within
each section, the IDD contains three types of data constructs: sets, information items, and
standalone elements as shown in the figure below:

Subject Area Section

Set
anormation Item)

anormation Item)
o

Figure 2: IDD Data Constructs
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A set is natural grouping of two or more elementary information items that are usually
treated as a single unit of information, such as “Domain Name” which consists of
“Domain Implementation” and “Domain Implementation Version” information items.

A standalone element is a data element that is usually treated as singular element.
Neither an information item of a set nor a standalone element can be further decomposed.
Because of this both are considered “data elements” within the IDD

IDD Subject Areas. The IDD is divided into sections based on subject area in order to
provide the context in which the data elements are used. The IDD contains data elements
categorized within subject areas that are listed in the table below.

Table 2. IDD Subject Areas

Subject Area Description
Type-1 Transaction Contains useful/required information items regarding
Information Record the use or purpose of the transaction
Type-2 User-Defined Contains contextual/situational/processing
Descriptive Text Record information (i.e. identification, biographic, and

descriptive, information) regarding the subject, the
encounter, response, sample and the transaction itself.

Type-4 High-Resolution The use of this logical record for the binary
Grayscale Fingerprint Image | Fingerprint image has been deprecated by Type-14
(Deprecated) Variable-Resolution Fingerprint Image Record.
Type-7 Latent Image — The use of this logical record for the binary Latent
Binary Latent Image Fingerprint image has been deprecated by Type-13
(Deprecated) Variable-Resolution Latent Image Record.

Type-9 Minutiae Data Includes fields 9.001 — 9.004. These common data
Record (Common) elements shall be included for any minutiae features

within a Type-9 record. Also includes fields 9.901-
9.904 for the universal latent workstation annotations
and workstation identifiers.

Type-9 Minutiae Data Includes fields 9.005 through 9.012. These fields are
Record (Standard Features — | marked as legacy in ANSI/NIST ITL 1-2011.
Legacy)
Type-9 Minutiae Data Includes fields 9.013 — 9.030. Used for exchanging
Record (IAFIS Features) geometric and topological minutiae templates and
information encoded from a finger or palm based on
the FBI IAFIS standard

Type-9 Minutiae Data Includes fields 9.126 — 9.150. Used for exchanging
Record (INCITS M1-378 geometric and topological minutiae templates and
Features) information encoded from a finger or palm based on

the ANSI/INCITS standard

Type-10 Facial, Other Body | Used for exchanging facial, other body parts and

Part and SMT Image image data from scars, marks, and tattoos (SMT) with
Record textual information
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Subject Area

Description

Type-13 Variable-
Resolution Latent Image
Record

Used for exchanging latent fingerprint or palmprint
image data with textual information

Type-14 Variable-
Resolution Fingerprint
Image

Used for exchanging variable-resolution fingerprint
image data, segmented flat fingerprint data, or major
case print data with textual information

Type-15 Variable-
Resolution Palmprint Image

Used for exchanging variable-resolution palmprint
image data with textual information

Type-16 Interim Support for
Iris Image (Deprecated)

Used as an interim support for Iris Image for DoD
EBTS 1.2 with ANSI/NIST ITL 1-2000. The use of
this logical record for Iris Image has been deprecated
by Type-17 Iris Image.

Type-17 Iris Image

Used for exchanging iris image data

Type-18 DNA Record

Used for exchange of DNA data.

Type-20 Source
Representation Record

The source representation(s) from which other Record
Types were derived. Examples are an image of
multiple latent prints, of which one or more is of
interest. Those would be segmented and prepared for
sending in a Type-13 record.

Type-21 Associated Context
Record

Contains an associated context record. This
information does NOT contain information used to
derive biometric information contained in other
records. Record Type-20 serves that function. Record
Type-21 may be used to convey contextual
information, such as an image of the area where latent
fingerprints were captured.

Type-98 Information
Assurance Record

Contain security information that assures the
authenticity and/or integrity of the transaction.

Type-99 CBEFF Biometric
Data Record

Common Biometric Exchange Formats Framework
(CBEFF). Used for exchanging biometric data not
supported by other ANSI/NIST ITL logical record

types
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IDD Data Element Characteristics. The following table lists the data element
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characteristics captured in the IDD and to which types of data construct the characteristic

applies.

Table 3. IDD Data Element Characteristics

Characteristic Description Set Il | islie-
Item | alone
Field ID The Field ID and Mnemonic assigned by the X X X
(Mnemonic) transmission specifications (DoD EBTS or FBI
EBTS) or Application Profile or ANSI/NIST
ITL standard.
Element Name Name of the dictionary element. The element X X X
name is intended to be human readable. There
are 3 types of elements: Standalone, Set, and
Information Item within a set
Description Textual description or definition for the X X X
dictionary element
Remarks Additional notes regarding the element that are X X X
not part of the definition.
Format Specific format for the element (e.g. X X
YYYYMMDD for date)
Previous DDE The name the Element used to have. X X X
Name
Number of The number of information items within a data X
Information Items | set. The value will be 0 for a standalone
dictionary element or an information item of a
set. The value will be 1 or greater for a set.
Number of Minimum and Maximum number of characters X X
Characters per occurrence. The size is only pertinent to the
Allowed dictionary element. Field identifier tags and

separators are not accounted for.
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Characteristic

Description

Set

Info
ltem

Stand-
alone

Character Type
Allowed

Type of allowable characters such:

* A Alphabetic: 26 English letters (both
upper and lower case) within the 7-bit
ASCII character set.

* AN Alphanumeric: Alphabetic and
numeric 1 23456 7 8 9 0 within the 7-
bit ASCII character set.

* ANS Alphanumeric and special
characters that are specifically stated in
the description of the data (such as period
or comma) within the 7-bit ASCII
character set.

* AS Alphabetic and special characters
that are specifically stated in the
description of the data (such as period or
comma) within the 7-bit ASCII character
set.

* B Binary for Traditional encoding (See
Annex B: Traditional encoding) or
Base64 for XML (See Annex C: NIEM-
conformant encoding rules)

* Base64 Base-64 encoded (exclusively)
* H Hexadecimal representation: 0 1 2 3
456789ABCDEF

* N Numeric: 1234567890

* NS Numeric with special characters
that are specifically stated in the
description of the data (such as period or
comma) within the 7-bit ASCII character
set.

* U Unicode characters available in UTF-
8: Latin and extended Latin characters
like ii, N, ¢, b, B, 1, 4, and/or special
characters like £, €, ™, +, * and }, and/
or non-Latin characters like wfo , A [,
XK, 2y )<, v, and B 7

X

X

Source

The authoritative source the dictionary element
is completely or partially extracted or derived

from.

DoD EBTS 1.2

Indicator that the dictionary element was
referenced by the DoD EBTS v1.2.

DoD EBTS 2.0

Indicator that the dictionary element was
referenced by the DoD EBTS v2.0.
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Characteristic

Description

Set

Info
ltem

Stand-
alone

DoD EBTS 3.0

Indicator that the dictionary element is
referenced by the DoD EBTS v3.0.

X

X

Special
Characters

Allowable characters that are neither
alphanumeric nor binary, such as punctuation
characters. For example: Period, Comma,
Minus, Plus, Hyphen. 7-bit ASCII characters
shall be used for special characters when
Character Type is either AS, ANS or NS. UTF-8
character encoding shall be used for special
characters when Character type is U.

X

X

Value Constraints

Identifies the value constraints that shall be
applied to the content within the element (e.g.
specific codes from the look up codes list,
integer value of certain range, etc.)

Legacy Derivable

Dictionary element(s) to which this FBI EBTS
data element is being transitioned to DoD
Element(s) from which the FBI EBTS data
element can be derived from.

Sunset Reason

Rationale for retiring the dictionary element in
the future.

Deprecated By

Dictionary elements(s) and conditions to which
this DoD data element is being transitioned to.

Look Up Codes

The allowable codes for the dictionary element
and a short description of the code.
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4 Authoritative Sources

The “Source” characteristic within the dictionary element indicates the authoritative
source the element is either completely or partially extracted or derived from. The
following is a list of primary authoritative sources used to develop the Integrated Data
Dictionary:

e [ITL 1-2011] ANSI/NIST-ITL 1-2011, “American National Standard for Information
Systems — Data Format for the Interchange of Fingerprint, Facial, & Other Biometric
Information” (NIST Special Publication 500-290).

o [DoD EBTS] Department of Defense, Electronic Biometric Transmission Specification,
Version 3.0 (DIN: BIMA-STB-STD-11-001)

e [FBI EBTS] Department of Justice, Federal Bureau of Investigation, Criminal Justice
Information Services (CJIS), “Electronic Biometric Transmission Specification,” (IAFIS-
DOC-01078-9.3).

Additional references were also used to develop some of the data elements:

e [DOD EBTS] DoD Electronic Biometric Transmission Specification (EBTS) v1.2
(DOD_BTF TS _EBTS Nov06 01.02.00)

e [ISO 3166-1] ISO/IEC 3166-1, “Codes for the representation of names of countries and
their Subdivisions — Part 1: Country Codes.”

e [NIEM] National Information Exchange Model v2.1

e [NCIC] NCIC Code Manual version 10.3

e Department of Defense Instruction Number 2000.16

e Army Regulation 190-8

o The Under Secretary of Defense for Acquisition, Technology and Logistics, 6 June 2011,
“Memorandum on DoD Country Code Standard.”

e [SOP] DoD EBTS Change Request Standard Operating Procedure

Note, some active elements were not referenced directly from an authoritative source;
instead, they were developed for DoD EBTS or its Application Profile(s) need. For these
elements, “BSWG” will be entered as the source since they have been vetted and
approved by the Biometric Standards Working Group.

For emerging elements, since they have not yet been approved by the BSWG, the source
will indicate the operational need that element(s) is supporting.
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5 Date and Time Fields

Date fields must be valid dates and in accordance with the requirements stated below. In
general, the format for date fields are follows:

e A date is shown as an 8-digit numeric field of the format YYYYMMDD (YYYY-
MM-DD for XML encoding), where:

e YYYY (Year) must be 0000 to 9999

e MM (Month) must be 01 to 12

e DD (Day) must be 01 to the limit defined by the month and year (e.g., DD may be 29
for MM = 02 in leap years).

Gregorian calendar is default if not specified.

For example 19921201 represents December 1, 1992.

DateTime fields must be valid dates and time fields in coordinated universal time format
(YYYYMMDDHHMMSSZ in Traditional Encoding and YYYY-MM-DDTHH:MM:SSZ in

XML Encoding). The format for the date is the same as above. The format for time is as
follow:

e HH (Hour) must be 00 to 23
e MM (Minute) must be 00 to 59
e SS (Second) must be 00 to 59

For example 19921201103015Z represents December 1, 1992 at 10:30:15AM.
Since dates and time find a variety of uses in EBTS transactions, each use may have specific

format restrictions or special edits. For specific format restrictions or special edits, see the
individual date field entries for detail.
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Type-2 User-Defined Descriptive Text Record
Residence of Person Fingerprinted (Legacy Derivable)

H
s @ Ficld ID (Mnemonic)

Previous DDE Name  [lz]

Field ID (Mnemonic)
Assigned by DoD EBTS

2041 (RES)

The subject's residential address may be entered in this figld as free text, including printable special characters and
formatting characters (CR, LF, TAB). The RES returnad in a response is the same as the one submitted. For the
XML encoding, it contains sub-glements for the subject's complete address location.

EC S 2Fis-D0C-01078-8.3 (Type-2)

DoD EBTS 1.2 ‘fes

Muminfoltems [ DoD EBTS 2.0 No

Num Chars 110120 DoD EBTS 3.0 Derivable < DoD EBTS 3.0 Indicator

Char Types ANS

Specin chars (19

ase Consrants 38

(T C IOl 25031 SUB_ADDR; concatenate the follawing information tems: 2.5031 1 - 25031 5 < DoD elements used to derived

Deprecated By

Sunset Reason

Look Up Codes nia

Eye Position
EEL LN EN T 2 8037 _1 (EPOS)
The position of the eye.
Remarks 8

s source |
Previous DOE tlame 8
flum nfo fiems povests20 [

Hum Chars 1to1 DoD EBTS 3.0 es

Char Types M

nia
nia

Additional remarks about
the data element

BIWG
W]

Special Chars Maong
Value constraints applicable to —————p [EITAESETET S EPOS =0,1,0r2
this element Legacy Derivable nia

Deprecated By nia
SunsetReason (1

Look Up Codes E'YE POSITION CODES:
0 = Undefined

1 =Right Eye

2 =Left Eye

Figure 3: Examples of Integrated Data Dictionary Elements

- New characteristics in IDD v5.0
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6 IDD Element Change Log

DoD Defined Data Elements. The following table lists the data elements that have been
added, reinstated, modified, sunset, or deprecated to this version of the IDD.

Table 4. DoD Defined Data Elements Change Log

Element Name Element State Type of Change

Biometric Subject Alternate Name Active Added.
Person Alternate Name Category Code
Name — One
Name — Two
Name — Three
Name — Four
Name — Five
Name Validity
Transliteration Code
Comment

Biometric Subject Contact Telephone Active Added.
Telephone Category Code
Phone Number
Phone Extension

Biometric Subject Contact Email Active Added.
Email Address
Caveat Active Added.

Caveat Originating Agency Country Code
Caveat Originating Agency Name
Caveat Originating Agency Identifier

Caveat Date

Caveat Category Code

Caveat Text
Palmprint Image Omitted Reason Active Added.
Facial Image Omitted Reason Active Added.
Collection COCOM Active Added.
Collection Equipment Make/Model/Serial Active Added.
Number
Encounter Protection Active Reinstated
BAT Global Unique Identifier Active Reinstated
DBIDS ID Active Reinstated
Electronic Data Interchange Personal Active Reinstated
Identifier
Dossier Number Active Reinstated
Internment Serial Number Active Reinstated
Request IAFIS Search Active Reinstated
Biometric Subject Blood Type Active Modified. Aligned
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all valid values with
NIEM.
Biometric Subject Ethnic/Racial Active Modified. Added
Characteristic all FBI race codes.
Provided mapping
from DoD codes to
FBI codes.
Biometric Subject Personnel Type Active Modified. Added
codes from FBI’s
2.063 Person Type
Designation.
Biometric Subject Citizenship Active Modified. Support
ISO 3166-1 Alpha3
codes.
Collected Identification Type Active Modified. Dossier
Number and
Internment Serial
Number split out
into separate fields.
Biometric Subject Associated Individual Active Modified.
Associated Individual Gender Restructured to
Associated Individual Role improve support for
Name — One repeating subfield
Name — Two for BAT V5 AP
Name — Three with added
Name — Four capabilities and
Name — Five better alignment
Address Line 1 with NIEM XML.
Address Line 2 Support ISO 3166-1
City Alpha3 codes.
State/Province
Country Code
Postal Code
Neighborhood / District
Village
Phone Number
Birth Date
Occupation
Comment
Biometric Subject Name Active Modified.
Name — One Restructured to stay
Name — Two consistent with
Name — Three other fields that
Name — Four include name and
Name — Five better alignment
Name Validity with NIEM XML.
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Transliteration Code
Biometric Subject Current Residence Active Modified.
Address Line 1 Restructured to stay
Address Line 2 consistent with
City other fields that
State/Province include address and
Country Code better alignment
Postal Code with NIEM XML.
Neighborhood / District Support ISO 3166-1
Village Alpha3 codes.
Address Validity
Biometric Subject Birth Location Active Modified.
City Restructured to stay
State/Province consistent with
Country Code other fields that
Village include
Comment address/location
and better
alignment with
NIEM XML.
Support ISO 3166-1
Alpha3 codes.
Biometric Subject Death Location Active Modified.
City Restructured to stay
State/Province consistent with
Country Code other fields that
Village include
Comment address/location
and better
alignment with
NIEM XML.
Support ISO 3166-1
Alpha3 codes.
Biometric Subject Group Membership Active Modified.
Group Name Restructured to
Group Type improve support for
Group Member Role repeating subfield
Address Line 1 for BAT V5 AP and
Address Line 2 better alignment
City with NIEM XML.
State/Province Support ISO 3166-1
Country Code Alpha3 codes.
Postal Code
Village
Phone Number
Comment
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Collection Location Active Modified.
Universal Time Entry Restructured to
Latitude Degree Value align with
Latitude Minute Value operational use by
Latitude Second Value BAT and be
Longitude Degree Value consistent with
Longitude Minute Value other
Longitude Second Value address/location
Elevation type fields. Support
Geodetic Datum Code ISO 3166-1 Alpha3
Geographic Coordinate Universal codes.

Transverse Mercator Zone
Geographic Coordinate Universal

Transverse Mercator Easting
Geographic Coordinate Universal

Transverse Mercator Northing
Geographic Reference Text
Geographic Coordinate Other System

Identifier
Geographic Coordinate Other System

Value
City
State/Province
Country Code
Village
Record Category Code

Employment Active Modified.
Employer Name Restructured to
Employee Position Name improve support for
Address Line 1 repeating subfield
Address Line 2 for BAT V5 AP
City with added
State/Province capabilities and
Country Code better alignment
Postal Code with NIEM XML.
Neighborhood / District Support ISO 3166-1
Village Alpha3 codes.
Phone Number
Email Address
Clearance Code
Job Duties
Job Description
Supervisor Name
Start Date
End Date
Comment
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Biometric Subject Eye Color Active Modified.

Eye Position Restructured to add

Eye Color support to capture
different eye color
for each eye.

Biometric Subject Height Measurement Active Modified.

Height Value Restructured to

Length Unit align with DoD

Measurement Validity EBTS 2.0 and
NIEM XML.

Biometric Subject Weight Measurement Active Modified.

Weight Value Restructured to

Weight Unit align with DoD

Measurement Validity EBTS 2.0 and
NIEM XML.

Encounter Mission Type Active Renamed code from
Detainee Operation
(DO) to Detainee
Transfer (DT).
Transportation Active Modified.
Transport Type Restructured to
Transport Identifier Category Code improve support for
Transport Identifier repeating subfield
Transport Make for BAT V5 AP
Transport Model with added
Transport Model Year capabilities.
Transport Color
Comment
Biometric Subject Other Physical Deprecated Deprecated. See
Characteristics 2.026 SMT.
Nationality Deprecated Deprecated. See
2.8033 SUBJ POB
and/or 2.8007
SUBJ CTZ.

Geographic Coordinate Datum Deprecated Deprecated. See
ITL 2011 xx.998
GEO.

Geographic Coordinate Latitude/Longitude Deprecated Deprecated. See
Latitude Degree ITL 2011 xx.998
Latitude Minute GEO or 2.8114.
Latitude Second
Longitude Degree
Longitude Minute
Longitude Second

Geographic Coordinate Other Deprecated Deprecated. See
Geographic Coordinate Other System ITL 2011 xx.998
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Identifier GEO or 2.8114.
Geographic Coordinate Other System

Value

Geographic Coordinate Universal Transverse | Deprecated Deprecated. See

Mercator ITL 2011 xx.998

Geographic Coordinate Universal GEO or 2.8114.

Transverse Mercator Zone

Geographic Coordinate Universal
Transverse Mercator Northing
Geographic Coordinate Universal

Transverse Mercator Easting

Latent Circumstances Deprecated Deprecated. See
13.020 Comment.

Latent Development Deprecated Deprecated. See
13.902 Annotated
Information;
13.902 4 Process
Description.

Latent Source Item Deprecated Deprecated. See
13.020 Comment or
if Type-20 is used,
then populate
13.997 Source
Representation
accordingly.

Collection Application Assigned Deprecated Deprecated. See

Identification 2.300 GUID, 2.309
DBIDS 1D,

2.308 EDIPI

Submission Priority Deprecated Deprecated. See
1.006 PRY

Biometric Subject Associated Document Sunset Sunset. Type-21

Document Title Associated Context
Document Identifier supports this
Document Description concept.

Capture Time Sunset Sunset. x.998 GEO
field includes
capture time in
UTE format.

Environment Condition Sunset Sunset. Withdrawn
by Navy

Subsequent Notification Sunset Sunset. Not

Subsequent Notification Function implemented by
Subsequent Notification Email Address DoD ABIS.
Subsequent Notification Expiration Date Manually
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processed. Need
requirement.

Transaction Lookup Sunset Sunset. Not
Transaction Lookup Type implemented by
Transaction Lookup Identifier Value DoD ABIS.

Manually
processed. Need
requirement.

Verification Identifier Sunset Sunset. Not
Verification Identifier Type implemented by
Verification Identifier Value DoD ABIS. Need

requirement.

Capture Device Firmware Version Number Sunset Sunset. ANSI/NIST

ITL 20011 has only
defined
make/model/serial
number.

Digitization Date Sunset Sunset. Withdrawn

by Navy

Biometric Subject Previous Residence Emerging Added. Not
Address Line 1 referenced by DoD
Address Line 2 EBTS 3.0.

City Proposed for BAT
State/Province V5 AP and support
Country Code ISO 3166-1 Alpha
Postal Code 3 codes.
Neighborhood / District

Village

Address Validity

Start Date

End Date

Collection Unit Emerging Added. Not
Superior Unit referenced by DoD
Subordinate Unit EBTS 3.0.
SubSuperior Unit Proposed for BAT

V5 AP.

Vendor Software Emerging Added. Not
Software Vendor Name referenced by DoD
Software Application Name EBTS 3.0.
Software Application Version Number Proposed for Base

Access.

Access Location Emerging Added. Not
Location Name referenced by DoD
City EBTS 3.0.
Country Code Proposed for Base
State/Province Access and support
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Village ISO 3166-1 Alpha
Latitude Degree 3 codes.

Latitude Minute

Latitude Second

Longitude Degree

Longitude Minute

Longitude Second

Location Description

Access Location Airport Installation Emerging Added. Not

Permission referenced by DoD
Access Location Airport Installation EBTS 3.0.

Category Code Proposed for Base
Force Protection Condition Code Access.

Authority Approval Status Code

Access Location Badge Emerging Added. Not
Access Location Badge Number referenced by DoD
Access Location Badge Color Code EBTS 3.0.

Access Location Badge Status Code Proposed for Base
Access Location Badge Issue Date Access.

Access Location Badge Expiration Date

Access Location Badge Issuance

Organization Name
Access Location Badge Issuance Office

Name

Access Location Badge Color Emerging Added. Not
Access Location Badge Color Code referenced by DoD
Authority Approval Status Code EBTS 3.0.

Proposed for Base
Access.

Access Location Badge Replacement Emerging Added Not
Access Location Badge Replacement referenced by DoD

Reason Code EBTS 3.0.

Access Location Replaced Badge Number Proposed for Base
Access.

Access Location Expiration Emerging Added. Not
Access Location Expiration Date referenced by DoD
Authority Approval Status Code EBTS 3.0.

Proposed for Base
Access.

Access Location Facility Permission Emerging Added. Not
Access Location Facility Category Code referenced by DoD
Force Protection Condition Code EBTS 3.0.
Authority Approval Status Code Proposed for Base

Access.
Access Location Privilege Emerging Added. Not
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Access Location Privilege Category Code referenced by DoD

Access Location Privilege Value EBTS 3.0.

Authority Approval Status Code Proposed for Base
Access.

Access Location Required Day of the Week | Emerging Added. Not
Weekday Number referenced by DoD
Authority Approval Status Code EBTS 3.0.

Proposed for Base
Access.

Access Location Required Month Emerging Added. Not
Month Number referenced by DoD
Authority Approval Status Code EBTS 3.0.

Proposed for Base
Access.

Access Application Number Emerging Added. Not
referenced by DoD
EBTS 3.0.
Proposed for Base
Access.

Contract Emerging Added. Not
Contract Number referenced by DoD
Contract Expiration Date EBTS 3.0.

Proposed for Base
Access.

Project Name Emerging Added. Not
referenced by DoD
EBTS 3.0.
Proposed for Base
Access.

LEP Screening Document Requirement Emerging Added. Not

Indicator referenced by DoD
EBTS 3.0.
Proposed for Base
Access.

Biometric Subject Specialty Emerging Modified.
Biometric Subject Specialty Value Restructured to
Biometric Subject Specialty Proficiency align with BAT V5
Biometric Subject Specialty Validity AP.

Repository Candidate List Emerging Modified.

Name of Designated Repository Restructured to

Repository Candidate Identifier expand capabilities

Repository Candidate Name to support candidate
list from different
repositories.
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Rationales for Restructuring. To improve support for repeating subfield(s), some of the

normalized data fields that contain name, address and/or contact information were
restructured by flattening the information items and reducing the choices for contact
information to phone and/or email address. The diagram below illustrates an example of

the restructuring:

IDD V5.0

Associated Individual Role
—

MName—- One

MName—Two

p

< Name-—Three

Name — Four
Mame - Five
Address Line 1
Address Line 2

City

-

"‘: State/Province

Country Code
Postal Code

. Village

Phone Number
Birth Date
QOccupation
Comment

Biometric Subject Associated Individual
Associated Individual Gender

Figure 4: Example of a Restructured Data Field from IDD 4.0 to IDD 5.0
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In addition to restructuring, some of the data fields have expanded to allow capture of
more information. Furthermore, the restructuring allowed the data elements that support
Traditional encoding to gain better alignment with the NIEM XML encoding. The
diagram below illustrates the alignment of the IDD restructured field to NIEM XML
encoding.

IDD V5.0 XML

Biometric Subject Associated Individual <dod-ebts:AssociatedIndividual>
Associated Individual Gender <ebts:PersonSexCode>
Associated Individual Role <dod-ebts:AssociatedindividualCategoryCode>
Name— One 7 <dod-ebts:AssociatedIndividualName>
Name—Two <nc:PersonGivenMame>
Name— Three o —_ L <nc:PersonMiddleName>
Name— Four <nc:PersonSurName>
Name— Five <ebts:PersonFourthimportanceName:>
Address Line 1 \. <ebts:PersonFifthimportanceName>
Address Line 2 <dod-ebts:PersonCurrentResidencelocation>
City <Dod-ebts:LocationAddress>

Postal Code <nc:LocationCityName:>
Village <nc:LocationStateName>

Phone Number <dod-ebts:LocationCountrylS03166Alpha3Code>
Birth Date \ <nc:LocationPostalCode>

Occupation <dod-ebts:LocationVillageName>

Comment % ™ <nc:ContactTelephoneNumber>

—» <dod-ebts:PersonBirthDate>
Figure 5: Alignment of Restructured IDD 5.0 Data Field to XML Encoding

State/Province ” <nc:StructuredAddress>
Country Code <nc:locationStreet>
A

[[] ]

[™* <nc:EmploymentOccupationText>
™™ <nc:CommentText>
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Watchlist Elements. Some watchlist elements are out of scope for the Integrated Data
Dictionary. The current scope of the IDD is to support DoD EBTS and Application
Profiles. BIMA STB will need requirements in order to fully support Watchlist in the
IDD. The following elements have been removed since they are out of scope to this

version of the IDD:
e  Watchlist Identifier

e  Watchlist Name

e Watchlist Type

e  Watchlist Description

e  Watchlist Creation Time
e  Watchlist Count

The IDD V5.0 continues to support the 2.350 Alert and all of its information items.

FBI EBTS 9.3 Defined Data Elements. The following table lists the FBI EBTS 9.3 data

elements that have been added, modified, or sunset to this version of the IDD. Those FBI
EBTS 9.3 elements that are derivable from DoD IDD elements are also listed below.

Table 5. FBI EBTS 9.3 Defined Data Elements Change Log

Element Name Element State Comment
2.095 Request Feature Record Active New active
2.2010 Number of Images Requested elements from FBI
2.2032 Audit Trail Record EBTS 9.3. Not
2.2031 Biometric Image Available referenced by DoD
2.2028 Biometric Image Description EBTS 3.0.
2.2029 Biometric Set Identifier
2.2033 Candidate Investigative List
2.2030 Print Position Descriptors
2.2034 Unsolved Latent Retained
14.200 Image Source Code
15.200 Image Source Code
2.004 Query Depth of Detail Sunset FBI EBTS 9.3
2.058 Image Record Type Desired indicated planned
2.069 Estimated Time To Complete for retirement.
2.077 Cancel Friction Ridge Search
2.036 Photo Available Indicator
2.084 Amputated or Bandaged Modified FBIEBTS 9.3
2.014 FBI Number (UCN) modified (e.g.
2.062 Image Type additional codes,
2.074 Finger Position expanded field size
2.079 Number of Candidates Returned and definition
2.098 Name of Designated Repository change.)
2.086 AFIS Segment Control Number
2.065 Repository Statistics Response
2.059 Search Result Findings
2.013 Latent Case Number Extension
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2.067 Make/Model/Serial Number

Legacy Derivable

See xx.904 &
17.019
Make/Model/Serial
Number

2.063 Person Type Designation

Legacy Derivable

See 2.310
Biometric Subject
Personnel Type

2.037 Reason Fingerprinted

Legacy Derivable

See 2.8103
Collection Reason

2.016 Social Security Number

Legacy Derivable

See 2.8019
Collected
Identification

2.017 Miscellaneous Identification Number

Legacy Derivable

See 2.8019
Collected
Identification

2.018 Name

Legacy Derivable

See 2.8040
Biometric Subject
Name

2.019 Aliases

Legacy Derivable

See 2.8026
Biometric Subject
Alternate Name

2.020 Place of Birth

Legacy Derivable

See 2.8033
Biometric Subject
Birth Location

2.021 Citizenship

Legacy Derivable

See 2.8007
Biometric Subject
Citizenship

2.022 Date of Birth

Legacy Derivable

See 2.8003
Biometric Subject
Birth Date

2.023 Age Range

Legacy Derivable

See 2.8003
Biometric Subject
Birth Date

2.027 Height

Legacy Derivable

See 2.8035
Biometric Subject
Height Measure

2.028 Height Range

Legacy Derivable

See 2.8035
Biometric Subject
Height Measure

2.029 Weight

Legacy Derivable

See 2.8036
Biometric Subject
Weight Measure

2.030 Weight Range

Legacy Derivable

See 2.8036
Biometric Subject
Weight Measure

2.031 Color Eye

Legacy Derivable

See 2.8037
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Biometric Subject
Eye Color

2.038 Date Printed Legacy Derivable | See xx.005

<Sample> Capture
Date

2.039 Employer and Address Legacy Derivable | See 2.8028

Employment

2.041 Residence of Person Fingerprinted Legacy Derivable | See 2.8031

Biometric Subject
Current Residence

2.025 Race Legacy Derivable | See 2.8008

Biometric Subject
Ethnic/Racial
Characteristics

ANSI/NIST ITL 2011 Defined Data Elements. The following is a list of common

changes to the majority of logical record types supported by ANSI/NIST ITL 1-2011
referenced by the DoD EBTS 3.0:

Renamed

* xx.001 Logical Record Length (LEN) to Record Header

* xx.002 Image Designation Character (IDC) to Information Designation

Character
*  xx.004 Source Agency / Identifier (ORI) to Source Agency Identifier and
changed size from 9-35 to 1-unbounded

* xx.009 Horizontal Pixel Scale (HPS) to Transmitted Horizontal Pixel

* xx.010 Vertical Pixel Scale (VPS) to Transmitted Vertical Pixel
Increased Field Size

* xx.006 Horizontal Line Length (HLL) size from 3-4 to 2-5 characters

* xx.007 Vertical Line Length size (VLL) from 3-4 to 2-5 characters

*  xx.009 Scale (THPS) and changed size from 1-4 to 1-5 characters

*  xx.010 Scale (TVPS) and changed size from 1-4 to 1-5 characters
Added New Fields

*  xx.902 Annotation Information (ANN)

* xx.903 Device Unique Identifier (DUI)

*  xx.904 Make/Model/Serial Number (MMS)

*  xx.993 Source Agency Name (SAN)

*  xx.995 Associated Context (ASC)

*  xx.996 Hash (HASH)

*  xx.997 Source Representation (SOR)

*  xx.998 Geographic Sample Acquisition Location (GEO)

The following is a list of specific changes to each logical record types supported by
ANSI/NIST ITL 1-2011 referenced by the DoD EBTS 3.0.
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Table 6. A/N ITL 1-2011 Changes to Logical Record Referenced by IDD 5.0

Record Type Subject Area Description
1 Transaction *  New fields:
Information * 1.016 Application Profile
Specifications (APS),
* 1.017 Agency Name (ANM)
9 Minutiae Data e New fields for Latent Workstation

Annotations 9.901 (ULA)

e  Fields 9.005 through 9.012 in ITL 1-
2011 shall not appear for all new
applications and are 'legacy fields'.

10

Facial, Other Body
Part and SMT Image

e New fields:
e 10.031 Tiered Markup Collection
(TMC),
0.032 3D Facial Feature Points
10.033 Feature Contours
10.038 Comment
10.039 Type-10 Reference
Number
10.044 Image Transform
e 10.045 Occlusions.
Deprecated fields:
* 10.022 Photo Description (PXS)

13

Latent Image
(Variable-
Resolution)

13.013 Finger / Palm Position (FGP)
renamed to
Friction Ridge Generalized Position with
additional codes

14

Fingerprint Image
(Variable-
Resolution)

* 14.013 Finger Position (FGP) renamed
to Friction Ridge Generalized Position
with additional codes

e New fields:

* 14.026 Simultaneous Capture

e 14.027 Stitched Image Flag

e 13.031 Subject Acquisition
Profile — Fingerprint

e 14.999 is required unless 14.018 AMP
has value of UP.

15

Palmprint Image
(Variable-
Resolution)

* 15.014 Palmprint Position (FGP)
renamed to Friction Ridge Generalized
Position with additional codes

*  New fields:

e 15.018 Amputated or Bandaged

*  15.999 is required unless 15.018 AMP
has value of UP.

17

Iris Image

e 17.018 Global Unique Identifier (GUI)
has been deprecated. It did not conform
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to the standard GUI usage in information
technology.

17.025 Acquisition Lighting Spectrum
(ALS) renamed to Effective acquisition
spectrum (EAS) and field size changed
from 3-3 to 3-9 with new codes.

New Fields:1

17.027 Specified Spectrum
Values (SSV)

17.028 Damaged or Missing Eye
(DME)

17.031 Subject Acquisition
Profile — IRIS (IAP)

17.032 Iris Storage Format (ISF)

17.033 Iris Pupil Boundary
(IPB)

17.034 Iris Sclera Boundary
(ISB)

17.035 Upper Eyelid Boundary
(UEB)

17.036 Lower Eyelid Boundary
(LEB)

17.037 Non-Eyelid Occlusions
(NEO)

17.040 Range (RAN)

17.041 Frontal Gaze (GAZ).

17.999 is required unless 17.028 DME
populated in the record

18 DNA * new modality for DoD EBTS 3.0

20 Source * new logical record for DoD EBTS 3.0
Representation
Record

21 Associated Context * new logical record for DoD EBTS 3.0
Record

98 Information * new logical record for DoD EBTS 3.0
Assurance

99 CBEFF Biometric * 99.101 BTY, lookup codes have been
Data Record updated. Only those codes for modalities

that do not have a logical record type
defined within ANSI/NIST ITL 1-2011
are listed.
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7 Contact Information

= Biometrics Identity Management Agency, Arlington, VA

= Capabilities Integration Division Chief (Acting): Mr. Thomas D’Agostino
Thomas.Dagostino@us.army.mil
Tel: 703-607-1951

= BIMA STB Team Lead: Mr. Matthew Young
Matthew.R.Young4.ctr@us.army.mil
Tel: 703.607.2043

= DoD EBTS Lead: Mr. Brian Harrig
brian.w.harrig.ctr@us.army.mil
Tel: 703.602.3847

= BIMA STB Email Address
DCSG-3BiometricsStandardsBranchTeam@conus.army.mil

. BIMA Data Team (BDT) - Architecture and Standards Branch
Project Manager: Mr. Keith Riser
keith.m.riser.civ@mail.mil
Tel: 443-861-9104

= Technical Manager: Ms. Mayra Wiggins
Mayra.E.Wiggins.civ@mail.mil
Tel: 443-861-9145

= Task Manager: Ms. Mary Reddell
Marykatherine.M.Reddell.ctr@mail.mil
Tel: 443-861-8236

= BDT Lead: Mr. Chris Ceravolo
Chris.Ceravolo@us.army.mil
Tel: 908-665-5940 x310

= |IDD Lead: Ms. Polly Yu
Polly.Yu@us.army.mil
Tel: 908-665-5940 x302
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Type-1 Transaction Information Record
Agency Names

Field ID (Mnemonic) 1.017 (ANM)

This optional field is comprised of two optional information items. The first is the destination agency name / DAN.
This corresponds to the agency listed in Field 1.007 Destination agency identifier / DAI. The second optional
Description information item is the originating agency name / OAN. This corresponds to the agency listed in Field 1.008
Originating agency identifier / ORI. Both information items are alphanumeric and can have any special characters in
the names.

Remarks W
Format B ANSINIST ITL 1-2011 (Type-1)
na DoD EBTS 1.2 No
INum Infoltems P DoD EBTS 2.0 No
n/a DoD EBTS 3.0 Yes
n/a

n/a

Value Constraints [V

n/a

Look Up Codes n/a

Destination Agency Name

Field ID (Mnemonic)  KRAIARROLL))

The name of the administration or organization designated to receive the transmission.

n/a

Format  [i8 ANSINIST ITL 1-2011 (Type-1)
na DoD EBTS 1.2 No
INum Infoltems P DoD EBTS 2.0 No
I - - DoD EBTS 3.0 Yes
Chartypes IS

a

n/a

n/a

Look Up Codes n/a
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Type-1 Transaction Information Record

Agency Names

Originating Agency Name
Field ID (Mnemonic) 1.017_2 (OAN)
‘ The name of the administration or organization originated the transmission.

n/a

Format |18 ANSUNIST ITL 1-2011 (Type-1)
n/a DoD EBTS 1.2 No
INumInfoltems B DoD EBTS 2.0 No
INumcChars RO DoD EBTS 3.0 Yes
CharTypes  BUE

n/a

n/a

n/a

Look Up Codes n/a

Application Profile Specifications

Field ID (Mnemonic) 1.016 (APS)

Use of this optional field indicates the transaction's conformance with one or more Application Profile Specifications
that are derived from ANSI/NIST-ITL 1-2011, such as EBTS or INT-I. There may be multiple subfields, each
Description designating an application profile to which this transaction conforms. If multiple Application Profile Specifications are
included in this field, the specifications must be compatible with each other: this transaction must be in compliance
with all of the cited specifications.

DoD EBTS Type-1 records are defined in ITL 1-2011. Every application profile shall define values in the Application
Profile Specifications field (1.016). The BIMA Baseline Application Profile shall be the default value in field 1.016 if
no other value is provided. The Baseline Application Profile specifies the common transactions occurring between
DoD collection devices that have direct or indirect transaction ties to the DoD authoritative biometric repository. The
Baseline Application Profile enables the user to conform to DoD EBTS v3.0.

ANSI/NIST ITL 1-2011 (Type-1), BIMA-

Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items 3 DoD EBTS 2.0 No
Numchars [ DoD EBTS 3.0 Yes

Char Types n/a

Special Chars n/a

Value Constraints n/a
Legacy Derivable n/a

Deprecated By n/a

SunsetReason [
Look Up Codes n/a
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Type-1 Transaction Information Record

Application Profile Specifications

Application Profile Organization

Field ID (Mnemonic) 1.016_1 (APO)

The first information item of the Application Profile Specifications field. It uniquely identifies the agency or entity
responsible for the specification.

n/a

Description

ANSI/NIST ITL 1-2011 (Type-1), BIMA-
STB-STD-11-001

Previous DDE Name n/a DoD EBTS 1.2 No

[Num Info Items 0 DoD EBTS 2.0 No

I ' - - DoD EBTS 3.0 Yes
Char Types ANS

Special Chars Any

Value Constraints For DoD EBTS, APO = BIMA

Legacy Derivable n/a

n/a

=]
=
Q

Deprecated By n/a

=}
=
[V

Sunset Reason
Look Up Codes

Application Profile Name
Field ID (Mnemonic) 1.016_2 (APN)
The second information item of the Application Profile Specifications field. It shall contain the name of the

SEEETE specification.

=]
=
Q

ANSI/NIST ITL 1-2011 (Type-1), BIMA-
STB-STD-11-001

Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items DoD EBTS 2.0 No
Num Chars 1to - DoD EBTS 3.0 Yes
Char Types ANS

Special Chars Any

Value Constraints For Baseline Application Profile, APN = Baseline Application Profile

n/a

N

Legacy Derivable n/a

=]
=
Q

Deprecated By

Sunset Reason n/a

Look Up Codes n/a
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Type-1 Transaction Information Record

Application Profile Specifications

Application Profile Version Number

Field ID (Mnemonic) 1.016_3 (APV)

. The third information item of the Application Profile Specifications field. It shall contain the specific version of the
LE U specification

Remarks Rl
ANSI/NIST ITL 1-2011 (Type-1), BIMA-

Previous DDE Name n/a DoD EBTS 1.2 No
[Num Info Items 2 DoD EBTS 2.0 No

Char Types ANS

Special Chars Any

Value Constraints For Baseline Application Profile, APV = 1.0
Legacy Derivable n/a

Deprecated By n/a

Look Up Codes n/a

Character Encoding

Field ID (Mnemonic) 1.015 (DCS)

This optional field specifies the character encoding that may appear within this transaction for data with the character
type listed as “U” or 'user-defined' in "Char Types".

Description
The default character encoding for the Traditional Encoding is 7-bit ASCII. For XML, it is UTF-8.

Remarks  IE

Format  [IB EEE ANSUNIST ITL 1-2011 (Type-1)
‘ Directory of Character Sets No

2

n/a

n/a

Legacy Derivable  IfE

Deprecated By n

SunsetReason [
Look Up Codes n

/a
/a
/a
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Type-1 Transaction Information Record

Character Encoding

Character Encoding Set Index

Field ID (Mnemonic) 1.015_1 (CSl)

This first information item of Field 1.015 DCS is the identifier for the character set index number that references an
associated character set throughout the transaction file.

Index Code '1' for 8 bit Latin has been deprecated and should not be used. DoD EBTS 3.0 default character
encoding is 7-bit ASCII; UTF-8 is also allowed.

Description

ANSI/NIST ITL 1-2011 (Type-1), BIMA-
STB-STD-11-001

Previous DDE Name Character Set Index Number DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 Yes
Num Chars 1t03 DoD EBTS 3.0 Yes
CharTypes [

Value Constraints CSI =0 (7-bit ASCII) or 3 (UTF-8)

Legacy Derivable n/a

n/a

Deprecated By n/a
SunsetReason [

TRANSACTION CHARACTER SET INDEX CODES:
0 = ASCII - 7 bit (Default) with zero added in high bit position
1 = 8 bit Latin - Deprecated
2 = UTF-16 - 16 bit
3 =UTF-8 - 8 bit
4 = UTF-32 - 32 bit
5-127 = Reserved for ANSI/NIST future use
128-999 = User-defined character sets

Look Up Codes

Character Encoding Set Name

Field ID (Mnemonic)  ERRENZA(CSY)

The second information of Field 1.015 DCS item shall be the common name for the character set associated with
that index number.

Character Set Name '8-bit Latin' has been deprecated and should not be used. DoD EBTS 3.0 default character
encoding is 7-bit ASCII; UTF-8 is also allowed.

Description

ANSI/NIST ITL 1-2011 (Type-1), BIMA-
STB-STD-11-001

Previous DDE Name Character Set Name DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 Yes
Num Chars 1to0 16 DoD EBTS 3.0 Yes
Char Types ANS

Special Chars Any

Value Constraints CSN = ASCll or UTF-8

Legacy Derivable n/a

n/a

Deprecated By n/a
Sunset Reason n/a

TRANSACTION CHARACTER SET NAME CODES:
ASCII = 7-bit English (Default)

8-bit Latin = Deprecated

UTF-16 = 16-bit

UTF-8 = 8-bit

UTF-32 = 32 bit

Look Up Codes
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Type-1 Transaction Information Record

Character Encoding

Character Encoding Set Version

Field ID (Mnemonic) 1.015_3 (CSV)

The optional third information item of Field 1.015 DCS is the specific version of the character set used. In the case of
Description the use of UTF-8, this information item can be used to hold the specific version of the character set used with UTF-8,
so that the display terminal can be switched to the correct font family.

ANSI/NIST ITL 1-2011 (Type-1)

Previous DDE Name Character Set Version DoD EBTS 1.2 No
[Num Info Items 0 DoD EBTS 2.0 Yes

INumchars  EEORB DoD EBTS 3.0 Yes

Char Types ANS

Special Chars Any

Value Constraints None
Legacy Derivable n/a

Deprecated By n/a

Look Up Codes n/a

Date

Field ID (Mnemonic)  ERQEXOLND)

This mandatory field shall contain the local date that the transaction was submitted.
Reference Annex B (traditional encoding) and Annex C (xml encoding) from ANSI/NIST ITL 1-2011 for more detail.

(I 'Y Y YMMDD - for Traditional Encoding ANSINIST ITL 1-2011 (Type-1)
Previous DDE Name  [yp) DoD EBTS 1.2 Yes

INumInfoitems  [§ DoD EBTS 2.0 Yes

INumChars  EJRE DoD EBTS 3.0 Yes

N

None

Dependent upon encoding

Legacy Derivable  BlE

Deprecated By n/a

Look Up Codes n/a

Destination Agency Identifier
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Type-1 Transaction Information Record

Destination Agency Identifier

Field ID (Mnemonic) 1.007 (DAI)

This mandatory field shall contain the identifier of the administration or organization designated to receive the
transmission.

m For DoD EBTS purpose, this field shall be a 9 alphanumeric character field.

Format B ANSINIST ITL 1-2011 (Type-1)
na DoD EBTS 1.2 Yes

s e © DoD EBTS 2.0 Yes

INum Chars  EJoE DoD EBTS 3.0 Yes

AN

None

Value Constraints [V

n/a

Look Up Codes n/a

Description

Domain Name

Field ID (Mnemonic) 1.013 (DOM)

This optional field identifies the domain name for the user-defined Type-2 record implementation.

This field identifies the domain name for the DoD EBTS implementation. The domain shall be registered with the
BIMA. It consists of a Domain Name Implementation and a Domain Name Implementation Version. The BIMA is
the domain registrar for domain names used in DoD EBTS transactions. For transactions that use different
implementation, the Domain Name shall be populated according to the Application Profile that transaction belongs

to.
m i ANSINIST ITL 1-2011 (Type-1), BIMA-
STB-STD-11-001

n/a DoD EBTS 1.2 Yes

INum Infoltems P DoD EBTS 2.0 Yes

INumChars  [iB DoD EBTS 3.0 Yes

n/a

n/a

na

[SunsetReason Bl

Look Up Codes n/a
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Type-1 Transaction Information Record

Domain Name

Domain Name Implementation

Field ID (Mnemonic) 1.013_1 (DNM)

The mandatory first information item (domain name / DNM) will uniquely identify the agency, entity, or
implementation used for formatting the fields in the Type-2 record.

This field identifies the domain name for the DoD EBTS implementation and BIMA is the domain registrar. It consists
of a Domain Name Implementation and a Domain Name Implementation Version. For transactions that use
implementation other than DoD EBTS, the Domain Name shall be populated according to the Application Profile that
that transaction belongs to.

Description

ANSI/NIST ITL 1-2011 (Type-1), BIMA-
STB-STD-11-001

DoD EBTS 1.2 Yes
DoD EBTS 2.0 Yes
1t050 DoD EBTS 3.0 Yes
ANS

Special Chars Any

Value Constraints For DoD EBTS, DNM = DoD EBTS

Legacy Derivable n/a

=}
=
Q

Previous DDE Name n/a

o

0O Z| 2
S| |E
Q3|3
-1 0|5
< |z |2
T | O
o a =

®

3

@

Deprecated By

=}
=
[V

Sunset Reason

=
(<]
o
>
c
°
(2]
o
<3
@
7]
> =
= =
) o

Domain Name Implementation Version

GOCIBEE S 1.013_2 (DVN)

An optional second information item shall contain the unique version of the particular implementation.
n/a

ANSINIST ITL 1-2011 (Type-1), BIMA-
STB-STD-11-001

Previous DDE Name n/a DoD EBTS 1.2 Yes
DoD EBTS 2.0 Yes
1to 5 DoD EBTS 3.0 Yes
ANS

Special Chars Any

Value Constraints For DoD EBTS 3.0, DVN = 3.0

Legacy Derivable n/a

n/a

o

Num Info Items

Deprecated By n/a
Sunset Reason n/a

Look Up Codes n/a

0|2 w)
HE g
ﬂa (2]
-0 =
< |z T
32 5
n |0 =]

Greenwich Mean Time
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Type-1 Transaction Information Record

Greenwich Mean Time

Field ID (Mnemonic) 1.014 (GMT)

This optional field provides a mechanism for expressing the date and time in terms of universal Greenwich Mean
Time (GMT) units.

Description
This time is independent of the actual time zone where the time and date is recorded. The data is
YYYYMMDDhhmmssZ, where the Z is indicates the zone description of 0 hours.

Reference Annex B (traditional encoding) and Annex C (xml encoding) from ANSI/NIST ITL 1-2011 for more detail. If
used, the GMT field contains the universal date that will be in addition to the local date contained in Field 1.005
(DAT). Use of the GMT field eliminates local time inconsistencies encountered when a transaction and its response
are transmitted between two places separated by several time zones.

[T v Y'Y YMMDDhhmmssZ - for Traditional Encoding ANSINIST ITL 1-2011 (Type-1)
Previous DDE Name [0 DoD EBTS 1.2 No
s e © DoD EBTS 2.0 Yes
1510 15 DoD EBTS 3.0 Yes
AN

None

‘ Dependent upon encoding

Legacy Dervaic 8

n/a

Native Scanning Resolution

Field ID (Mnemonic) 1.011 (NSR)

This mandatory field shall be set to “00.00” if there are no Type-4 records in the transaction.

Description When there are Type-4 records present, this field is used to specify the native scanning resolution of the friction
ridge image capture device. This field shall specify the resolution in pixels per millimeter. The resolution shall be
expressed as two numeric characters followed by a decimal point and two more numeric characters.

Remarks W
Format [T ANSINIST ITL 1-2011 (Type-1)
Previous DDE Name  [yp) DoD EBTS 1.2 Yes

[Num infoltems ~ [§ DoD EBTS 2.0 Yes

INumChars  EJOE DoD EBTS 3.0 Yes

NS

Period

NSR = 00.00 if no Type-4 records in transaction; otherwise xx.xx

Legacy Derivable  BlE

Deprecated By n/a

Look Up Codes n/a

Nominal Resolution
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Type-1 Transaction Information Record

Nominal Resolution

Field ID (Mnemonic) 1.012 (NTR)

This mandatory field shall be set to “00.00” if there are no Type-4 records in the transaction.

Description When there are Type-4 records present, this field specifies the nominal resolution for the image(s) being exchanged.
This field shall specify the resolution in pixels per millimeter. The resolution shall be within the range 19.30 ppmm
(490 ppi) to 20.08 ppmm (510 ppi).

Remarks  IE
[Format [T ANSINIST ITL 1-2011 (Type-1)
Nominal Transmitting Resolution DoD EBTS 1.2 Yes

s e © DoD EBTS 2.0 Yes

INumChars  EJOB DoD EBTS 3.0 Yes

NS

Period

‘ NTR = 00.00 if no Type-4 records in transaction; otherwise xx.xx

n/a

Look Up Codes n/a

Originating Agency Identifier

Field ID (Mnemonic) 1.008 (ORI)

The origination field shall contain the ORI identifying the agency or organization submitting the transaction.

For DoD EBTS purpose, this field shall be a 9 alphanumeric character field.
ANSI/NIST ITL 1-2011 (Type-1), BIMA-

Previous DDE Name n/a DoD EBTS 1.2 Yes
Num Info Items 0 DoD EBTS 2.0 Yes

Num Chars 9to 9 DoD EBTS 3.0 Yes

CharTypes RN
Special chars  [E48
Value Constraints  [E48
Legacy Derivable Bl

Deprecated By n

SunsetReason [
Look Up Codes n

/a
/a
/a

Priority
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Type-1 Transaction Information Record

Priority

Field ID (Mnemonic) 1.006 (PRY)

This optional field shall contain a single information character to designate the urgency with which a response is
desired.

m See the specific Application Profile for any defaults that may apply.
ANSI/NIST ITL 1-2011 (Type-1), BIMA-

nla DoD EBTS 1.2 Yes
INum Infoltems ~ [§ DoD EBTS 2.0 Yes
INumchars FROK DoD EBTS 3.0 Yes
N

None

DoD ABIS: 1 <= PRY <= 4

n/a

Deprecated By n/a

Look Up Codes n/a

Description

Record Header

Field ID (Mnemonic)  ERXR(A=N)

The record header appears as the first field (xx.001) in each Record Type. It contains information particular to the
encoding format chosen, in order to enable proper reading of the record. In Traditional encoding, this field contains
the record length in bytes (including all information separators). In NIEM-conformant XML encoding, this field
contains the RecordCategoryCode, which is the numeric representation of the Record Type.

Remarks  IE

Format  [IB EEE ANSUNIST ITL 1-2011 (Type-1)
Previous DDE Name  BfE DoDEBTS12 NS

N

None

Depending Upon Encoding

Legacy Derivable  IfE

Deprecated By n

SunsetReason [
Look Up Codes n

Description

/a
/a
/a

Transaction Content
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Type-1 Transaction Information Record

Transaction Content

Field ID (Mnemonic) 1.003 (CNT)

This mandatory field shall list and identify each of the records in the transaction by record type and its IDC value. It
also specifies the order in which the remaining records shall appear in the file. It shall consist of two or more
subfields. The first subfield shall relate to this Type-1 record. Each of the remaining subfields corresponds to a single
Type-2 through Type-99 record contained in the transaction.

Format  [i8 ANSUNIST ITL 1-2011 (Type-1)

File Content DoD EBTS 1.2 Yes
NumInfoitems B DoD EBTS 2.0 Yes
nla DoD EBTS 3.0 Yes
Charypes Rl
n/a
n/a

n/a

Description

Look Up Codes n/a

First Record Category Code

1.003_1a (FRC)

The first inff)rmation item _(rec_ord category code / RE(_:)_within the first_ subﬁelq shall be “1”. This indicates that the
first record in the transaction is a Type-1 record consisting of header information.

Format  [i8 ANSINIST ITL 1-2011 (Type-1)

na DoD EBTS 1.2 Yes

D e © DoD EBTS 2.0 Yes

INumchars  FKOR DoD EBTS 3.0 Yes

N

a

/2

n/a

Look Up Codes n/a
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Type-1 Transaction Information Record

Transaction Content

Content Record Count

Field ID (Mnemonic) 1.003_1b (CRC)

The second information item of the first subfield of Field 1.003 File Content shall be the sum of the Type-2 through
Description Type-99 logical records contained in this file. This number is also equal to the count of the remaining subfields of
Field 1.003. The maximum value for CRC is 999.

n/a ANSI/NIST ITL 1-2011 (Type-1)
Previous DDE Name Subfield Count DoD EBTS 1.2 Yes

[Num Info Items 0 DoD EBTS 2.0 Yes

1to3 DoD EBTS 3.0 Yes

Special Chars None

0|2
=2 =
a=
-0
=i
& @
z

Value Constraints CRC = count of record types 2 through 99; min = 1; max = 999; positive integer
Legacy Derivable n/a

Deprecated By n/a

=}
=
[V

Sunset Reason
Look Up Codes

=]
=
Q

Record Category Code
Field ID (Mnemonic) 1.003_2a (REC)

The first information item of the second and remaining subfields of Field 1.003 File Content shall be the record

20 G identifier character(s) chosen from the look up codes below that identifies the record type approved by DoD EBTS.

ANSI/NIST ITL 1-2011 (Type-1), BIMA-

n/a STB-STD-11-001

Previous DDE Name Logical Record Type DoD EBTS 1.2 Yes
Num Info Items 0 DoD EBTS 2.0 Yes
Num Chars 1t02 DoD EBTS 3.0 Yes

N

Special Chars None

Value Constraints REC =2, 9, 10, 13, 14, 15, 17, 18, 20, 21, 98 or 99; integer
Legacy Derivable n/a

=]
=
Q

Deprecated By
Sunset Reason n/a

DOD EBTS APPROVED LOGICAL RECORD NUMBER CODES:
1 = Transaction information
2 = User-defined descriptive text
4 = Fingerprint Image (High-Resolution Grayscale - Deprecated, EBTS 1.2 Only)
7 = Latent Image (Binary - Deprecated, EBTS 1.2 only)
9 = Minutiae data
10 = Facial & SMT image
13 = Variable-resolution latent image
14 = Variable-resolution fingerprint image
15 = Variable-resolution palmprint Image
16 = Iris Image (Interim Support - Deprecated, EBTS 1.2 only)
17 = Iris image
20 = Source Representation
21 = Associated Context
18 = DNA Data
99 = CBEFF Biometric data record

Look Up Codes

Char Types
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Type-1 Transaction Information Record

Transaction Content

Information Designation Character

Field ID (Mnemonic) 1.003_2b (IDC)

Each of the records present in a transaction, with the exception of the Type-1 record, shall include a field (xx.002)
containing the information designation character / IDC. The value of the IDC shall be a sequentially assigned
positive integer starting from zero and incremented by one up to a maximum of 99. IDC references are stated in
Type-1 Field 1.003 Transaction content / CNT and shall be used to relate information items in the CNT field of the
Type-1 record to the other records in the transaction. Two or more records may share a single IDC solely to identify
and link together records that pertain to different representations of the same biometric trait.

Description

ANSI/NIST ITL 1-2011 (Type-1)
Image Designation Character DoD EBTS 1.2 Yes

Num Info Items 0 DoD EBTS 2.0 Yes

Special Chars None
Value Constraints 0 < IDC < 99; integer
Legacy Derivable n/a

Deprecated By n/a

Sunsot Roason |18

Look Up Codes n/a

Transaction Control Number

Field ID (Mnemonic) 1.009 (TCN)

This mandatory field shall contain the Transaction Control Number as assigned by the originating agency. A unique
alphanumeric control number shall be assigned to each transaction. For any transaction that requires a response,
the respondent shall refer to this number in communicating with the originating agency.

DoD EBTS requires a 40-bytes TCN to contains the 9 characters Originating Agency Identifier (ORI), a Greenwich
Mean (a.k.a. Zulu or UTC) date/time stamp (Format YYYYMMDDhhmmss), a 4 characters code for the software
used at the point of collection/transmission, a 4 characters software version used at the point of collection/
transmission, and a 5 characters random or sequential alphanumeric string. A hyphen separates each of these
values.

<ORI>-<GMT>-<Software Name/Code>-<Software
Version>-<Random/Sequential Alpha-Numeric
Code>

ANSI/NIST ITL 1-2011 (Type-1), BIMA-
STB-STD-11-001

Previous DDE Name n/a DoD EBTS 1.2 Yes
Num Info Items DoD EBTS 2.0 Yes
40 to 40 DoD EBTS 3.0 Yes

ANS
Special Chars Hyphen
Value Constraints See Format

r|(»w o 0|2 w)
o € |® > |c (]
o |5 T o |3 7]
Zks S o :
S |5 B Sz g
[ —
o | ® o | = o
ng. o |» S
& o2
w |3
o

Legacy Derivable n/a
n/a
n/a

n/a

Transaction Control Reference
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Type-1 Transaction Information Record
Transaction Control Reference

Field ID (Mnemonic) 1.010 (TCR)

. This optional field shall be used for responses that refer to the TCN of a previous transaction involving an inquiry or
Description - )
other action that required a response.

Remarks N
[T Sce 1.009 TCN ANSINIST ITL 1-2011 (Type-1)
na DoD EBTS 1.2 Yes

s e © DoD EBTS 2.0 Yes

INum Chars  FLRePN DoD EBTS 3.0 Yes

ANS

Hyphen

Value Constraints [V

n/a

Look Up Codes n/a

Type of Transaction

1.004 (TOT)

- This mandatory field shall contain an identifier, which designates the type of transaction and subsequent processing
Description - .
that this file should be given.

GEUFPE The TOT shall be in accordance with definitions provided by the Domain and/or Application Profile.

Format  [IB ANSINIST ITL 1-2011 (Type-1)
Previous DDE Name  [yp) DoD EBTS 1.2 Yes

INumInfoitems  [§ DoD EBTS 2.0 Yes

INumcChars  ENURE DoD EBTS 3.0 Yes

A

None

See the specific Domain and/or Application Profile referenced.

Legacy Derivable  BlE

Deprecated By n/a

Look Up Codes n/a

Version Number

BIMA-STB-STD-11-001.2 15 December 8, 2011

UNCLASSIFIED



% BI MA BRI Integrated Data Dictionary V5.0

AGENCY

Type-1 Transaction Information Record

Version Number

Field ID (Mnemonic) 1.002 (VER)

This mandatory four-character ASCII value shall be used to specify the current version number of the standard
implemented by the software or system creating the transaction.

Description

The format of this field shall consist of four numeric characters. The first two characters shall specify the major
version number. The last two characters shall be used to specify the minor revision number.

Format oo B ANSUNIST ITL 1-2011 (Type-1)
Previous DDE Name [ DoDEBTS12  NEE

Num Info ltems [ DoDEBTS20 NS

Chartypes [

None

Value Constraints  \IZSELiEWY

n/a

Deprecated By n/a

SunsetReason  [o2
Look Up Codes n/a
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Type-2 User-Defined Descriptive Text Record

Access Application Number (Emerging)

SECIBN ST 2.8518 (ACC_APP_NUM)

The unique identifier for an application to obtain access to a facility or base.

Remarks [
Developed for Base Access capability.

na DoD EBTS 1.2 No
M DoD EBTS 2.0 No
1610 16 DoD EBTS 3.0 No
charypes [

None

/2

n/a

DeprecateaBy  HlE

Look Up Codes n/a

Access Location (Emerging)

Field ID (Mnemonic) 2.8515 (ACC_LOC)

Specifies the location for access. The set consists of the Location Name, Address Value Type, Address Value,
Latitude (Degree/Minute/Second), Longitude (Degree/Minute/Second) and Location Description.

Remarks [
Developed for Base Access capability.

Base Access Approved Location DoD EBTS 1.2 No
12 DoD EBTS 2.0 No
n/a DoD EBTS 3.0 No
n/a
Specialchars Bl
n/a

n/a

Look Up Codes n/a

Description
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Type-2 User-Defined Descriptive Text Record

Access Location (Emerging)

Location Name (Emerging)

Field ID (Mnemonic) 2.8515_1 (ACC_LOC_NAME)
‘ The name of a geographical location. (e.g. Fort Belvoir)

Remarks [i8
‘m n/a m Deve!oped for Base Access capability.
Pending approval.
Provious DDE Name  [J2 booeetstz [

NumChars KRR DopEBTS30 [

U

Special Chars  LO%

Value Constraints [l

Logacy Derivanie  [iR

n/a

Look Up Codes n/a
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Integrated Data Dictionary V5.0

Type-2 User-Defined Descriptive Text Record

Access Location (Emerging)

City (Emerging)
Field ID (Mnemonic) 2.8515_2 (ACC_LOC_CITY)
Name of the city.

n/a

um nfotoms
CharTypos [0

n/a

Look Up Codes n/a

Country Code (Emerging)

OIS 2 8515 2 (ACC_LOC_CNTRY_CD)

umifooms
CharTypes

PRI The 1SO 3166-1 alpha3 country code.

Developed for Base Access capability.
Pending approval.

DoD EBTS 1.2 No
DoD EBTS 2.0 No
DoD EBTS 3.0 No

Developed for Base Access capability.
Pending approval.

DoD EBTS 1.2 No
DoD EBTS 2.0 No
DoD EBTS 3.0 No

Look U Codes ISO-3166-1 ALPHA3 CODES:
P 1SO-3166-1 Alpha3 Country Codes = (http://metadata.ces.mil/mdr/ns/GPAS/codelist/iso3166-1/trigraph)
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Type-2 User-Defined Descriptive Text Record

Access Location (Emerging)

State / Province (Emerging)

Field ID (Mnemonic) 2.8515_3 (ACC_LOC_STATE)
The state, province or subdivision of a location.

n/a

na DoD EBTS 1.2 No
s e © DoD EBTS 2.0 No
INumChars  EEUEN) DoD EBTS 3.0 No
u

Special Chars  BWY

Value Constraints LR

SunsetReason O
Look Up Codes n/a

Village (Emerging)

TN IS 2 85153 (ACC_LOC_VLG)

Small population unit, typically rural, held together by common economic and political ties.

Remarks R
n/a

DoD EBTS 1.2 No
INumInfoitems  [§ DoD EBTS 2.0 No
INumChars  FEUEN) DoD EBTS 3.0 No
U

Special Chars TR

n/a

n/a

Look Up Codes n/a

Developed for Base Access capability.
Pending approval.

Developed for Base Access capability.
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Type-2 User-Defined Descriptive Text Record

Access Location (Emerging)

Latitude Degree (Emerging)

SOERN NS 2 8515 6 (ACC_LOC_GEO_CORD_LAT_DEG)

This field contains the latitude at which the submission was collected. The data is in degrees in the range +90 to -90.
The plus sign may be omitted. Decimal values are allowed.

n/a

Description

Developed for Base Access capability.
Pending approval.

Previous DDE Name Geographic Coordinate Latitude Degree DoD EBTS 1.2 No

[Num Info Items 0 DoD EBTS 2.0 No

Num Chars 1t09 DoD EBTS 3.0 No
Char Types

Special Chars Hyphen,Period,Plus Sign
Value Constraints n/a

n/a

pd
w

Legacy Derivable n/a

Deprecated By <2.8114_02 (LTD) or xx.998 2 (LTD)>

Sunset Reason n/a

Look Up Codes n/a

Latitude Minute (Emerging)
Field ID (Mnemonic) 2.8515_7 (ACC_LOC_GEO_CORD_LAT_MIN)

This field contains the geographic location latitude. The data is in minutes in the range from 0 to less than 60.
Decimal values are allowed.

Description

=]
=
Q

Developed for Base Access capability.
Pending approval.

Previous DDE Name Geographic Coordinate Latitude Minute DoD EBTS 1.2 No
Num Info Items DoD EBTS 2.0 No
Num Chars 1t08 DoD EBTS 3.0 No
Char Types

n/a

o

Special Chars Period

Value Constraints n/a

Legacy Derivable n/a

Deprecated By <2.8114_03 (LTM) or xx.998_3 (LTM)>
Sunset Reason n/a

Look Up Codes n/a

P
w
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Type-2 User-Defined Descriptive Text Record

Access Location (Emerging)

Latitude Second (Emerging)

GOSN 2 8515 8 (ACC_LOC_GEO_CORD_LAT_SEC)

This field contains the geographic location latitude. The data is in seconds in the range from 0 to less than 60.
Decimal values are allowed.

n/a

Description

Developed for Base Access capability.
Pending approval.

Previous DDE Name Geographic Coordinate Latitude Second DoD EBTS 1.2 No

[Num Info Items 0 DoD EBTS 2.0 No

Num Chars 1t08 DoD EBTS 3.0 No
Char Types

Special Chars Period
Value Constraints n/a

n/a

pd
w

Legacy Derivable n/a
Deprecated By <2.8114_04 (LTS) or xx.998 4 (LTS)>

Sunset Reason n/a

Look Up Codes n/a

Longitude Degree (Emerging)
Field ID (Mnemonic) 2.8515_9 (ACC_LOC_GEO_CORD_LONG_DEG)

This field contains the geographic location longitude. The data is in the range of +180 to -180. The plus sign may
be omitted. Decimal values are allowed.

Description

=]
=
Q

Developed for Base Access capability.
Pending approval.

Previous DDE Name Geographic Coordinate Longitude Degree DoD EBTS 1.2 No
Num Info Items DoD EBTS 2.0 No
Num Chars 1t0 10 DoD EBTS 3.0 No
Char Types

Special Chars Period,Plus Sign
Value Constraints n/a

n/a

o

Legacy Derivable n/a
Deprecated By <2.8114_05 (LGD) or xx.998_5 (LGD)>
Sunset Reason n/a

Look Up Codes n/a

P
w
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Type-2 User-Defined Descriptive Text Record

Access Location (Emerging)

Longitude Minute (Emerging)

SO 2 851510 (ACC_LOC_GEO_CORD_LONG_MIN)

This field contains the geographic location longitude. The data is in minutes in the range from 0 to less than 60.
Decimal values are allowed.

n/a

Description

Developed for Base Access capability.
Pending approval.

Previous DDE Name Geographic Coordinate Longitude Minute DoD EBTS 1.2 No

[Num Info Items 0 DoD EBTS 2.0 No

Num Chars 1t08 DoD EBTS 3.0 No
Char Types

Special Chars Period
Value Constraints n/a

n/a

pd
w

Legacy Derivable n/a

Deprecated By <2.8114_6 (LGM) or xx.998 6 (LGM)>

Sunset Reason n/a

Look Up Codes n/a

Longitude Second (Emerging)
Field ID (Mnemonic) 2.8515_11 (ACC_LOC_GEO_CORD_LONG_SEC)

This field contains the geographic location latitude. The data is in seconds in the range from 0 to less than 60.
Decimal values are allowed.

Description

=]
=
Q

Developed for Base Access capability.
Pending approval.

Previous DDE Name Geographic Coordinate Longitude Second DoD EBTS 1.2 No
Num Info Items DoD EBTS 2.0 No
Num Chars 1t0 8 DoD EBTS 3.0 No
Char Types

n/a

o

Special Chars Period

Value Constraints n/a

Legacy Derivable n/a

Deprecated By <2.8114_07 (LGS) or xx.998_7 (LGS)>
Sunset Reason n/a

Look Up Codes n/a

P
w
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'ié BI M BawEes Integrated Data Dictionary V5.0

Type-2 User-Defined Descriptive Text Record

Access Location (Emerging)

Location Description (Emerging)

Field ID (Mnemonic) 2.8515_12 (ACC_LOC_DESC)
‘ The textual description of a location.

n/a .
Pending approval.
n/a

DoD EBTS 1.2 No
s e © DoD EBTS 2.0 No
INumChars  RNUPSS DoD EBTS 3.0 No
u

Special Chars WY

Value Constraints Bl

n/a

Look Up Codes n/a

Developed for Base Access capability.

Access Location Airport Installation Permission (Emerging)

Field ID (Mnemonic) 2.8510 (ACC_LOC_APT_PERM)

The subject's level of airport installation access. The set consists of the airport installation type, the force protection
condition and the authority approval status code.

Remarks [
Developed for Base Access capability.

n/a DoD EBTS 1.2 No
INum Infoltems DoD EBTS 2.0 No
INumChars  [iB DoD EBTS 3.0 No
/2
/2
n/a
SunsetReason  HlE

Look Up Codes n/a

Description

BIMA-STB-STD-11-001.2 24 December 8, 2011

UNCLASSIFIED



% BI MA BRI Integrated Data Dictionary V5.0

AGENCY

Type-2 User-Defined Descriptive Text Record

Access Location Airport Installation Permission (Emerging)

Access Location Airport Installation Category Code (Emerging)

Field ID (Mnemonic) 2.8510_1 (ACC_LOC_APT_PERM_APT_LOC_TYP)
‘ The type of airport installation at an access location.

Remarks [i8
Developed for Base Access capability.
n/a .
Pending approval.
Previous DDE Name Approved Installation Access DoD EBTS 1.2 No

Num Info Items 0 DoD EBTS 2.0 No

Numchars R DoD EBTS 3.0 No

Char Types AN

Special Chars None

Value Constraints n/a
Legacy Derivable n/a
Deprecated By n/a

n/a

AIRPORT INSTALLATION CODES:
ALL = Access All Areas

AIR = Airfield Areas

ATC = ATC Office Areas

PTO = Passenger Terminal Offices
Look Up Codes CARGO = Cargo Area

CMP = Companies

TERM1 = Terminal Sterile Area 1
TERM2 = Terminal Sterile Area 2
VIP = VIP

VIPLANE = VIP Lane at ECP ONE
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Type-2 User-Defined Descriptive Text Record

Access Location Airport Installation Permission (Emerging)

Force Protection Condition Code (Emerging)

[FEITYULE ST 2.8510_2 (ACC_LOC_APT_PERM_FP_CD)

A DoD-approved system standardizing DoD’s identification of and recommended preventive actions and responses
to terrorist threats against U.S. personnel and facilities. The system is the principal means for a commander to apply
an operational decision on how to protect against terrorism and facilitates coordination among DoD Components and
support for antiterrorism activities.

Romarks 8
Developed for Base Access capability.
n/a Pending approval. Codes are source
from DoD Instructions 2000.17.

Previous DDE Name [ No
Num Info Items 0 No
charypes IS

[Special Chars U

Value Constraints [l

Legacy Derivable [

DeprecateaBy [

Sunsot Roason |18

FORCE PROTECTION CONDITION CODES:

FPCON NORMAL = Applies when a general global threat of possible terrorist activity exists and warrants a routine
security posture. At a minimum, access control will be conducted at all DoD installations and facilities.

FPCON ALPHA = Applies when there is an increased general threat of possible terrorist activity against personnel
or facilities, and the nature and extent of the threat are unpredictable. ALPHA measures must be capable of being
maintained indefinitely.

FPCON BRAVO = Applies when an increased or more predictable threat of terrorist activity exists. Sustaining
Look Up Codes BRAVO measures for a prolonged period may affect operational capability and military-civil relationships with local
authorities.

FPCON CHARLIE = Applies when an incident occurs or intelligence is received indicating some form of terrorist
action or targeting against personnel or facility is likely. Prolonged implementation of CHARLIE measures may
create hardship and affect the activities of the unit and its personnel.

FPCON DELTA = Applies in the immediate area where a terrorist attack has occurred or when intelligence has
been received that terrorist action against a specific location or person is imminent. This FPCON is usually declared
as a localized condition. FPCON DELTA measures are not intended to be sustained for an extended duration.

Description
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Type-2 User-Defined Descriptive Text Record

Access Location Airport Installation Permission (Emerging)

Authority Approval Status Code (Emerging)

Field ID (Mnemonic) 2.8510_3 (ACC_LOC_APT_PERM_AUTH_CD)
‘ The level of the authority and approval status obtained.

n/a .
Pending approval.
n/a

DoD EBTS 1.2 No
s e © DoD EBTS 2.0 No
INumChars IO DoD EBTS 3.0 No
CharTypes  [E

Dash

Value Constraints Bl

n/a

AUTHORITY APPROVAL STATUS CODES:

RA-REC = Recommending Authority Recommended
AA-APP = Approving Authority Approved

SP-SPN = Sponsoring Authority Sponsored

Developed for Base Access capability.

Look Up Codes

Access Location Badge (Emerging)

Field ID (Mnemonic) 2.8509 (BADGE)
- The subject's badge for an access location (s). The set consists of the badge number, badge color code, badge
Description ; L . o . )
status code, issue date, expiration date, issuance organization, and issuance office.
Remarks [
Developed for Base Access capability.

n/a DoD EBTS 1.2 No
INum Infoltems | DoD EBTS 2.0 No
INumChars  [iB DoD EBTS 3.0 No
/2
/2
n/a

[SunsetReason Bl

Look Up Codes n/a
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Integrated Data Dictionary V5.0

Type-2 User-Defined Descriptive Text Record

Access Location Badge (Emerging)

Access Location Badge Number (Emerging)

Field ID (Mnemonic) 2.8509_1 (BADGE_NUM)
The designated number on the badge.

n/a

Num info tems
NumChars  KESRIW
CharTypes U
Special Chars Any
Value Constraints B2

Sunset Reason n/a

Look Up Codes n/a

Access Location Badge Color Code (Emerging)

Field ID (Mnemonic) 2.8509_2 (BADGE_CLR_CD)

Description The badge color assigned to subject.

Approved Badge Color
Numinfo tems
NumcChars IR

CharTypes [

Special Chars None

2

a

Sunset Reason n/a

BADGE COLOR CODES:
BLU = Blue

BRO = Brown

ONG = Orange

GRN = Green

RED = Red

YEL = Yellow

PLE = Purple

Look Up Codes

BIMA-STB-STD-11-001.2 28
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Developed for Base Access capability.
Pending approval.

No
No
No

DoD EBTS 1.2

DoD EBTS 2.0
DoD EBTS 3.0

Developed for Base Access capability.
Pending approval.

No
No
No

DoD EBTS 1.2

DoD EBTS 2.0
DoD EBTS 3.0

December 8, 2011



’=BIM

EEEE;EE:M Integrated Data Dictionary V5.0

AGENCY

Type-2 User-Defined Descriptive Text Record

Access Location Badge (Emerging)

Access Location Badge Status Code (Emerging)

n/a

um nfotoms
CharTypos [

n/a

Look Up Codes

Field ID (Mnemonic) 2.8509_3 (BADGE_STAT_CD)
The status of an identification badge, such as valid, replaced, expired.

Developed for Base Access capability.
Pending approval.

Previous DDE Name Badge Status DoD EBTS 1.2 No

DoD EBTS 2.0 No
DoD EBTS 3.0 No

BADGE STATUS CODES:
O = Original
R = Reissue/Replacement
E = Reissue for Errors

Access Location Badge Issue Date (Emerging)

um nfotoms
CharTypos [

Look Up Codes n/a

BIMA-STB-STD-11-001.2

Field ID (Mnem 2.8509_4 (BADGE_ISSDT)
The date the badge was issued.

n/a

Developed for Base Access capability.
Pending approval.

DoD EBTS 1.2 No
DoD EBTS 2.0 No
DoD EBTS 3.0 No

29 December 8, 2011

UNCLASSIFIED



AGENCY
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Type-2 User-Defined Descriptive Text Record

Access Location Badge (Emerging)

Access Location Badge Expiration Date (Emerging)

Field ID (Mnemonic) 2.8509_5 (BADGE_EXPDT)
‘A date after which the badge is no longer valid.

YYYYMMDD .
Pending approval.
n/a

DoD EBTS 1.2 No
s e © DoD EBTS 2.0 No
INumcChars  EJOE DoD EBTS 3.0 No
N

None

Value Constraints Bl

n/a

Look Up Codes n/a

Access Location Badge Issuance Organization Name (Emerging)

Field ID (Mnemonic) 2.8509_6 (BADGE_ISSORG)

The name of the organization or system that issued the badge.

n/a .
Pending approval.
n/a

DoD EBTS 1.2 No
INum Infoltems i DoD EBTS 2.0 No
INumChars  RNCRIN DoD EBTS 3.0 No
u

Special Chars WY

na

e

n/a

Look Up Codes n/a

Developed for Base Access capability.

Developed for Base Access capability.
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Type-2 User-Defined Descriptive Text Record

Access Location Badge (Emerging)

Access Location Badge Issuance Office Name (Emerging)
Field ID (Mnemonic) 2.8509_7 (BADGE_ISSOFF)

‘A location or branch name for the office or system which issued the badge.

Developed for Base Access capability.
Pending approval.

n/a DoD EBTS 1.2 No
0 DoD EBTS 2.0 No
1to 100 DoD EBTS 3.0 No

Any
n/a
n/a
n/a

Access Location Badge Color (Emerging)

Field ID (Mnemonic) 2.8502 (BADGE_CLR)
Description The subject's level of badge color. The set consists of the badge color and the authority approval status code.
n/a

Developed for Base Access capability.
Pending approval.

Previous DDE Name n/a DoD EBTS 1.2 No
2

Num Info Items DoD EBTS 2.0 No
Num Chars n/a DoD EBTS 3.0 No

Format n/a

Char Types
Special Chars
Value Constraints

Deprecated By

Look Up Codes

BIMA-STB-STD-11-001.2

n/a
n/a
n/a
n/a
n/a
n/a

n/a
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Type-2 User-Defined Descriptive Text Record

Access Location Badge Color (Emerging)

Access Location Badge Color Code (Emerging)
Field ID (Mnemonic) 2.8502_1 (BADGE_CLR_CD)

‘ The badge color assigned to subject.
Developed for Base Access capability.

n/a .
Pending approval.
Previous DDE Name Approved Badge Color DoD EBTS 1.2 No

Num Info Items 0 DoD EBTS 2.0 No
Num Chars 3t03 DoD EBTS 3.0 No
Char Types A

None

Value Constraints  Bfg

Legacy Derivable n/a

Deprecated By

=}
=
Q

Sunset Reason

BADGE COLOR CODES:
BLU = Blue

BRO = Brown

ONG = Orange

GRN = Green

RED = Red

YEL = Yellow

PLE = Purple

r=
(]
o
=
(=
o
o
o
(<3
©
7]
>
=
O

Authority Approval Status Code (Emerging)
Field ID (Mnemonic) 2.8502_2 (BADGE_CLR_AUTH_CD)
The level of the authority and approval status obtained.
n/a
Developed for Base Access capability.
Pending approval.
Previous DDE Name n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
6to6 DoD EBTS 3.0 No

n/a

o

Num Info Items

>
7]

Special Chars Dash

Value Constraints n/a

Legacy Derivable n/a

Deprecated By n/a

Sunset Reason n/a

AUTHORITY APPROVAL STATUS CODES:

RA-REC = Recommending Authority Recommended

AA-APP = Approving Authority Approved
SP-SPN = Sponsoring Authority Sponsored

Look Up Codes

0|2 w)
HE g
ﬂa (2]
-0 =
< |z T
32 5
n |0 =]

Access Location Badge Replacement (Emerging)
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Type-2 User-Defined Descriptive Text Record

Access Location Badge Replacement (Emerging)

Field ID (Mnemonic) 2.8513 (BADGE_RPL)
The subject's badge replacement information. The set contains the replacement reason code and the badge number
that is being replaced.

n/a

Description

Fioid 0 (Mnomonic)
b

Developed for Base Access capability.
Pending approval.

n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
n/a DoD EBTS 3.0 No

n/a

N

n/a
n/a
n/a
n/a
n/a

n/a

Cr oD <»no0oZ 2|
o:mmm'a:'::a
o |scQ ||| (3|32
”gagme." o
Slzlgc|o2S |25 |8
A=+ 00 0|T |20
00 |® 0|3 | 3|® % | =0
o 2|23 4 p | |2 \T
Q9 | gm <S5 = =)
QO,<QE_¢ID 3 |'m
RN " E
(73

3
©

=

=4

o

Access Location Badge Replacement Reason Code (Emerging)
i 2.8513_1 (BADGE_RPL_REASON_CD)
The code indicating the reason the badge is being replaced.

n/a
Developed for Base Access capability.
Pending approval.

n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
1to1 DoD EBTS 3.0 No

n/a

o

>

None
n/a
n/a
n/a
n/a

BADGE REPLACEMENT REASON CODES:
E = Error
L = Lost
D = Damaged
X = Expired
O = Other

r wor<|luwlo/z|z|lv olm
9 €8 Q@273 7SS 3 2|
: A IHBEEHEE 2%
o o =0 b T

= e € |g|B\d Q5|2 5 O
A = 0|0 0T D|[O|® =P

(2] o Q|0 |33 0| 2| = O o=
o (o5 @a(g |0 ¢|F 3|5
< @ || (S| = =) ®
© ° &g |a |8 |0 3 |m 3
@ = T |5 D= o
o g 3

° &
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Type-2 User-Defined Descriptive Text Record

Access Location Badge Replacement (Emerging)

Access Location Replaced Badge Number (Emerging)

Field ID (Mnemonic) 2.8513_2 (BADGE_RPL_BADGE_NUM)
‘ The number of the badge being replaced.

Previous DDE Name n/a
Num Info Items 0

CharTypos [0
Valuo Constraints (18

n/a

Look Up Codes n/a

Developed for Base Access capability.
Pending approval.

DoD EBTS 1.2 No
DoD EBTS 2.0 No

INumChars  RNCRIN DoD EBTS 3.0 No

Access Location Expiration (Emerging)

Description

Remarks Rl

umnfottoms
Numchars [
SunsetRoason 18

Look Up Codes n/a

BIMA-STB-STD-11-001.2

GOSN 2 8516 (ACC_LOC_EXP)

The subject's expiration for the access location. The set is comprised of 2 information items: Access Location
Expiration Date and Authority Approval Status Code.

Developed for Base Access capability.
Pending approval.

DoD EBTS 1.2 No
DoD EBTS 2.0 No
DoD EBTS 3.0 No
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Type-2 User-Defined Descriptive Text Record

Access Location Expiration (Emerging)

Access Location Expiration Date (Emerging)

SR NS 2 8516_1 (ACC_LOC_EXPDT)

‘ The subject's assigned expiration date for the access location.
Developed for Base Access capability.

YYYYMMDD .
Pending approval.

Permission Expiration Date DoD EBTS 1.2 No
s e © DoD EBTS 2.0 No
INumcChars  EJOE DoD EBTS 3.0 No
N

None

Value Constraints  BlE

n/a

Look Up Codes n/a

Authority Approval Status Code (Emerging)

SIS 2 8516_2 (ACC_LOC_EXP_AUTH_CD)

The level of the authority and approval status obtained.

n/a .
Pending approval.
n/a

DoD EBTS 1.2 No
INum Infoltems i DoD EBTS 2.0 No
INumChars OB DoD EBTS 3.0 No
CharTypes  [E

Dash

na

e

n/a

AUTHORITY APPROVAL STATUS CODES:

RA-REC = Recommending Authority Recommended
AA-APP = Approving Authority Approved

SP-SPN = Sponsoring Authority Sponsored

Developed for Base Access capability.

Look Up Codes

Access Location Facility Permission (Emerging)
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Type-2 User-Defined Descriptive Text Record

Access Location Facility Permission (Emerging)

Field ID (Mnemonic) 2.8517 (ACC_LOC_PAC_PERM)
The subject’s level of facility access. The set consists of the facility type, the force protection condition and the
authority approval status code.

n/a

Description

Fioid 0 (Mnomonic)
b

Developed for Base Access capability.
Pending approval.

n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
n/a DoD EBTS 3.0 No

n/a

w

n/a
n/a
n/a
n/a
n/a

n/a

Cr oD <»no0oZ 2|
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7]
=
®
=
2,
)

Access Location Facility Category Code (Emerging)
i 2.8517_1 (ACC_LOC_PAC_PERM_FAC_TYP)
The types of facility at an access location.

n/a

n/a Deve!oped for Base Access capability.
Pending approval.

n/a DoD EBTS 1.2 No

0 DoD EBTS 2.0 No

1to 20 DoD EBTS 3.0 No

A

None

n/a

n/a

n/a

n/a

FACILITY CODES:
DFAC = Dining Facility
GYM = Gymnasium
BILLET = Soldier's Living Quarters
PX = Military Post Store
MWR = Morale, Welfare and Recreation Facility
MED = Medical Facility
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=~ 3%%%02335 o=
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Type-2 User-Defined Descriptive Text Record

Access Location Facility Permission (Emerging)

Force Protection Condition Code (Emerging)

[FEITYULEESTS N 2.8517_2 (ACC_LOC_PAC_PERM_FP_CD)

A DoD-approved system standardizing DoD’s identification of and recommended preventive actions and responses
to terrorist threats against U.S. personnel and facilities. The system is the principal means for a commander to apply
an operational decision on how to protect against terrorism and facilitates coordination among DoD Components and
support for antiterrorism activities.

Romarks 8
Developed for Base Access capability.
n/a Pending approval. Codes are source
from DoD Instructions 2000.17.

Previous DDE Name [ No
Num Info Items 0 No
charypes IS

[Special Chars U

Value Constraints [l

Legacy Derivable [

DeprecateaBy [

Sunsot Roason |18

FORCE PROTECTION CONDITION CODES:

FPCON NORMAL = Applies when a general global threat of possible terrorist activity exists and warrants a routine
security posture. At a minimum, access control will be conducted at all DoD installations and facilities.

FPCON ALPHA = Applies when there is an increased general threat of possible terrorist activity against personnel
or facilities, and the nature and extent of the threat are unpredictable. ALPHA measures must be capable of being
maintained indefinitely.

FPCON BRAVO = Applies when an increased or more predictable threat of terrorist activity exists. Sustaining
Look Up Codes BRAVO measures for a prolonged period may affect operational capability and military-civil relationships with local
authorities.

FPCON CHARLIE = Applies when an incident occurs or intelligence is received indicating some form of terrorist
action or targeting against personnel or facility is likely. Prolonged implementation of CHARLIE measures may
create hardship and affect the activities of the unit and its personnel.

FPCON DELTA = Applies in the immediate area where a terrorist attack has occurred or when intelligence has
been received that terrorist action against a specific location or person is imminent. This FPCON is usually declared
as a localized condition. FPCON DELTA measures are not intended to be sustained for an extended duration.

Description
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Type-2 User-Defined Descriptive Text Record

Access Location Facility Permission (Emerging)

Authority Approval Status Code (Emerging)

Field ID (Mnemonic) 2.8517_3 (ACC_LOC_PAC_PERM_AUTH_CD)
‘ The level of the authority and approval status obtained.

n/a
Developed for Base Access capability.

XX-YYY where XX is the authority and YYY is the
status code Pending approval.

na DoD EBTS 1.2 No
s e © DoD EBTS 2.0 No
INumChars IO DoD EBTS 3.0 No
CharTypes  [E

Dash

Value Constraints Bl

n/a

AUTHORITY APPROVAL STATUS CODES:

RA-REC = Recommending Authority Recommended
AA-APP = Approving Authority Approved

SP-SPN = Sponsoring Authority Sponsored

Look Up Codes

Access Location Privilege (Emerging)

SO 2 8514 (ACC_LOC_PRV)

- The subject’s level of access privileges. The set consists of the privilege type, the privilege value, the force
Description . e .
protection condition and the authority approval status code.

Remarks [
Developed for Base Access capability.

n/a DoD EBTS 1.2 No
INum Infoltems DoD EBTS 2.0 No
INumChars  [iB DoD EBTS 3.0 No
/2
/2
n/a

[SunsetReason Bl

Look Up Codes n/a
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Type-2 User-Defined Descriptive Text Record

Access Location Privilege (Emerging)

Access Location Privilege Category Code (Emerging)
Field ID (Mnemonic) 2.8514_1 (ACC_LOC_PRV_TYP)

‘ The type of privilege allowed at an access location.

n/a .
Pending approval.
Previous DDE Name n/a DoD EBTS 1.2 No

Num Info Items 0 DoD EBTS 2.0 No
Num Chars 110 20 DoD EBTS 3.0 No
Char Types A

Special Chars None

Value Constraints n/a

Legacy Derivable n/a

Developed for Base Access capability.

Deprecated By

=}
=
Q

Sunset Reason

ACCESS LOCATION PRIVILEGE CODES:
EP = Escort Privilege

ER = Escort Required

LA = Lane Access

PS = Personal Search

VS = Vehicle Search

WC = Weapon Card Required

CP = Cell Phone Access

r=
(]
o
=
(=
o
o
o
(<3
©
7]
>
=
O

Access Location Privilege Value (Emerging)
Field ID (Mnemonic) 2.8514_2 (ACC_LOC_PRV_VAL)
The value of the assigned privilege.
e.g. When the Access Location Privilege Category Code = LA for Lane Access, the value might be 'Military' or
'Priority' or 'Regular'
Developed for Base Access capability.
Pending approval.

DoD EBTS 1.2 No
DoD EBTS 2.0 No
1to 50 DoD EBTS 3.0 No

n/a

Previous DDE Name n/a

o

Num Info Items

C

Special Chars Any
Value Constraints n/a
Legacy Derivable n/a
Deprecated By n/a

unset Reason n/a

n/a

| » 0| Z w)
o > |c o
o D (3 (7]
= = o
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Type-2 User-Defined Descriptive Text Record

Access Location Privilege (Emerging)

Authority Approval Status Code (Emerging)

Field ID (Mnemonic) 2.8514_4 (ACC_LOC_PRV_AUTH_CD)
‘ The level of the authority and approval status obtained.

s e © DoD EBTS 2.0
INumChars IO DoD EBTS 3.0
CharTypes  [E

Dash

Value Constraints Bl

n/a

AUTHORITY APPROVAL STATUS CODES:

RA-REC = Recommending Authority Recommended
AA-APP = Approving Authority Approved

SP-SPN = Sponsoring Authority Sponsored

DoD EBTS 1.2

Look Up Codes

Developed for Base Access capability.
Pending approval.

No
No
No

Access Location Required Day of the Week (Emerging)

SO 2 8512 (ACC_LOC_WKDAY)

Remarks Rl

Days of the Week Access Required DoD EBTS 1.2
2 DoD EBTS 2.0
INumChars  [iB DoD EBTS 3.0
n/a
n/a
n/a

[SunsetReason Bl

Look Up Codes n/a
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- The subject's level of the days of week access is required for a location. The set consists of the weekday(s) access
Description . . .
is required and the authority approval status code.

Developed for Base Access capability.
Pending approval.

No
No
No
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Type-2 User-Defined Descriptive Text Record

Access Location Required Day of the Week (Emerging)
Weekday Number (Emerging)

SO UEEESI 2 8512 1 (ACC_LOC_WKDAY_NUM)

‘ The weekday number, from 1 through 7, beginning with Monday and ending with Sunday.

n/a .
Pending approval.
n/a

DoD EBTS 1.2 No
s e © DoD EBTS 2.0 No
INumchars  FROR DoD EBTS 3.0 No
N

None

Value Constraints Bl

n/a

Look Up Codes n/a

Authority Approval Status Code (Emerging)

GOSN 2 8512 2 (ACC_LOC_WKDAY_AUTH_CD)

The level of the authority and approval status obtained.

n/a .
Pending approval.
n/a

DoD EBTS 1.2 No
INum Infoltems i DoD EBTS 2.0 No
INumChars OB DoD EBTS 3.0 No
CharTypes  [E

Dash

na

e

n/a

AUTHORITY APPROVAL STATUS CODES:

RA-REC = Recommending Authority Recommended
AA-APP = Approving Authority Approved

SP-SPN = Sponsoring Authority Sponsored

Developed for Base Access capability.

Developed for Base Access capability.

Look Up Codes

Access Location Required Month (Emerging)
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Type-2 User-Defined Descriptive Text Record

Access Location Required Month (Emerging)

SRS 2 8511 (ACC_LOC_MONTH)

The subject's level of the months access is required for a location. The set consists of the months the access is
required and the authority approval status code.

Description

n/a

Developed for Base Access capability.
Pending approval.

Previous DDE Name Months Access Required DoD EBTS 1.2 No
Num Info Items 2 DoD EBTS 2.0 No
n/a DoD EBTS 3.0 No
n/a

n/a

Special Chars n/a
Value Constraints n/a
Legacy Derivable n/a
Deprecated By n/a
Sunset Reason n/a

Look Up Codes n/a

Month Number (Emerging)
FEERBN(AE TSI 2.8511_1 (ACC_LOC_MONTH_VAL)
PETTELI A two-digit month of the year, 01 through 12.
n/a

Developed for Base Access capability.
Pending approval.

Previous DDE Name Month Value DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 No
2to 2 DoD EBTS 3.0 No
N

Special Chars None

MM - 2 digit month

Value Constraints n/a
Legacy Derivable n/a
n/a

n/a
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Type-2 User-Defined Descriptive Text Record

Access Location Required Month (Emerging)

Authority Approval Status Code (Emerging)
Field ID (Mnemonic) 2.8511_2 (ACC_LOC_MONTH_AUTH_CD)

‘ The level of the authority and approval status obtained.

n/a

|

Developed for Base Access capability.
Pending approval.

n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
6to6 DoD EBTS 3.0 No

n/a

o

>
[

Char Types
Dash
alue Constraints n/a
n/a

r w o r<|un Z|Z|T0

8 c o2 3 € c |3
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o o

=
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n/a

=}
=
Q

AUTHORITY APPROVAL STATUS CODES:

RA-REC = Recommending Authority Recommended
AA-APP = Approving Authority Approved

SP-SPN = Sponsoring Authority Sponsored

Action to be Taken

i 2.071 (ACN)

This field is used to include text answers to submission requests to indicate that a latent case will be established or
to indicate recommendations for further actions in either latent or tenprint responses. This field will also be used to
indicate action taken by the FBI in response to electronic document (e.g., disposition) submissions. For the native
encoding of this field, commas, hyphens, ampersands, slashes, number signs, and blanks are all allowed as special
characters.

n/a

n/a IAFIS-DOC-01078-9.3 (Type-2)
FBI Action to be Taken DoD EBTS 1.2 Yes

DoD EBTS 2.0 Yes

0 to 300 DoD EBTS 3.0 Yes

ANS

Ampersand,Backward Slash,Blank,Comma,Forward Slash,Hyphen,Number Sign

n/a

n/a

o < no0zZ 2| [w) M
g ls 8 8|28 FEE 3 e °
= |2 % 85 |2 ERERERES o o
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n/a
n/a

n/a

Additional Response (Emerging)
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Type-2 User-Defined Descriptive Text Record

Additional Response (Emerging)

Field ID (Mnemonic) 2.8206 (ARSP)

This set of fields shall be used in responses when an additional repository has been searched. It contains
information received from the repository that generated an additional response. Multiple repositories may be
searched, therefore multiple occurrences of this field shall be allowed. It consists of Response Source, Response
Result, Response Identifier, and Response Rap Sheet.

romarcs 18

m Referenced by DoD EBTS 2.0.

n/a Coordination with DoD ABIS required.
Pending approval.

Previous DDE Name A2 popEBTS12 [0

Num Info Items 5 Yes
Numchars B
a

a

a

DeprecateaBy [

Sunsot Roason |18

Description

Look Up Codes n/a
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Additional Response (Emerging)

Name of Designated Repository (Emerging)

Field ID (Mnemonic) 2.8206_1 (NDR)

This field contains the numerical designation of the repository(ies) to be searched. Repository numbers are assigned
by the CJIS Division. Multiple entries in this field will indicate a desire to search more than one repository, including
Canada‘s RTID and authorized DHS records. Multiple entries will be separated by the <RS> separator.

Description

The NDR values of 4 & 5 will be retired in the next version. The NDR value of 4 for Major Case Records is being

subsumed into criminal (NDR=1) and civil (NDR=2). The NDR value of 5 for the Latent Image File Records will only

be accessible to the internal Latent Laboratory Examiners, therefore will not be valid for use in this standard.
Referenced by DoD EBTS 2.0.

‘m This field identifies the repository that generated the additional response.
Coordination with DoD ABIS required.

n/a
Pending approval.

Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 Yes
N

Char Types

Special Chars None

Value Constraints see Look Up Codes
Legacy Derivable n/a

Deprecated By n/a

Sunset Reason n/a

DESIGNATED REPOSITORY NAME CODES:
1 = FBI Criminal Master File Records
2 = FBI Civil Records
3 = FBI Unsolved Latent File
4 = FBI Major Case File Records
5 = FBI Latent Image File Records
6 = FBI Repository for Individuals of Special Concern (RISC)
7 = Canada Real Time Identification (RTID)
8 = DoD Automated Biometric Identification System (ABIS)
9 = DHS IDENT/US-VISIT
10 = International Terrorist File (ITF) Participants
11 = RISC Wants and Warrants (W&W)
12 = RISC Sexual Offender Registry (SOR)
13 = RISC Known and Suspected Terrorist (KST)
14 = RISC International Terrorist File (ITF)
15 = RISC Persons of Special Interest (Other)
16 — 19 = Reserved for FBI Future Use
20 - 50 = Reserved for Department of Defense
51 - 100 = Reserved for FBI Future Use
101-125 = FBI Special Population Cognizant Files
126-135 = Other Federal Organization Special Population Cognizant Files
136 - 199 = Reserved for FBI Future Use
200 - 399 = Reserved for State/Local System
400 - 999 = Reserved for FBI Future Use

Look Up Codes
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Additional Response (Emerging)
Additional Response Result Code (Emerging)

Field ID (Mnemonic) 2.8206_2 (RSLTCD)
‘ This field contains the result generated by the repository that generated the additional response.
n/a

Referenced by DoD EBTS 2.0.
Coordination with DoD ABIS required.
Pending approval.

Previous DDE Name Additional Response Result DoD EBTS 1.2 No
INum Infoltems ~ [§ DoD EBTS 2.0 Yes
INumchars FROK DoD EBTS 3.0 Yes
Char Types A

None

Value Constraints see Look Up Codes

n/a

Legacy Derivable n/a
Deprecated By n/a
Sunset Reason n/a

RESPONSE RESULT CODES:

| = Identified
e (R N = Non-Identified
E = Error

Additional Response Identifier Category Code (Emerging)

Field ID (Mnemonic) 2.8206_3 (ARIDCATCD)
The category of the additional response identification such as DoD Number, FBI Number, etc.
n/a

Referenced by DoD EBTS 2.0.
Coordination with DoD ABIS required.
Pending approval.

Previous DDE Name n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
3to3 DoD EBTS 3.0 Yes

n/a

o

Num Info Items

>

Special Chars None

Value Constraints see Look Up Codes
Legacy Derivable n/a

n/a

Sunset Reason n/a

REPOSITORY IDENTIFICATION CATEGORY CODES:
DOD = DoD Number
FBI = FBI Number

Iy lw] O 2 lw]
o) o > | c [
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5 8 S |3 3
e —
[0} o = o
@ 3 ?|a S
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Additional Response (Emerging)

Additional Response Identifier (Emerging)
Field ID (Mnemonic) 2.8206_4 (ARID)

This conditional field shall contain the unique identifier used (or generated) by the repository that generated the

LR additional response.

|

n/a

Referenced by DoD EBTS 2.0.

n/a Coordination with DoD ABIS required.
Pending approval.

Previous DDE Name n/a DoD EBTS 1.2 No

Num Info Items DoD EBTS 2.0 Yes
Num Chars 1to 50 DoD EBTS 3.0 Yes

Char Types ANS
Special Chars Any

o

Value Constraints None
Legacy Derivable n/a
Deprecated By n/a

SunsetReason L
Look Up Codes n/a

Additional Response Rap Sheet (Emerging)
Field ID (Mnemonic) 2.8206_5 (ERS)

This conditional field contains the electronic rap sheet generated by the Secondary Search Repository in the case of
an Ident. In the case of an error, this field shall contain the error message returned by the repository that generated
the additional response.

n/a

Referenced by DoD EBTS 2.0.
Coordination with DoD ABIS required.
Pending approval.

n/a DoD EBTS 1.2 No
DoD EBTS 2.0 Yes
1 to 200,000 DoD EBTS 3.0 Yes

n/a

o

C

Any
None
n/a
n/a
n/a

n/a
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AFIS Segment Control Number
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AFIS Segment Control Number

Field ID (Mnemonic) 2.086 (SCNA)

This field contains an alphanumeric identifier used by the NGI AFIS/FBI to allow tracking of or referencing specific
unsolved latent records. It is used, for example, to indicate the index number for individual records in the CJIS
Unsolved Latent File in the response to a Latent Search. This field will contain the UCN of the Unsolved Latent File
where designated in the message definition.

Description

It is used, for example, to indicate the index number for individual records in the IAFIS Unsolved Latent File in the
response to a Remote Latent Search. It is also used to refer to transactions that contained searches for the purpose
of status queries, modifications, or cancellations.

Format  [¥B IAFIS-DOC-01078-9.3 (Type-2)
nla DoD EBTS 1.2 Yes

M DoD EBTS 2.0 Yes

INumchars  ENORD) DoD EBTS 3.0 Yes

charrypes 1

None

/2

n/a

DeprecateaBy  HlE

Look Up Codes n/a

Age (Deprecated)

Field ID (Mnemonic)  PICKPA(NCIS)

This optional field contains the subject’s exact age. Field 2.332 shall be used when the person’s exact age is known;
otherwise an age range shall be given in field 2.023 (as defined in the EFTS).

Remarks N

na DOD_BTF_TS_EBTS_Nov06_01.02.00
n/a DoD EBTS 1.2 Yes

M DoD EBTS 2.0 No

INumcChars  EROK DoD EBTS 3.0 Deprecated

N

/2

2

<2.8003 SUBJ_BIRTHDATE; 2.8003_1 DOB; 28003_2 DATEVLD (DOC=Documented); 2.8003_3 CALTYP
Deprecated By = L

(G=Gregorian is default)>
n/a
Look Up Codes n/a

Age Range (Legacy Derivable)

Description
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Age Range (Legacy Derivable)

Field ID (Mnemonic) 2.023 (AGR)

An estimated age range may be entered using a pair of two-digit numbers. The first two digits shall represent the
minimum age, and the second two the maximum. There shall be no separator character used between the ages.

n/a
B (AF1S-DOC-01078-9.3 (Type-2)
oestszo [

Description

n/a

Previous DDE Name n/a
Num Info Items 0
Num Chars 4t04
Char Types N
Special Chars None
alue Constraints n/a

2.8003 SUBJ_BIRTHDATE; 1st subfield to specify the min date: 2.8003_1 DOB; 2.8003_2 DATEVLD (EST =
Estimate); 2.8003_3 CALTYP (G = Gregorian); repeat for the 2nd subfield to specify max date.

Deprecated By n/a

Legacy Derivable

Sunset Reason n/a

Look Up Codes n/a

Alert

GOCIBYEE S 2 350 (ALERT)

This field contains alert information that will be used in the case where a new submission into the system results in
an IDENTED response against the submission containing the alert data. This field contains five information items
and all five must be completed if this field is used. It consists of Alert Function, Alert Category, Alert Value, Alert
Contact and Alert Detail.

n/a

Description

nla DOD_BTF_TS_EBTS_Nov06_01.02.00

Previous DDE Name /a DoD EBTS 1.2 Yes

n
Num Info Items 5 DoD EBTS 2.0 Yes
Num Chars n/a DoD EBTS 3.0 Yes
Char Types n/a
/2

Value Constraints n/a
Legacy Derivable n/a

Deprecated By n/a
Sunset Reason n/a

Look Up Codes n/a
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Alert

Alert Function
Field ID (Mnemonic) 2.350_1 (ALERT_FUN)

‘ An Indication of whether the alert on a biometric subject is currently set ON or OFF.
n/a

|

n/a DOD_BTF_TS_EBTS_Nov06_01.02.00
n/a DoD EBTS 1.2 Yes
DoD EBTS 2.0 Yes
1to1 DoD EBTS 3.0 Yes

o

pd

None
n/a
n/a
n/a
n/a

ALERT FUNCTION CODES:
0 = Off
1=0n
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Alert Category
i 2.350_2 (ALERT_CAT)

The alert category assigned to a biometric subject indicating what action, if any, should be taken regarding the
biometric subject if he/she is encountered.

=]
=
Q

n/a DOD_BTF_TS_EBTS_Nov06_01.02.00
n/a DoD EBTS 1.2 Yes
DoD EBTS 2.0 Yes
1to1 DoD EBTS 3.0 Yes

o

z

None
n/a
n/a
n/a
n/a

ALERT CATEGORY CODES:
1 = Detain - known or suspected terrorist - DoD watchlist
2 = Detain - known or suspected terrorist - U.S. government watchlist
3 = Detain - known or suspected terrorist - other country watchlist
4 = Detain - individual of interest to U.S. or coalition forces
5 = Detain - known or suspected criminal
6 = No U.S. or coalition base access
7 = Interview but do not detain
8 = Detain but do not interview
9 = Do not detain or interview

Field ID (Mnemonic)
Description
Previous DDE Name
Num Info Items
Char Types

Special Chars
Value Constraints
Legacy Derivable
Deprecated By
Look Up Codes
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Alert
Alert Value

Field ID (Mnemonic) 2.350_3 (ALERT_VAL)

Description The level of interest in a given biometric subject who has been flagged for alert.

n/a

DOD_BTF_TS_EBTS_Nov06_01.02.00
Previous DDE Name n/a DoD EBTS 1.2 Yes

=}
=
Q

Num Info Items 0 DoD EBTS 2.0 Yes
Numchars KSR DoD EBTS 3.0 Yes
Char Types N
Special Chars None
Value Constraints n/a
Legacy Derivable n/a
Deprecated By n/a
a
ALERT VALUE CODES:

1 =None
Look Up Codes 2 = Low Value

3 = Medium Value

4 = High Value

Alert Contact
2.350_4 (ALERT_CONTACT)
The agency and individual contact reference responsible for establishing the alert.
Format  [i8 DOD_BTF_TS_EBTS_Nov06_01.02.00
na DoD EBTS 1.2 Yes
D e © DoD EBTS 2.0 Yes
INumChars  FRUEN) DoD EBTS 3.0 Yes
U

Value Constraints n/a
Legacy Derivable n/a

Deprecated By

=)
=
Q

Sunset Reason
Look Up Codes

=}
=
[V

=]
=
Q
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Alert

Alert Detail
Field ID (Mnemonic) 2.350_5 (ALERT_DETAIL)

‘ Special handling instructions or other information about the individual identified in an alert.
n/a

Format [ DOD_BTF_TS_EBTS_Nov06_01.02.00
n/a DoD EBTS 1.2 Yes

INum Infoitems  [§ DoD EBTS 2.0 Yes

INum Chars  EEOPES DoD EBTS 3.0 Yes

CharTypes  [U

/2

n/a

n/a

Look Up Codes n/a

Aliases (Legacy Derivable)

Field ID (Mnemonic) 2.019 (AKA)

This 3-to-30 alpha-numeric special (ANS) field contains alias names of the subject. Up to ten aliases may be
provided, separated from one another by the <R S> character. AKA may contain a comma, hyphen, or blank as
special characters. The format shall be the surname followed by a comma (,), followed by the given name(s)
separated by a space. The following restrictions and exceptions to the general format apply:

Description 1. Minimum length is three bytes in the following sequence: alpha or ampersand, comma, alpha.

2. A comma must be followed by the minimum of one alpha character.

3. Blank before or after comma is invalid.

4. Hyphen in first and last position of any name segment is invalid.

5. Two consecutive blanks or hyphens between characters are invalid.

Remarks W
Format W&
Previous DDE Name  [yp) DoD EBTS 1.2 Yes
INumInfoitems  [§ DoD EBTS 2.0 No
L  to 30 DoD EBTS 3.0 Derivable
CharTypes  JAB

Ampersand,BIank,Comma,Hyphen

n/a

Legacy Derivable 2.8026 SUBJ_AKA with 2.8026_1 NAMCATCD (AKA = Alias); 2.8026_2 NAM1 + ‘" + 2.8026_3 NAM2 + * * +
gacy 2.8026_4 NAM3 (Truncate to first 30 characters).

Deprecated By n/a

[SunsetReason i

IAFIS-DOC-01078-9.3 (Type-2)

/a
Look Up Codes n/a

Amputated or Bandaged [Type-2]
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Amputated or Bandaged [Type-2]

(Field ID (Mnemonic)  PXCCRGNS)

This repeating field contains information about amputated or bandaged fingerprints in a submission. The field is
composed of repeating sets of two subfields:

Finger Position (FGP)

Amputated Or Bandaged Code (AMPCD).

This field is to be used any time there are fewer than ten printable fingers in a tenprint submission for finger positions
1 - 10 or positions 11-15 to specify when no slap fingerprint images are provided in the finger positions (ex. Entire
right hand is not printed). A partially amputated finger should be printed and be marked amputated, XX. If the finger's
Description image is missing for any reason, (for example, when the arresting agency did not specify a reason in its submission
to the State Identification Bureau) the UP code should be used. This field is used to tell repository which finger
positions need to characterized. The UP code should only be used when the entire image is not provided for
fingerprints in the submission. This code will indicate that the repository should ignore this image and not include the
image in the matching process.

For the native encoding, the two-character finger position code is followed by the US separator and the amputated or
bandaged code. Each set of fingers/amp codes shall be separated by the RS separator.

Remarks LW
IAFIS-DOC-01078-9.3 (Type-2)

Previous DDE Name Biometric Subject Finger Amputated or Bandaged DoD EBTS 1.2 Yes

Num Info Items 2 DoD EBTS 2.0 Yes
n/a DoD EBTS 3.0 Yes

n/a

Special Chars n/a
Value Constraints n/a
Legacy Derivable n/a
Deprecated By n/a
Sunset Reason n/a

Look Up Codes n/a
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Amputated or Bandaged [Type-2]

Finger Position Code

Field ID (Mnemonic) 2.084A (FGP)
‘ The two-character finger position code.

n/a

=}
=
Q

IAFIS-DOC-01078-9.3 (Type-2)
Previous DDE Name n/a DoD EBTS 1.2 Yes
DoD EBTS 2.0 Yes
Num Chars 2to2 DoD EBTS 3.0 Yes

Char Types N

Special Chars None

Value Constraints 01 <=FGP <= 15
Legacy Derivable n/a

Deprecated By

o

Num Info Items

> 3
= =
v

Sunset Reason

FINGERPRINT TEN FINGER NUMBER CODES:
01 = Right thumb
02 = Right index finger
03 = Right middle finger
04 = Right ring finger
05 = Right little finger
06 = Left thumb
07 = Left index finger
08 = Left middle finger
09 = Left ring finger
10 = Left little finger
11 = Plain right thumb
12 = Plain left thumb
13 = Plain right four fingers
14 = Plain left four fingers
15 = Left & right thumbs

Look Up Codes

Amputated or Bandaged Code

Field ID (Mnemonic) 2.084B (AMPCD)

This information item provides the code that describes the reason the finger's image is missing.
n/a

n/a IAFIS-DOC-01078-9.3 (Type-2)
Previous DDE Name n/a DoD EBTS 1.2 Yes

Num Info Items DoD EBTS 2.0 Yes

Num Chars 2to2 DoD EBTS 3.0 Yes

Char Types
Special Chars None
Value Constraints n/a

o

>

Legacy Derivable n/a
Deprecated By n/a
Sunset Reason n/a
FINGERPRINT MISSING REASON CODES:

Look Up Codes UP = Unable to print (e.g., bandaged)
XX = Partial print due to amputation

Arrest Segment Literal
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Arrest Segment Literal

Field ID (Mnemonic) 2.047 (ASL)

This field is made up of the following subfields:
Description Date of Offense (DOO)
Arrest Offense Literal (AOL).

IAFIS-DOC-01078-9.3 (Type-2)

Previous DDE Name n/a DoD EBTS 1.2 Yes
[Num Info Items 2 DoD EBTS 2.0 Yes

Deprecated By n/a

Look Up Codes n/a

Date of Offense

Field ID (Mnemonic) 2.047A (DOO)

The DOO shall appear as an eight-digit number. The DOO shall not exceed the current date except when the
submission originates from an international contributor located in a time zone earlier than the Eastern Time Zone.
Description This date field shall contain the local date for the region submitting the request. CJIS has edit checks in place to
allow for the acceptance of the local date as valid up to 24 hours in advance to accommodate the variance between
international time zones.

Remarks [
LS vy YYMMDD IAFIS-DOC-01078-9.3 (Type-2)
na DoD EBTS 1.2 Yes

INum Infoltems i DoD EBTS 2.0 Yes
INumcChars FIOE DoD EBTS 3.0 Yes

X

None

n/a

n/a

Deprecated By n/a

Look Up Codes n/a
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Arrest Segment Literal

Arrest Offense Literal

Field ID (Mnemonic) 2.047B (AOL)

Description a free text description of an offense charged on an arrest. The first character of the AOL text must not be blank.
P Each AOL should have a corresponding DOO.

Remarks W
Format B IAFIS-DOC-01078-9.3 (Type-2)
na DoD EBTS 1.2 Yes

s e © DoD EBTS 2.0 Yes

INumChars  RRUE0N DoD EBTS 3.0 Yes

ANS

Any

Value Constraints  BlE

n/a

Look Up Codes n/a

Associate’s Name (Deprecated)

2.331 (ASSOCIATES_NAME)

This optional field contains the subject’'s Associate’s Name.

Remarks Rl

Format [ DOD_BTF_TS_EBTS_Nov06_01.02.00
n/a DoD EBTS 1.2 Yes

INum Infoitems  [§ DoD EBTS 2.0 No

INumChars  FRUEU) DoD EBTS 3.0 Deprecated

ANS

Specialchars  BWY

Deprecated B <2.8038 IASSOC; 2.8038_2 IASSOC_SEX; 2.8038_2 IASSOC_ROLE (7=Associate); 2.8038_3 NAM1; 2.8038_4
P y NAM2; 2.8038_5 NAM3; 2.8038_6 NAM4; 2.8038_7 NAM5>

Look Up Codes n/a

Attention Indicator
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Attention Indicator

Field ID (Mnemonic) 2.006 (ATN)

This alphanumeric-special field shall contain a designation of the individual to whose attention a response is to be
Description directed. Periods shall not be used (e.g., Det. J. Q. Public shall be entered as DET J Q PUBLIC). The value of ATN
returned to the submitter is the value submitted.

IAFIS-DOC-01078-9.3 (Type-2)
Previous DDE Name n/a DoD EBTS 1.2 Yes
[Num Info Items 0 DoD EBTS 2.0 No

INumcChars  EYUEW) DoD EBTS 3.0 Yes

Char Types ANS

Special Chars Any

Value Constraints n/a
Legacy Derivable n/a

Deprecated By n/a

Look Up Codes n/a

Audit Trail Record

SECIN SIS 2 2032 (ATR)

This repeating record contains the information associated with the dissemination of the owner’s images. The
following are the subfields included for each requested image:

1) ORI of the originator that received the image,

2) Date the images were disseminated,

3) TOT used to acquire the image set,

Description 4) BSI of the image,

5) IMT of the image,

6) FNR of the image (supports fingerprint and palmprint position codes),

7) PPD of the supplemental image when FNR equals supplemental (19).

The FNR and PPD subfields are present in ATR to identify the image within the biometric set that was disseminated
when the entire set was not returned.

Remarks R

n/a IAFIS-DOC-01078-9.3 (Type-2)
n/a DoD EBTS 1.2 No

INum Infoltems | DoD EBTS 2.0 No

INumChars  [iB DoD EBTS 3.0 No

/2

/2

n/a

SunsetReason  RlE

Look Up Codes n/a
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Audit Trail Record

Originating Agency ldentifier

Field ID (Mnemonic) 2.2032A (ORI)

n/a

um nfottoms
Chartypes I

Look Up Codes n/a

Date of Dissemination

Remarks [

um nfottoms
CharTypes |

Look Up Codes n/a

BIMA-STB-STD-11-001.2

Field ID (Mnemonic) 2.2032B (DAT)

Date the images were disseminated.

Fomat LAYy

58
UNCLASSIFIED

DoD EBTS 1.2

DoD EBTS 2.0
DoD EBTS 3.0

DoD EBTS 1.2

DoD EBTS 2.0
DoD EBTS 3.0

The origination field shall contain the ORI identifying the agency or organization submitting the transaction.

IAFIS-DOC-01078-9.3 (Type-2)
No
No
No

IAFIS-DOC-01078-9.3 (Type-2)
No
No
No
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Type-2 User-Defined Descriptive Text Record

Audit Trail Record

TOT of Dissemination

Field ID (Mnemonic) 2.2032C (TOT)
TOT used to acquire the image set.

n/a

Fomat RH
n/ DoD EBTS 1.2 No
INum Infoitems  [§ DoD EBTS 2.0 No
INumChars  FIoE) DoD EBTS 3.0 No
CharTypes

;
n/a
n/a
n/a

Look Up Codes n/a

IAFIS-DOC-01078-9.3 (Type-2)

a
a

Biometric Set Identifier Disseminated

2.2032D (BSI)

BSI of the image disseminated.

Remarks  fg

Format  [IB IAFIS-DOC-01078-9.3 (Type-2)
na DoD EBTS 1.2 No
INum Infoltems i DoD EBTS 2.0 No
INumChars  [XUPN DoD EBTS 3.0 No
N

None

/2

/2

n/a

Look Up Codes n/a
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Type-2 User-Defined Descriptive Text Record

Audit Trail Record

Image Type Disseminated

Field ID (Mnemonic) 2.2032E (IMT)

Description Type of image disseminated.
n/a

=}
=
Q

IAFIS-DOC-01078-9.3 (Type-2)
Previous DDE Name n/a DoD EBTS 1.2 No

0|2
S| c
3 [ =
== 0
=1H
& a

Num Info Items 0 DoD EBTS 2.0 No
1to2 DoD EBTS 3.0 No
N
Special Chars None
Value Constraints n/a
Legacy Derivable n/a
Deprecated By n/a
Sunset Reason n/a
IMAGE CODES:
1 = Fingerprint (event)
2 = Lower Joint
3 = Palmprint
4 = Toe Print
5 = Foot Print

6 = Supplemental Print

7 = Latent Friction Ridge

8 = Composite Fingerprint

9 = Photo Facial

10 = Photo Scar, Mark, & Tattoo

11 =Iris

12 = Fingerprints on Front of Palm Card
13 = Fingerprints on Back of Palm Card

Look Up Codes

Friction Ridge Position Requested

e 2 2032F (FNR)

Description The friction ridge number requested.

>0 3
= =
[V

IAFIS-DOC-01078-9.3 (Type-2)
Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items DoD EBTS 2.0 No
Num Chars 2t02 DoD EBTS 3.0 No
Char Types

o

P

Special Chars None

Fingerprint and Palmprint position codes
Legacy Derivable n/a

Deprecated By n/a

Sunset Reason n/a
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Audit Trail Record
Friction Ridge Position Requested

FRICTION RIDGE POSITION CODE - FINGER POSITION:
0 = Unknown Finger
1 = Right Thumb
2 = Right Index Finger
3 = Right Middle Finger
4 = Right Ring Finger
5 = Right Little Finger
6 = Left Thumb
7 = Left Index Finger
8 = Left Middle Finger
9 = Left Ring Finger
10 = Left little finger
11 = Plain right thumb
12 = Plain left thumb
13 = Plain right four fingers
14 = Plain left four fingers
15 = Left & right thumbs
16 = Right extra digit
17 = Left extra digit
18 = Unknown friction ridge
19 = EJl or tip
FRICTION RIDGE POSITION CODE - PALM POSITION:
Look Up Codes 20 = Unknown Palm
21 = Right Full Palm
22 = Right Writer's Palm
23 = Left Full Palm
24 = Left Writer's Palm
25 = Right Lower Palm
26 = Right Upper Palm
27 = Left Lower Palm
28 = Left Upper Palm
29 = Right Other
30 = Left Other
31 = Right Interdigital
32 = Right Thenar
33 = Right Hypothenar
34 = Left Interdigital
35 = Left Thenar
36 = Left Hypothenar
37 = Right grasp
38 = Left grasp
81 = Right carpal delta area
82 = Left carpal delta area
83 = Right full palm, including writer's palm
84 = Left full palm, including writer's palm
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Audit Trail Record

Print Position Descriptors [Type-2, subfield to fields of Type Set]

Field ID (Mnemonic) 2.2032G (PPD)

This PPD is a subfield to fields of Type Set. This subfield will be present if and only if the subfield Friction ridge
Generalized Position code (FGP) or the Friction ridge Number(s) Requested (FNR) code "19" appears in the Set
field. These PPD subfields have no subfields (unlike PPD 2.2030). This field shall consist of two mandatory
information items. The first is the Probable Decimal finger Position code (0-10) taken from the ANSI/NIST-ITL
Description specification. But for the finger position it must be a two character numeric; implying a leading zero for positions 0
thru 9. The second code information item is the Finger Image Code; it also is taken from the ANSI/NIST-ITL
specification to indicate the portion of the EJI or tip image. There may be up to

8 such images for a single finger, but NGI only expects the values of EJI or TIP for Increment 3. Examples of valid
values are: 01EJI or 10TIP.

Both the probable decimal friction ridge code and the image code are concatenated into 1 information item without
any separator.

=}
=
Q

IAFIS-DOC-01078-9.3 (Type-2)
DoD EBTS 1.2 No
DoD EBTS 2.0 No
Num Chars 5t05 DoD EBTS 3.0 No

Char Types AN
Special Chars None

Value Constraints n/a
Legacy Derivable n/a
Deprecated By n/a

SunsetReason L
Look Up Codes n/a

Previous DDE Name n/a

o

Num Info Items

BAT Global Unique Identifier

Field ID (Mnemonic) 2.300 (GUID)

This optional field shall contain the Biometrics Automated Toolset (BAT) Global Unique Identifier (GUID) as assigned
to the subject by the BAT.

Remarks Rl
[Format [ DOD_BTF_TS_EBTS_Nov06_01.02.00

Previous DDE Name n/a DoD EBTS 1.2 Yes
Num Info Items DoD EBTS 2.0 No
36 to 38 DoD EBTS 3.0 Yes

Description

o

>
zZ
]

g w) 0 Z
o (] > |c
o k<] Q|3
= = =
c 8 == 0
S I < |
o 3 o |2
o o n |0
=3 m

®

» <

Special Chars

>
5
<

Value Constraints n/a
Legacy Derivable n/a

=}
=
Q

Sunset Reason

>
=
Q

=)
=
[V

Biometric Image Available
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Biometric Image Available

Field ID (Mnemonic) 2.2031 (BIA)

This field will indicate the existence of available biometric images (fingerprint, palmprint, supplemental print, facial
photo, and SMT photo) for an Identity in the NGI AFIS/FBI repository. Allowable BIA values are shown in the table
below. The following abbreviations are used in the table for each image type: FP — Fingerprint, PP — Palmprint, SP —
Supplemental Print, PHF — Photo Facial, and PSMT — Photo Scar, Mark, & Tattoo.

Remarks |
Fomat QR
n/a DoD EBTS 1.2 No
Numnfo tems [ No
Numchars (% No
CharTypes [

Special Chars None

Value Constraints 0 <= BIA <= 31; integer
Legacy Derivable n/a
Deprecated By n/a

n/a

FBI BIOMETRIC IMAGE AVAILABLE CODES:
0 = None
1=FP
2=PP
3=FP, PP
4=8P
5=FP, SP
6 =PP, SP
7 =FP, PP, SP
8 = PHF
9=FP, PHF
10 = PP, PHF
11 = FP, PP, PHF
12 = SP, PHF
13 = FP, SP, PHF
14 = PP, SP, PHF
Look Up Codes 15 =FP, PP, SP, PHF
16 = PSMT
17 = FP, PSMT
18 = PP, PSMT
19 = FP, PP, PSMT
20 = SP, PSMT
21=FP, SP, PSMT
22 =PP, SP, PSMT
23 =FP, PP, SP, PSMT
24 = PHF, PSMT
25 = FP, PHF, PSMT
26 = PP, PHF, PSMT
27 =FP, PP, PHF, PSMT
28 = SP, PHF, PSMT
29 = FP, SP, PHF, PSMT
30 = PP, SP, PHF, PSMT
31=FP, PP, SP, PHF, PSMT

Description

EEESN 1 AFIS-DOC-01078-9.3 (Type-2)

Biometric Image Description
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Biometric Image Description

Field ID (Mnemonic) 2.2028 (BID)

This repeating set contains information about biometric images the user is requestsing in the submission. Each
repeating set consists of the following subfields:

1. UCN of the identity or latent record,

2. IMT image type of the image to be retrieved,

3. BSI of the biometric set to be retrieved,

4. FNR is the fingerprint or palmprint position code of the image to be retrieved,

5. PPD of the supplemental image to be retrieved when FNR equals supplemental (19), allowable values of: EJI,
TIP, FV1, FV2, FV3 or FV4, PRX, DST and MED.

IAFIS-DOC-01078-9.3 (Type-2)
n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
n/a DoD EBTS 3.0 No

FBI Number/UCN

Field ID (Mnemonic) 2.2028A (FBI/UCN)
The FBI or UCN number assigned by FBI.
n/a
n/a IAFIS-DOC-01078-9.3 (Type-2)
n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No

1t09 DoD EBTS 3.0 No

o

Num Info Items

>
pd

None
Value Constraints n/a
Legacy Derivable n/a
n/a

=]
=
Q

»w o Z v )
$5558 288
%3 <. )
o ) =
RSiie c S
0T D n =
5> | [= o o
2 0|0 = =
o
(7] m

4

M

3

)

n/a
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Biometric Image Description

Image Type [Type-2]
Field ID (Mnemonic) 2.2028B (IMT)

This field identifies the type of image (e.g., palmprints, toe prints) included in an electronic submittal. The list of IMT
Description values to be used in an electronic latent submittal to identify the Type-7 or Type-13 record(s) present [is listed in the
look up codes below].

n/a

n/a IAFIS-DOC-01078-9.3 (Type-2)
Previous DDE Name n/a DoD EBTS 1.2 No

[Num Info Items 0 DoD EBTS 2.0 No

Num Chars 1t02 DoD EBTS 3.0 No
Char Types N

Special Chars None
Value Constraints IMT =1, 2, 3 or 4; integer
Legacy Derivable n/a

Deprecated By n/a

Sunset Reason n/a

IMAGE CODES:
1 = Fingerprint (event)
2 = Lower Joint
3 = Palmprint
4 = Toe Print
5 = Foot Print
6 = Supplemental Print
7 = Latent Friction Ridge
8 = Composite Fingerprint
9 = Photo Facial
10 = Photo Scar, Mark, & Tattoo
11 =Iris
12 = Fingerprints on Front of Palm Card
13 = Fingerprints on Back of Palm Card

-
o
o
=
(=

T
(2]
[=]
(<}
®
7]

Biometric Set Identifier
Field ID (Mnemonic) 2.2028C (BSI)
This numeric field will uniquely identify a fingerprint set, palmprint set, or a supplemental print set.
n/a
n/a IAFIS-DOC-01078-9.3 (Type-2)
Previous DDE Name n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
41024 DoD EBTS 3.0 No

o

Num Info Items

z

None
Value Constraints integer
n/a

n/a

n/a

=}
=
Q

Char Types
Special Chars
Legacy Derivable
Deprecated By
Look Up Codes

Friction Ridge Position Requested

[Field ID (Mnemonic)  PRIPEIGYA)
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Biometric Image Description

Friction Ridge Position Requested

The friction ridge number requested.
n/a

na N (AFis-DOC-01078-9.3 (Type-2)
Previous DDE Name n/a No
Num Info Items No
2102 No

Special Chars None

o

z

Char Types

Value Constraints fingerprint or palmprint position code
Legacy Derivable n/a
Deprecated By n/a
Sunset Reason n/a

FRICTION RIDGE POSITION CODE - FINGER POSITION:
0 = Unknown Finger
1 = Right Thumb
2 = Right Index Finger
3 = Right Middle Finger
4 = Right Ring Finger
5 = Right Little Finger
6 = Left Thumb
7 = Left Index Finger
8 = Left Middle Finger
9 = Left Ring Finger
10 = Left little finger
11 = Plain right thumb
12 = Plain left thumb
13 = Plain right four fingers
14 = Plain left four fingers
15 = Left & right thumbs
16 = Right extra digit
17 = Left extra digit
18 = Unknown friction ridge
19 = EJl or tip
FRICTION RIDGE POSITION CODE - PALM POSITION:
Look Up Codes 20 = Unknown Palm
21 = Right Full Palm
22 = Right Writer's Palm
23 = Left Full Palm
24 = Left Writer's Palm
25 = Right Lower Palm
26 = Right Upper Palm
27 = Left Lower Palm
28 = Left Upper Palm
29 = Right Other
30 = Left Other
31 = Right Interdigital
32 = Right Thenar
33 = Right Hypothenar
34 = Left Interdigital
35 = Left Thenar
36 = Left Hypothenar
37 = Right grasp
38 = Left grasp
81 = Right carpal delta area
82 = Left carpal delta area
83 = Right full palm, including writer's palm
84 = Left full palm, including writer's palm
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Biometric Image Description

Print Position Descriptors [Type-2, subfield to fields of Type Set]

CECIBN IS 2 2028E (PPD)

This PPD is a subfield to fields of Type Set. This subfield will be present if and only if the subfield Friction ridge
Generalized Position code (FGP) or the Friction ridge Number(s) Requested (FNR) code "19" appears in the Set
field. These PPD subfields have no subfields (unlike PPD 2.2030). This field shall consist of two mandatory
information items. The first is the Probable Decimal finger Position code (0-10) taken from the ANSI/NIST-ITL
Description specification. But for the finger position it must be a two character numeric; implying a leading zero for positions 0
thru 9. The second code information item is the Finger Image Code; it also is taken from the ANSI/NIST-ITL
specification to indicate the portion of the EJI or tip image. There may be up to

8 such images for a single finger, but NGI only expects the values of EJI or TIP for Increment 3. Examples of valid
values are: 01EJI or 10TIP.

Both the probable decimal friction ridge code and the image code are concatenated into 1 information item without
any separator.

Format QO

Previous DDE Name [0 DoD EBTS 1.2 No

s e © DoD EBTS 2.0 No

INumChars  EJOB DoD EBTS 3.0 No

CharTypes RN

None

Value Constraints Bl

Legacy Dervatie [0
n/
n/

IAFIS-DOC-01078-9.3 (Type-2)

Look Up Codes

a
a

Biometric Modality Available (Emerging)

Field ID (Mnemonic) TBD

List the biometric modalities available within a specific designated repository and the identifier assigned to it by the
repository if applicable.

Description

Part of a response from a submission or search.
Developed for Blue Force capability.

Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items 7 DoD EBTS 2.0 No
Numchars [ DoD EBTS 3.0 No

Char Types n/a

Special Chars n/a

Value Constraints n/a
Legacy Derivable n/a

Deprecated By n/a

SunsetReason [
Look Up Codes n/a
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Biometric Modality Available (Emerging)

Modality Type (Emerging)
i i TBD
The type of biometric modality indicated.

PALM = Palm Print

SMT = Scars, Marks and Tattoos
DNAPF = DNA Profile

ALL = All Available Modality Type

Field ID (Mnem
Developed for Blue Force capability.
n/a .
Pending approval.
Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 No
Numchars XY DoD EBTS 3.0 No
Char Types A
Special Chars None
Value Constraints n/a
Legacy Derivable n/a
Deprecated By n/a
a
MODALITY CODES:
FACE = Facial Features
VOICE = Voice
FINGER = Fingerprint
IRIS = Iris
Look Up Codes DNA = DNA

Modality Sub-Type (Emerging)
Field ID (Mnem TBD
Description A more specific type of the particular biometric modality being referenced.

For example, finger position code is the Modality Sub-Type of Fingerprint Image, the left or right position of the eye
is the Biometric Sub-Type of Iris Image, and subject pose code is the Biometric Sub-Type of a Facial Photo Image.

Developed for Blue Force capability.
Pending approval.

Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items DoD EBTS 2.0 No
Num Chars 1to5 DoD EBTS 3.0 No

=}
=
[V

o

>
pd

Char Types
Special Chars None
Value Constraints n/a
Legacy Derivable n/a

=)
=
QO

Deprecated By

=)
=
[V

Sunset Reason
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Biometric Modality Available (Emerging)
Modality Sub-Type (Emerging)

2-FINGER COMBINATIONS:
40 = Right index/middle
41 = Right Middle/Ring
42 = Right Ring/Little
43 = Left Index/Middle
44 = Left Middle/Ring
45 = Left Ring/Little
46 = Right index/ Left index
3-FINGER COMBINATIONS:
47 = Right Index/Middle/Ring
48 = Right Middle/Ring/Little
49 = Left Index/Middle/Ring
50 = Left Middle/Ring/Little
FINGER POSITION CODES:
0 = Unknown Finger
1 = Right Thumb
2 = Right Index Finger
3 = Right Middle Finger
4 = Right Ring Finger
5 = Right Little Finger
6 = Left Thumb
7 = Left Index Finger
8 = Left Middle Finger
9 = Left Ring Finger
10 = Left little finger
11 = Plain right thumb
12 = Plain left thumb
13 = Plain right four fingers
14 = Plain left four fingers
15 = Left & right thumbs
19 = EJl or tip
GENERAL SUB TYPES:
LEFT = Left
RIGHT = Right
ALL = All Available Sub Types
0 = Unknown
PALM CODES:
20 = Unknown Palm
21 = Right Full Palm
22 = Right Writer's Palm
23 = Left Full Palm
24 = Left Writer's Palm
25 = Right Lower Palm
26 = Right Upper Palm
27 = Left Lower Palm
28 = Left Upper Palm
29 = Right Other
30 = Left Other
31 = Right Interdigital
32 = Right Thenar
33 = Right Hypothenar
34 = Left Interdigital
35 = Left Thenar
36 = Left Hypothenar

Look Up Codes
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Biometric Modality Available (Emerging)

Name of Designated Repository (Emerging)
Field ID (Mnemonic) Lz

This field contains the numerical designation of the repository(ies) to be searched. Repository numbers are assigned
by the CJIS Division. Multiple entries in this field will indicate a desire to search more than one repository, including
Canada‘s RTID and authorized DHS records. Multiple entries will be separated by the <RS> separator.

Description

The NDR values of 4 & 5 will be retired in the next version. The NDR value of 4 for Major Case Records is being
subsumed into criminal (NDR=1) and civil (NDR=2). The NDR value of 5 for the Latent Image File Records will only
be accessible to the internal Latent Laboratory Examiners, therefore will not be valid for use in this standard.

This information item indicates the repository where the modality is located.

Developed for Blue Force capability.
Pending approval.
DoD EBTS 1.2 No

DoD EBTS 2.0 No
DoD EBTS 3.0 No

Previous DDE Name n/a
Num Info Items 0

Num Chars 1t03

Char Types N

Special Chars None

Valuo Constraints |18
Logacy Dorivabie (18

DESIGNATED REPOSITORY NAME CODES:
1 = FBI Criminal Master File Records
2 = FBI Civil Records
3 = FBI Unsolved Latent File
4 = FBI Major Case File Records
5 = FBI Latent Image File Records
6 = FBI Repository for Individuals of Special Concern (RISC)
7 = Canada Real Time Identification (RTID)
8 = DoD Automated Biometric Identification System (ABIS)
9 = DHS IDENT/US-VISIT
10 = International Terrorist File (ITF) Participants
11 = RISC Wants and Warrants (W&W)
12 = RISC Sexual Offender Registry (SOR)
13 = RISC Known and Suspected Terrorist (KST)
14 = RISC International Terrorist File (ITF)
15 = RISC Persons of Special Interest (Other)
16 — 19 = Reserved for FBI Future Use
20 - 50 = Reserved for Department of Defense
51 - 100 = Reserved for FBI Future Use
101-125 = FBI Special Population Cognizant Files
126-135 = Other Federal Organization Special Population Cognizant Files
136 - 199 = Reserved for FBI Future Use
200 - 399 = Reserved for State/Local System
400 - 999 = Reserved for FBI Future Use

Look Up Codes
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Type-2 User-Defined Descriptive Text Record

Biometric Modality Available (Emerging)
Modality Locati

on Originating Agency Identifier (Emerging)
i TBD

The Originating Agency Identifier of the location which has the biometric modality available for the identified
biometric subject.

n/a

Developed for Blue Force capability.
Pending approval.

n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
Num Chars 9to 9 DoD EBTS 3.0 No
Char Types

n/a
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None
n/a
n/a
n/a

n/a

n/a

Modality Retrieval Identifier Type (Emerging)
TBD

The type of identifier used to retrieve the biometric modality (e.g. TCN, FNU, DOD, SSN, ISN, GUID, etc.) Itis up to
the Application Profile to determine what the appropriate identifier type(s) should be.

n/a
Developed for Blue Force capability.
n/a .
Pending approval.
Modality Retrieval Identifier Type DoD EBTS 1.2 No
0 DoD EBTS 2.0 No
11050 DoD EBTS 3.0 No

>

None
n/a
n/a

=]
=
Q

n/a

MODALITY RETRIEVAL IDENTIFIER CODES:
TCN = Transaction Control Number
DOD = DoD Number
SSN = Social Security Number
ISN = Internment Serial Number
GUID = BAT GUID
FBI = FBI Number
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Type-2 User-Defined Descriptive Text Record

Biometric Modality Available (Emerging)

Modality Retrieval Identifier (Emerging)
i TBD
The identifier used to retrieve the biometric modality.

n/a
Developed for Blue Force capability.
n/a .
Pending approval.
Modality Retrieval Identifier Value DoD EBTS 1.2 No
0 DoD EBTS 2.0 No
11to 50 DoD EBTS 3.0 No

[

Any
n/a

rlologri<|lo[o[z[z|T o
g5 8828 553 e
xﬁ%g%oﬁBBs o2
e o d0|5|Q ==
S8 35925 535 !
A =00 0T |0 |® [~ NP
o2 ® a3 Qe |5 Z|g o=
o 2|25 |@|g |0 |0 |F 5|5
20 p == 8 =)
2 2 23| |4 3 m
RNt " E
(]
3
(1]

n/a
n/a

=}
=
Q

n/a

TBD

The optional Comment field appears in many record types and may be used to insert free text information. It is not
reserved exclusively for log-related information but has historically often been used for this purpose. It is limited to a
maximum of 126 characters. This maximum size was established in order to maintain consistency across encodings.
The maximum size differed in the 2007 and 2008 versions of the standard.

n/a
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e ZE
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gl’ﬂ
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=N O
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Developed for Blue Force capability.
Pending approval.

n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
1to 126 DoD EBTS 3.0 No

=]
=
Q

o

[

Any
n/a
n/a
n/a
n/a
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n/a

Biometric Modality Request (Emerging)

BIMA-STB-STD-11-001.2 72 December 8, 2011

UNCLASSIFIED



AGENCY

'% BIM Eﬁﬁﬁﬁﬁ; Integrated Data Dictionary V5.0

Type-2 User-Defined Descriptive Text Record

Biometric Modality Request (Emerging)

TBD
Description Specify the biometric modality being requested.
n/a

Developed for Blue Force capability.
Pending approval.

Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items 7 DoD EBTS 2.0 No
Num Chars n/a DoD EBTS 3.0 No
Char Types n/a

n/a

Special Chars n/a
Value Constraints n/a
Legacy Derivable n/a
Deprecated By n/a
Sunset Reason n/a

Look Up Codes n/a

Modality Type (Emerging)
Field ID (Mnemonic) TBD
The type of biometric modality indicated.

n/a
Developed for Blue Force capability.
n/a .
Pending approval.
Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 No
3to6 DoD EBTS 3.0 No
A
Special Chars None
Value Constraints n/a
Legacy Derivable n/a
Deprecated By n/a
Sunset Reason n/a
MODALITY CODES:
FACE = Facial Features
VOICE = Voice
FINGER = Fingerprint
IRIS = Iris
DNA = DNA

PALM = Palm Print

SMT = Scars, Marks and Tattoos
DNAPF = DNA Profile

ALL = All Available Modality Type

Modality Sub-Type (Emerging)
Field ID (Mnemonic) TBD
A more specific type of the particular biometric modality being referenced.

For example, finger position code is the Modality Sub-Type of Fingerprint Image, the left or right position of the eye
is the Biometric Sub-Type of Iris Image, and subject pose code is the Biometric Sub-Type of a Facial Photo Image.
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Type-2 User-Defined Descriptive Text Record

Biometric Modality Request (Emerging)
Developed for Blue Force capability.
Pending approval.

Modality Sub-Type (Emerging)

DoD EBTS 1.2 No
DoD EBTS 2.0 No
DoD EBTS 3.0 No

n/a

Previous DDE Name n/a
Num Info Items 0

1to5
AN
Special Chars None

Char Types
Value Constraints n/a

Legacy Derivable n/a

Deprecated By n/a
Sunset Reason n/a
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Biometric Modality Request (Emerging)
Modality Sub-Type (Emerging)

2-FINGER COMBINATIONS:
40 = Right index/middle
41 = Right Middle/Ring
42 = Right Ring/Little
43 = Left Index/Middle
44 = Left Middle/Ring
45 = Left Ring/Little
46 = Right index/ Left index
3-FINGER COMBINATIONS:
47 = Right Index/Middle/Ring
48 = Right Middle/Ring/Little
49 = Left Index/Middle/Ring
50 = Left Middle/Ring/Little
FINGER POSITION CODES:
0 = Unknown Finger
1 = Right Thumb
2 = Right Index Finger
3 = Right Middle Finger
4 = Right Ring Finger
5 = Right Little Finger
6 = Left Thumb
7 = Left Index Finger
8 = Left Middle Finger
9 = Left Ring Finger
10 = Left little finger
11 = Plain right thumb
12 = Plain left thumb
13 = Plain right four fingers
14 = Plain left four fingers
15 = Left & right thumbs
19 = EJl or tip
GENERAL SUB TYPES:
LEFT = Left
RIGHT = Right
ALL = All Available Sub Types
0 = Unknown
PALM CODES:
20 = Unknown Palm
21 = Right Full Palm
22 = Right Writer's Palm
23 = Left Full Palm
24 = Left Writer's Palm
25 = Right Lower Palm
26 = Right Upper Palm
27 = Left Lower Palm
28 = Left Upper Palm
29 = Right Other
30 = Left Other
31 = Right Interdigital
32 = Right Thenar
33 = Right Hypothenar
34 = Left Interdigital
35 = Left Thenar
36 = Left Hypothenar

Look Up Codes
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Biometric Modality Request (Emerging)
Name of Designated Repository (Emerging)

[Field ID (Mnemonic)  RIE

This field contains the numerical designation of the repository(ies) to be searched. Repository numbers are assigned
by the CJIS Division. Multiple entries in this field will indicate a desire to search more than one repository, including
Canada‘s RTID and authorized DHS records. Multiple entries will be separated by the <RS> separator.

Description

The NDR values of 4 & 5 will be retired in the next version. The NDR value of 4 for Major Case Records is being
subsumed into criminal (NDR=1) and civil (NDR=2). The NDR value of 5 for the Latent Image File Records will only
be accessible to the internal Latent Laboratory Examiners, therefore will not be valid for use in this standard.

‘m This information item indicates the repository where the request for the modality should be submitted to.

‘m n/a m Deve!oped for Blue Force capability.
Pending approval.

Provious DDE Name  [J2 booeetstz [

NumcChars KR DopEBTS30 [

N

None

Value Constraints [l

Logacy Derivanie iR

2

DESIGNATED REPOSITORY NAME CODES:
Look Up Codes

1 = FBI Criminal Master File Records
BIMA-STB-STD-11-001.2 76 December 8, 2011

2 = FBI Civil Records

3 = FBI Unsolved Latent File

4 = FBI Major Case File Records

5 = FBI Latent Image File Records

6 = FBI Repository for Individuals of Special Concern (RISC)
7 = Canada Real Time Identification (RTID)

8 = DoD Automated Biometric Identification System (ABIS)
9 = DHS IDENT/US-VISIT

10 = International Terrorist File (ITF) Participants

11 = RISC Wants and Warrants (W&W)

12 = RISC Sexual Offender Registry (SOR)

13 = RISC Known and Suspected Terrorist (KST)

14 = RISC International Terrorist File (ITF)

15 = RISC Persons of Special Interest (Other)

16 — 19 = Reserved for FBI Future Use

20 - 50 = Reserved for Department of Defense

51 - 100 = Reserved for FBI Future Use

101-125 = FBI Special Population Cognizant Files
126-135 = Other Federal Organization Special Population Cognizant Files
136 - 199 = Reserved for FBI Future Use

200 - 399 = Reserved for State/Local System

400 - 999 = Reserved for FBI Future Use
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Type-2 User-Defined Descriptive Text Record

Biometric Modality Request (Emerging)
Modality Locati

on Originating Agency Identifier (Emerging)
i TBD

The Originating Agency Identifier of the location which has the biometric modality available for the identified
biometric subject.

n/a

Developed for Blue Force capability.
Pending approval.

n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
Num Chars 9to 9 DoD EBTS 3.0 No
Char Types

n/a
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None
n/a
n/a
n/a

n/a

n/a

Modality Retrieval Identifier Type (Emerging)
TBD

The type of identifier used to retrieve the biometric modality (e.g. TCN, FNU, DOD, SSN, ISN, GUID, etc.) Itis up to
the Application Profile to determine what the appropriate identifier type(s) should be.

n/a
Developed for Blue Force capability.
n/a .
Pending approval.
Modality Retrieval Identifier Type DoD EBTS 1.2 No
0 DoD EBTS 2.0 No
11050 DoD EBTS 3.0 No

>

None
n/a
n/a

=]
=
Q

n/a

MODALITY RETRIEVAL IDENTIFIER CODES:
TCN = Transaction Control Number
DOD = DoD Number
SSN = Social Security Number
ISN = Internment Serial Number
GUID = BAT GUID
FBI = FBI Number
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Type-2 User-Defined Descriptive Text Record

Biometric Modality Request (Emerging)

Modality Retrieval Identifier (Emerging)
i TBD
Description The identifier used to retrieve the biometric modality.
n/a

Developed for Blue Force capability.
Pending approval.

Previous DDE Name Modality Retrieval Identifier Value DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 No
Num Chars 11to 50 DoD EBTS 3.0 No
Char Types U

n/a

Special Chars Any
Value Constraints n/a
Legacy Derivable n/a
Deprecated By n/a
2

Look Up Codes n/a

Requested Image Quantity (Emerging)

Field ID (Mnemonic) TBD

Description The maximum number of images the requester desires to receive.

/a
Developed for Blue Force capability.

Remarks [
n/a .
Pending approval.
0

Previous DDE Name Number of Images Requested DoD EBTS 1.2 No

DoD EBTS 2.0 No
INumChars  [JoP2 DoD EBTS 3.0 No
N

None

na

e

n/a

Look Up Codes n/a

Biometric Set Identifier
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Type-2 User-Defined Descriptive Text Record

Biometric Set Identifier

Field ID (Mnemonic) 2.2029 (BSI)

Description This numeric field will uniquely identify a fingerprint set, palmprint set, or a supplemental print set.

> 3
= =
Q0 Q

IAFIS-DOC-01078-9.3 (Type-2)
Previous DDE Name n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
41024 DoD EBTS 3.0 No

o

Num Info Items

pd

Special Chars None
Value Constraints integer
Legacy Derivable n/a

0|2
S| c
3 [ =
== 0
=1H
& a

>
=
Q

Deprecated By

SunsetReason L
Look Up Codes n/a

Biometric Subject Alternate Name

IField ID (Mnemonic)  PXUACUENELIS

An alternate name used by the biometric subject.
Can also be used to capture the subject's full maiden name.

n/a BSWG
Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items DoD EBTS 2.0 No
Num Chars n/a DoD EBTS 3.0 Yes

©

Char Types n/a
Special Chars n/a

Value Constraints n/a

Legacy Derivable n/a
Deprecated By n/a
SunsetReason O

Look Up Codes n/a
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Biometric Subject Alternate Name

Person Alternate Name Category Code

Field ID (Mnemonic) 2.8026_1 (NAMCATCD)
‘ Defines the type of name such as maiden name, nickname, alias.

n/a

Remarks |

Format  f BSWG
Name Value Type DoD EBTS 1.2 No
INum Infoitems  [§ DoD EBTS 2.0 No
INumcChars IO DoD EBTS 3.0 Yes

Char Types A

Special Chars None
Value Constraints n/a
Legacy Derivable n/a

>
=
Q

Deprecated By

=)
=
QO

Sunset Reason

ALTERNATE NAME CATEGORY CODES:
AKA = Alias
MAID = Maiden
NICK = Nickname

Look Up Codes

Name - One

Field ID (Mnemonic)  PXZIIPAGTYE)

The last name, surname or the family name of the person.
Description
Enter "UNKNOWN" if this information item is required and not available at the time of collection.

Can be mapped to the Arabic Nasab name, a patronymic or series of patronymics.

n/a BSWG
Previous DDE Name n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
Num Chars 1to 50 DoD EBTS 3.0 Yes
Char Types

o

Num Info Items

[

Special Chars Any
Value Constraints None
Legacy Derivable n/a
Deprecated By n/a
Sunset Reason n/a

Look Up Codes n/a
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Biometric Subject Alternate Name

Name - Two
Field ID (Mnemonic) 2.8026_3 (NAM2)
The personal name of a person. It is typically the first name in western culture.

Enter "UNKNOWN?" if this information item is required and not available at the time of collection.

Can be mapped to the Arabic Ism name, the main name of an Arab person; his or her personal name (e.g. "Kareem"
or "Fatimah").

BSWG
Previous DDE Name n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
1to 50 DoD EBTS 3.0 Yes

=}
=
Q

o

Num Info Items

2 (w ]
£ g
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o E
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@ S
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=2
Y
=
-
<
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@
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Special Chars Any
Value Constraints None
Legacy Derivable n/a

> 3
= =
[V
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=
[V

» O
c |0
2 S

@
28
x”
o @
%Q.

o)
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Look Up Codes

Name - Three
Field ID (Mnemonic) 2.8026_4 (NAM3)
The middle name of a person. It is placed between the first given name and the surname.

Enter "UNKNOWN" if this information item is required and not available at the time of collection.

Can be mapped to the Arabic Kunya name, the person's first-born son is used as a substitute for the ism.
n/a BSWG

Previous DDE Name n/a DoD EBTS 1.2 No

DoD EBTS 2.0 No

11050 DoD EBTS 3.0 Yes

o

Num Info Items

[

Special Chars Any
Value Constraints None
Legacy Derivable n/a
Deprecated By n/a
Sunset Reason n/a

02 o
I g
-!3 (2]
-0 =
< |z T
B (2 5
o |0 =

Look Up Codes n/a
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Biometric Subject Alternate Name

Name - Four
Field ID (Mnemonic) 2.8026_5 (NAM4)

A name of a person to represent a the fourth name for a culture using four or five names (e.g., a tribal or village

- name.) It will be given the ranking of fourth importance of naming in the culture from which the person is associated.
Description

Enter "UNKNOWN" if this information item is required and not available at the time of collection.

Can be mapped to the Arabic Nisbah name, describes a person's occupation, geographic home area, or descent
(tribe, family, etc.).

n/a BSWG
Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 No
Num Chars 1to 50 DoD EBTS 3.0 Yes
Char Types U

Special Chars PO
Value Constraints  [R48
Legacy Derivable n/a
Deprecated By n/a
Sunset Reason n/a

Look Up Codes n/a

Name - Five
Field ID (Mnemonic) 2.8026_6 (NAM5)

A name of a person to represent a the fifth name for a culture using four or five names (e.g., a tribal or village name.)
It will be given the ranking of fifth importance of naming in the culture from which the person is associated.

Description

Enter "UNKNOWN" if this information item is required and not available at the time of collection.

Can be mapped to the Arabic Lagab name, intended as a description of the person. Also can be used for the
honorific title.

n/a BSWG
Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 No
11050 DoD EBTS 3.0 Yes

U

Special Chars Any

Value Constraints None
Legacy Derivable n/a
Deprecated By n/a
Sunset Reason n/a

Look Up Codes n/a
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Biometric Subject Alternate Name

Name Validity
Field ID (Mnemonic) 2.8026_7 (NAME_VLD)
This field defines the validity of the individual's name.

=}
=
[V

BSWG
Previous DDE Name n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
3t03 DoD EBTS 3.0 Yes

=}
=
Q

o

Num Info Items

>

Special Chars None
Value Constraints n/a
Legacy Derivable n/a

>
=
Q

Deprecated By

=)
=
QO

NAME VALIDITY CODES:
DOC = Documented
SRT = Self Reported
ORT = Other Reported
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o =
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o ) n |0 E]
o (7]
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Transliteration Code
Field ID (Mnemonic) 2.8026_8 (TRANSLIT_CD)
An encoding to transcribe from one alphabet to another.

=]
=
Q

n/a BSWG
Previous DDE Name n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
4t06 DoD EBTS 3.0 Yes

o

Num Info Items

>

Special Chars None
Value Constraints n/a
Legacy Derivable n/a
n/a
n/a

TRANSLITERATION CODES:
Arabic = Arabic

Hindi = Hindi

Urdu = Urdu

NONE = No Transliteration Applied
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Biometric Subject Alternate Name

Comment

Field ID (Mnemonic) 2.8026_9 (COM)

The optional Comment field appears in many record types and may be used to insert free text information. It is not
reserved exclusively for log-related information but has historically often been used for this purpose. It is limited to a
maximum of 126 characters. This maximum size was established in order to maintain consistency across encodings.
The maximum size differed in the 2007 and 2008 versions of the standard.

Description

BSWG

n/a DoD EBTS 1.2 No
INum Infoitems  [§ DoD EBTS 2.0 No
INumChars  EECRPD DoD EBTS 3.0 Yes
CharTypes  [U

/2

/2

n/a

Look Up Codes n/a

Biometric Subject Associated Document (Sunset)

Field ID (Mnemonic) n/a

A paper or electronic document that is associated with the biometric subject. This document is not used for
identification purpose.

Description

n/a

fomat | aswo

na DoD EBTS 1.2 No
NumInfoltems K DoD EBTS 2.0 No
n/a DoD EBTS 3.0 No
n/a
Specialchars Bl
n/a

<Associated documentation should be sent via Type-21 Associated Context Record>

Look Up Codes n/a
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Associated Document (Sunset)

Document Title (Sunset)
n/a

A name given to a document.

n/a

BSWG
n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
1to 255 DoD EBTS 3.0 No
ANS

Any

=}
=
Q

o

Num Info Items

n/a
n/a
n/a
<Associated documentation should be sent via Type-21 Associated Context Record>

n/a
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o 3T Q| g |2 |2 |3 p ]
*| o 3|8 6|27 o Q|2
g o Q=
%”g‘<0&€'9 c S
0828832352 0C s2
o »aSals @ = S |35
2 |9 p < |55 =
o (9 <|n | | m
o |3 g |5 =
o7 o
(7]
3
o

Document Identifier (Sunset)
n/a

The unique identifier for each document.

n/a

BSWG
DoD EBTS 1.2 No
DoD EBTS 2.0 No
11050 DoD EBTS 3.0 No
ANS

Any

=]
=
Q

n/a

o

n/a
n/a
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Biometric Subject Associated Document (Sunset)

Document Description (Sunset)
i i n/a

Cloori</lolo/z|/z|v om
g sl 828 5|53 e
xa%g%oﬁgas. o2
o a|/H4lols|0 3| =
s2geogozBras
Al OO 0T |D|O N [~ NP
0O ®|6 3|52 |20 o=
o |82 52 |p|e v F g 3|35
Q@ < (S |= ©
m0<mmm 3 |m 3
|2 c |5 o=
o7 )
(7]
3
©

A description of the content of a document.
n/a

=}
=
Q

BSWG
n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
1to0 255 DoD EBTS 3.0 No
ANS

Any

o

n/a
n/a
n/a
<Associated documentation should be sent via Type-21 Associated Context Record.>

n/a

Biometric Subject Associated Individual

Field ID (Mnemonic) 2.8038 (IASSOC)

This set of fields identifies the names, gender, roles, address information and contact information of an individual
who is associated with the biometric subject.

This field was previously 2.8017 IASSOC in DoD EBTS 2.0.To achieve better harmonization with other agencies as
well to improve alignment to the NIEM XML, the previous normalized field has been restructured and a new Field ID
2.8038 has been assigned in DoD EBTS 3.0. This field continues to support the associated individual gender, role,
name, address and contact phone. The associated individual birth date, occupation and comment have been added
to the set.

Description

BSWG
DoD EBTS 1.2 No
DoD EBTS 2.0 Yes

DoD EBTS 3.0 Yes
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Biometric Subject Associated Individual

Associated Individual Gender
Field ID (Mnemonic) 2.8038_1 (IASSOC_SEX)

This field is used to report the gender of the associated individual. The entry is a single character selected from the

LR [look up codes below].

n/a DoD EBTS 1.2
0 DoD EBTS 2.0
1to1 DoD EBTS 3.0

Value Constraints see Look Up Codes

Legacy Derivable n/a
Deprecated By n/a
Sunset Reason n/a

GENDER CODES:
F = Gender reported as Female
G = Occupation or charge indicated Male Impersonator
M = Gender reported as Male
N = Occupation or charge indicated Female Impersonator or Transvestite
Y = Male name, No Gender given
Z = Female name, No Gender Given
X = Unknown Gender

Associated Individual Role

2.8038_2 (IASSOC_ROLE)

The role of an individual who is affiliated with the biometric subject.
n/a
n/a
n/a DoD EBTS 1.2
0 DoD EBTS 2.0
1to1 DoD EBTS 3.0

ASSOCIATED INDIVIDUAL ROLE CODES:
0 = Undetermined
1 = Parent
2 = Maternal Grandparent
3 = Paternal Grandparent
4 = Spouse
5 = Child
6 = Sibling
7 = Associate
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Biometric Subject Associated Individual

Name - One
Field ID (Mnemonic) 2.8038_3 (NAM1)
The last name, surname or the family name of the person.

Description
Enter "UNKNOWN?" if this information item is required and not available at the time of collection.

Can be mapped to the Arabic Nasab name, a patronymic or series of patronymics.

BSWG

Value Constraints None
Legacy Derivable n/a

Deprecated By n/a

Sunset Reason n/a

Look Up Codes n/a

Name - Two
Field ID (Mnemonic) 2.8038_4 (NAM2)
The personal name of a person. It is typically the first name in western culture.

Description
Enter "UNKNOWN" if this information item is required and not available at the time of collection.

Can be mapped to the Arabic Ism name, the main name of an Arab person; his or her personal name (e.g. "Kareem"
or "Fatimah").

n/a BSWG
Previous DDE Name n/a DoD EBTS 1.2 No

0 DoD EBTS 2.0 No
Num Chars 1to 50 DoD EBTS 3.0 Yes
Char Types U

Special Chars Any
None
n/a
n/a
n/a

n/a
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Biometric Subject Associated Individual

Name - Three
Field ID (Mnemonic) 2.8038_5 (NAM3)
The middle name of a person. It is placed between the first given name and the surname.

Description
Enter "UNKNOWN?" if this information item is required and not available at the time of collection.

Can be mapped to the Arabic Kunya name, the person's first-born son is used as a substitute for the ism.
n/a BSWG
Previous DDE Name n/a DoD EBTS 1.2 No

[Num Info Items 0 DoD EBTS 2.0 No

110 50 DoD EBTS 3.0 Yes

Special Chars Any

0|2
=2 =
a=
-0
=i
& @
c

Value Constraints None
Legacy Derivable n/a

Deprecated By n/a

=}
=
[V

Sunset Reason
Look Up Codes

=]
=
Q

Name - Four
Field ID (Mnemonic) 2.8038_6 (NAM4)

A name of a person to represent a the fourth name for a culture using four or five names (e.g., a tribal or village
name.) It will be given the ranking of fourth importance of naming in the culture from which the person is associated.

Enter "UNKNOWN" if this information item is required and not available at the time of collection.

Can be mapped to the Arabic Nisbah name, describes a person's occupation, geographic home area, or descent
(tribe, family, etc.).

n/a BSWG

Previous DDE Name n/a DoD EBTS 1.2 No

DoD EBTS 2.0 No

1to 50 DoD EBTS 3.0 Yes

o

Num Info Items

cC

Special Chars Any
Value Constraints None
Legacy Derivable n/a
Deprecated By n/a
Sunset Reason n/a

Look Up Codes n/a

Description
Char Types
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Biometric Subject Associated Individual

Name - Five

Field ID (Mnemonic) 2.8038_7 (NAMS5)

A name of a person to represent a the fifth name for a culture using four or five names (e.g., a tribal or village name.)
It will be given the ranking of fifth importance of naming in the culture from which the person is associated.

Description

Enter "UNKNOWN" if this information item is required and not available at the time of collection.

MCan be mapped to the Arabic Lagab name, intended as a description of the person.
Format |8 BSWG
n/a DoD EBTS 1.2 No
INum Infoitems  [§ DoD EBTS 2.0 No
INumcChars KRS0 DoD EBTS 3.0 Yes
CharTypes [0

n/a

n/a

n/a

Look Up Codes n/a

Address Line 1

Field ID (Mnemonic) 2.8038_8 (ADD1)
The street, including both number and name.

et B asic

na DoD EBTS 1.2 No

INum Infoltems i DoD EBTS 2.0 No

INumChars RO DoD EBTS 3.0 Yes

y

Special Chars T

None

/2

n/a
n/

Look Up Codes a
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Biometric Subject Associated Individual

Address Line 2

Field ID (Mnemonic) 2.8038_9 (ADD2)
Additional information about the street (e.g. apt #).

n/a

Fomat RH
DoD EBTS 1.2 No
DoD EBTS 2.0 No
INumcChars KRS0 DoD EBTS 3.0 Yes
u

n/
n/

BSWG

a
0
:

Look Up Codes n/a

City

Field ID (Mnemonic)  PEECIRON(CING)

Description Name of the city.

BSWG

Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 No

INumChars RO DoD EBTS 3.0 Yes

CharTypes [0

Look Up Codes n/a
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Biometric Subject Associated Individual

State / Province

Field ID (Mnemonic) 2.8038_11 (STATE)

n/a

um nfottoms
CharTypes [

Look Up Codes n/a

Country Code

SERIBN LIS 2 8038_12 (CTRY)

Remarks  H

Fomat Rl
Previous DDE Name Bl

Num info ttems 3

LT —
Special Chars  [TA%

ISO 3166-1 alpha3 codes
Legacy Derivable Bl

Deprecatedy [l

BIMA-STB-STD-11-001.2

The ISO 3166-1 alpha3 country code.

The state, province or subdivision of a location.

BSWG
DoD EBTS 1.2 No
DoD EBTS 2.0 No
DoD EBTS 3.0 Yes

BSWG
DoD EBTS 1.2 No
DoD EBTS 2.0 No
DoD EBTS 3.0 Yes

Look Up Codes ISO-3166-1 ALPHA3 CODES:
i 1ISO-3166-1 Alpha3 Country Codes = (http://metadata.ces.mil/mdr/ns/GPAS/codelist/iso3166-1/trigraph)
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Biometric Subject Associated Individual

Postal Code

Field ID (Mnemonic) 2.8038_13 (POSTAL)

AIphanumeric code assigned to groups of addresses by various national postal systems throughout the world.
n/a

Format [
Previous DDE Name a DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 No
INumcChars KRS0 DoD EBTS 3.0 Yes
Char Types ANS
a

BSWG

n/
Value Constraints |8
Legacy Derivable U
DeprecatedBy [
SunsetReason O

Look Up Codes n/a

Village
2.8038_14 (VLG)

Small population unit, typically rural, held together by common economic and political ties.
Remarks N

Format |8 BSWG
na DoD EBTS 1.2 No
INum Infoltems i DoD EBTS 2.0 No

INumChars RO DoD EBTS 3.0 Yes

CharTypes [0

Look Up Codes n/a
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Biometric Subject Associated Individual

Phone Number

Field ID (Mnemonic) 2.8038_15 (PHNUM)

The full telephone number including international country code and area code. Space and hypen are allowed.
n/a

Format [
Previous DDE Name a DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 No
INumcChars KRS0 DoD EBTS 3.0 Yes
Char Types ANS

a

BSWG

n/
Value Constraints |8
Legacy Derivable U
DeprecatedBy [
SunsetReason O

Look Up Codes n/a

Birth Date

2.8038_16 (DOB)

The 8 digit calendar date for the person's birth date.

Remarks [

LS vy YYMMDD BSWG
DateTime Value DoD EBTS 1.2 No
INum Infoltems i DoD EBTS 2.0 No
INumcChars FIOB DoD EBTS 3.0 Yes
N

None

8 digit date

n/a

na

Look Up Codes n/a
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Biometric Subject Associated Individual

Occupation

Field ID (Mnemonic) 2.8038_17 (OCP)

This free-text field contains the person‘s occupation. The OCP returned in a response is the same as the one
submitted.

Description

Remarks R
Format R BSWG
Previous DDE Name Biometric Subject Occupation DoD EBTS 1.2 No
Num Info Items DoD EBTS 2.0 No
Num Chars 11to 50 DoD EBTS 3.0 Yes
Char Types

[

o

Special Chars Any

Value Constraints None

Legacy Derivable n/a
Deprecated By n/a

Sunset Reason n/a

Look Up Codes n/a

Comment

Field ID (Mnemonic) 2.8038_18 (COM)
The optional Comment field appears in many record types and may be used to insert free text information. It is not
reserved exclusively for log-related information but has historically often been used for this purpose. It is limited to a

maximum of 126 characters. This maximum size was established in order to maintain consistency across encodings.
The maximum size differed in the 2007 and 2008 versions of the standard.

n/a

n/a BSWG
Previous DDE Name n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
110 126 DoD EBTS 3.0 Yes

o

Num Info Items

C

Special Chars Any
Value Constraints None
Legacy Derivable n/a

=]
=
Q

Sunset Reason n/a

Iy lw] O 2 [w)
o ® S| € o
o he] Q|3 [
= |28 3 2 g
S % g9 g
o =L S | D =
(1] o = ]
= 3 ?|a S
o o)
o
2 <

n/a

Biometric Subject Birth Date
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Biometric Subject Birth Date

Field ID (Mnemonic) 2.8003 (SUBJ_BIRTHDATE)
Description The biometric subject's complete date of birth.
n/a

=}
=
Q

n/a DoD EBTS 1.2

DoD EBTS 2.0
n/a DoD EBTS 3.0

n/a

3

n/a
n/a
n/a
n/a
n/a

n/a

S
e
Romaria |
Fomat |
ook upcoder |

Birth Date
Field ID (Mnemonic) 2.8003_1 (DOB)
The 8 digit calendar date for the person's birth date.

Pad any portion of the date with zero's when unknown or not used. For example, 00000000 when the field is
mandatory, but the date is unknown. 20100000 when the year is known but month and day are unknown or not
used.

YYYYMMDD BSWG
DateTime Value DoD EBTS 1.2 No
DoD EBTS 2.0 Yes
8to8 DoD EBTS 3.0 Yes

o

z

None

8 digit date
n/a

n/a

n/a

oD </nw oz Z v [w)
o:mmm'cz-::a (1]
o |30 Qg @ | |3 |3 7]
* 2388 (2|2 s g
%”3‘<0°—’E‘93: S
A+ 00 OT | |0 |© =
00 |® | (3 50 |3 | =0 o
oNQ—:_U’mmma‘ =]
S |9 p|< (T (5 =
m0,<mg.w 3 |m
R EE B
7]
3
)

n/a
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Biometric Subject Birth Date

Date Validity
Field ID (Mnemonic) 2.8003_2 (DATEVLD)

I This field defines the validity of the date.

When any part of the date value is padded with zero's, the date validity shall be set to 'EST' for estimated.
BSWG

Previous DDE Name DateTime Validity DoD EBTS 1.2 No
DoD EBTS 2.0 Yes
Num Chars 3to3 DoD EBTS 3.0 Yes

Char Types A

Special Chars None

|

=}
=
Q

Num Info Items

o

Value Constraints see Look Up Codes
Legacy Derivable n/a

>
=
Q

Deprecated By

=)
=
QO

Sunset Reason

DATE VALIDITY CODES:
DOC = Documented
EST = Estimated

SRT = Self Reported

Look Up Codes

Calendar Type
Field ID (Mnemonic) 2.8003_3 (CALTYP)
The type of calendar the date is being specified in (e.g. Gregorian and Islamic).

=]
=
Q

n/a
Previous DDE Name n/a DoD EBTS 1.2
Num Info Items

o

DoD EBTS 2.0

1to1 DoD EBTS 3.0

>

Special Chars None

Value Constraints see Look Up Codes
Legacy Derivable n/a

Deprecated By n/a

Sunset Reason n/a

CALENDAR TYPE CODES:
G = Gregorian

Look Up Codes | = Islamic

C =Chinese
H = Hebrew

0|2 o
HE g
ﬂa 0
-0 =
< |z il
32 5
n |0 =1

Biometric Subject Birth Location
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Biometric Subject Birth Location

Field ID (Mnemonic) 2.8033 (SUBJ_POB)
‘ Information identifying where the biometric subject was born.

This field was previously 2.8004 POB in DoD EBTS 2.0.To achieve better harmonization with other agencies as well
to improve alignment to the NIEM XML, the previously normalized field has been renamed and restructured. A new
Field with ID 2.8033 has been assigned in DoD EBTS 3.0. For all location type field, city, state/province, the ISO
3166-1 Alpha3 country code, village and comment are supported.

Format R BSWG
Biometric Subject Birth Place DoD EBTS 1.2 No
I T DoD EBTS 2.0 Yes
nla DoD EBTS 3.0 Yes
CharTypes  RlE
n/a
n/a

n/a

Look Up Codes n/a

City
Field ID (Mnemonic) 2.8033_1 (CITY)

et B asic
na DoD EBTS 1.2 No
INum Infoltems i DoD EBTS 2.0 No
INumChars RO DoD EBTS 3.0 Yes

y

Special Chars T
None
/2
n/a

a

Sunset Reason [
Look Up Codes n/a

BIMA-STB-STD-11-001.2 98 December 8, 2011

UNCLASSIFIED



L T ——— S ————
' !5 ; BIOMETRICS
A IOEMTITY
BAANAGEMENT
;g AGENCY

Integrated Data Dictionary V5.0
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Biometric Subject Birth Location

State / Province

Field ID (Mnemonic) 2.8033_2 (STATE)

n/a

um nfottoms
CharTypes [

Look Up Codes n/a

Country Code

Field ID (Mnemonic) 2.8033_3 (CTRY)

Remarks  H

Fomat Rl
Previous DDE Name Bl

Num info ttems 3

LT —
Special Chars  [TA%

ISO 3166-1 alpha3 codes
Legacy Derivable Bl

Deprecatedy [l

BIMA-STB-STD-11-001.2

The ISO 3166-1 alpha3 country code.

The state, province or subdivision of a location.

BSWG
DoD EBTS 1.2 No
DoD EBTS 2.0 No
DoD EBTS 3.0 Yes

BSWG
DoD EBTS 1.2 No
DoD EBTS 2.0 No
DoD EBTS 3.0 Yes

Look Up Codes ISO-3166-1 ALPHA3 CODES:
i 1ISO-3166-1 Alpha3 Country Codes = (http://metadata.ces.mil/mdr/ns/GPAS/codelist/iso3166-1/trigraph)
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Biometric Subject Birth Location

Village

Field ID (Mnemonic) 2.8033_4 (VLG)

‘ Small population unit, typically rural, held together by common economic and political ties.
n/a

Format  H BSWG
n/a DoD EBTS 1.2 No
INum Infoitems  [§ DoD EBTS 2.0 No
INumcChars KRS0 DoD EBTS 3.0 Yes
CharTypes  [U

/2

/2

n/a

Look Up Codes n/a

Comment

Field ID (Mnemonic) 2.8033_5 (COM)

The optional Comment field appears in many record types and may be used to insert free text information. It is not
reserved exclusively for log-related information but has historically often been used for this purpose. It is limited to a
maximum of 126 characters. This maximum size was established in order to maintain consistency across encodings.
The maximum size differed in the 2007 and 2008 versions of the standard.

Description

n/a DoD EBTS 1.2
INum Infoltems i DoD EBTS 2.0
INumChars  FIURPH DoD EBTS 3.0
y
Special Chars TR
/2
/2
n/a
n/a

Look Up Codes

Biometric Subject Blood Type
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Biometric Subject Blood Type

Field ID (Mnemonic)

Num Info Items
Num Chars

Special Chars
Value Constraints

(2] =]
=2 (]
Y (7]
= [2]
- =5
3 2
[+ o
(7] =1

Legacy Derivable
Deprecated By

(72}
c
=
(7]
(]
-
A
(]
D
(7
o
=}

Look Up Codes

Blood Type Code
Field ID (Mnemonic)

Previous DDE Name
Num Info Items

Special Chars
Value Constraints
Legacy Derivable

g [7 3 =] 02 w)
o c @ | c ®
<] S5 |© |3 73
z 23 18 g
S 28 S 3 =
=8 =4
o |® D (= o
9 go. »n |» S
& °o @
n =

BIMA-STB-STD-11-001.2

2.8013 (SUBJ_BLOOD)
The blood type of the biometric subject. It consists of Blood Type Value and Blood Type Validity.

> 3
= =
Q0 Q

Previous DDE Name n/a

S 3 3 N
=2 = =
[

n/a
n/a

> 3
= =
v

=}
=
[V

2.8013_1 (BLTCD)

The biometric subject's blood type/classification.

BSWG
DoD EBTS 1.2 No
DoD EBTS 2.0 Yes

DoD EBTS 3.0 Yes

Notes: Any of the four main types into which human blood is divided: A, B, AB, and O. Blood types are based on the
presence or absence of specific antigens on red blood cells. Also called blood group.

=]
=
Q

n/a

Biometric Subject Blood Type Value

o

4t05

>

None

see Look Up Codes
n/a

n/a

n/a

BLOOD TYPE CODES:
AUNK = A Unknown
BUNK = B Unknown
OUNK = O Unknown
APQOS = A Positive
OPOS = O Positive
BPOS = B Positive
ABPOS = AB Positive
ANEG = A Negative
ONEG = O Negative
BNEG = B Negative
ABNEG = AB Negative
UNKWN = Unknown
ABUNK = AB Unknown

101
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BSWG
DoD EBTS 1.2 No
DoD EBTS 2.0 Yes

DoD EBTS 3.0 Yes
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Biometric Subject Blood Type

Blood Type Validity
Field ID (Mnemonic) 2.8013_2 (BLTVLD)

‘ This field defines the validity of the biometric subject blood type.

n/a

|

n/a
Biometric Subject Blood Type Validity DoD EBTS 1.2

o

DoD EBTS 2.0
Num Chars 3to3 DoD EBTS 3.0

>

har Types
None

see Look Up Codes
n/a

n/a

n/a

BLOOD TYPE VALIDITY CODES:
DOC = Documented

SRT = Self Reported

ORT = Other Reported

r wor < »n o Z |70
o c|o @ o |T €\ a
(] ST |Q | (@ 3|2
= o (39 50 =,
c o |® 0 & = |0
~ |0 < O= 3‘:
© T 2 oo o o &
(2] ® 0 0o |3 = =|O
o Qa3 0y ? O

o @ <|S|=
) O<mmm 3 |m
L = g5 L
o | @

7]

E
)

Biometric Subject Body Build (Emerging)

TBD
The physique of an individual.
n/a

Developed for BAT V5 AP. Pending
approval.

n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
1to1 DoD EBTS 3.0 No

n/a

o

>

pecial Chars None
n/a
n/a
n/a
n/a

BODY BUILD CODES:
L = LARGE/HEAVY
M = MEDIUM/AVERAGE
S = SMALL/SLENDER

[ wori<nwol/z/z|v o m
S 9o 2w S |E (€ |3 9|3
S 23858813132 22
o 4 0|50 I =

S 285855835 22
~— — —

) o0 g |3 0= =g ° =
o Q |Q 5 (0 (ﬂmgc =
o 9 m|< (S o
o S < |88 3 |m 5
@ g |5 o=z o
° & 8 3

o &

Biometric Subject Citizenship
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Biometric Subject Citizenship

|

Field ID (Mnemonic) 2.8007 (SUBJ_CTZ)
‘ The country of which the biometric subject is a citizen. ISO 3166-1 alpha3 country codes are used.
n/a

BSWG
n/a DoD EBTS 1.2 No
DoD EBTS 2.0 Yes
3t03 DoD EBTS 3.0 Yes

o

>

None

ISO 3166-1 Alpha 3 codes
n/a

n/a

n/a

ISO-3166-1 ALPHA3 CODES:
1SO-3166-1 Alpha3 Country Codes = (http://metadata.ces.mil/mdr/ns/GPAS/codelist/iso3166-1/trigraph)
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Biometric Subject Clearance

Field ID (Mnemonic) 2.8021 (SUBJ_CLEAR)
Description The set of fields to indicate the biometric subject clearance level and validity.

=)
=
[V

n/a
n/a DoD EBTS 1.2

DoD EBTS 2.0
n/a DoD EBTS 3.0

n/a

N

n/a
n/a
n/a
n/a
n/a
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n/a
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Clearance

Clearance Code

Field ID (Mnemonic) 2.8021_1 (CLRCD)

‘ The clearance level that the biometric subject claims to have. This field is not authoritative.
n/a

n/a BSWG
Previous DDE Name Biometric Subject Clearance Value DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 Yes
Num Chars 3t03 DoD EBTS 3.0 Yes

Crarypes

CLEARANCE VALUE CODES:
TOP = Top Secret

Look Up Codes SEC = Secret

CNF = Confidential

NON = Non-DoD

Clearance Validity

Field ID (Mnemonic) 2.8021_2 (CLRVLD)

The state or quality of being valid of the clearance level that the biometric subject claims to hold.
n/a

n/a BSWG
Previous DDE Name Biometric Subject Clearance Validity DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 Yes
Num Chars 3t03 DoD EBTS 3.0 Yes
Char Types A

Special Chars None

Value Constraints n/a

Legacy Derivable n/a

Deprecated By n/a

Sunset Reason n/a

CLEARANCE VALIDITY CODES:
Look Up Codes CLA = Claimed
VER = Verified

Biometric Subject Comment
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Comment

|

Field ID (Mnemonic) 2.8023 (SUBJ_COM)
‘ The comments or remarks on the biometric subject for which the biometric sample was collected.
n/a

n/a BSWG

n/a DoD EBTS 1.2 No
0 DoD EBTS 2.0 Yes
1 to 250 DoD EBTS 3.0 Yes

C

Any
None
n/a

> 3
= =
v
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=
[V
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Biometric Subject Compartments

[FETTENTTEEES 2 8022 (SUBJ_COMPART)

This set of fields indicates the compartment(s) (the section of information that might bear special community controls

DB and might required restricted handling) that the biometric subject claims or verified to be cleared for.

n/a

BSWG
n/a DoD EBTS 1.2 No
DoD EBTS 2.0 Yes

=}
=
[V

N

DoD EBTS 3.0 Yes

> 3
= =
[V

=)
=
[V

n/a
n/a
n/a
n/a
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n/a
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Compartments

Compartment Description

Field ID (Mnemonic) 2.8022_1 (CMPDESC)

Description A freeform text to describe the compartment(s) (or section of information that might bear special community controls
P and might required restricted handling) that the biometric subject claims to be cleared for.

Remarks  IE
Format [ BSWG
Biometric Subject Compartments Value DoD EBTS 1.2 No
s e © DoD EBTS 2.0 Yes
INumChars  EEUEN) DoD EBTS 3.0 Yes
U

Special Chars TR

Value Constraints Bl

n/a

Look Up Codes n/a

Compartments Validity

SN ENSI 2 50222 (CMPVLD)

The state or quality of being valid for the compartment(s) that the biometric subject claims to hold.

n/a

- sowo
Biometric Subject Compartments Validity DoD EBTS 1.2 No
D e © DoD EBTS 2.0 Yes
INumcChars  EJRE DoD EBTS 3.0 Yes
A

e

a

n/a

n/a

COMPARTMENT VALIDITY CODES:
Look Up Codes CLA = Claimed
VER = Verified

Biometric Subject Contact Email
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Contact Email

Field ID (Mnemonic) 2.8029 (SUBJ_EMAIL)
‘ The email address of the biometric subject.

This field was previously part of 2.8002 SUBJ_CNTCT in DoD EBTS 2.0.To achieve better harmonization with other
agencies as well to improve alignment to the NIEM XML, the subject's email address has been split out into a new
Field with ID 2.8029 has been assigned in DoD EBTS 3.0.

Format QR
Previous DDE Name n/a DoD EBTS 1.2 No
[Num Info Items 0 DoD EBTS 2.0 No

INumChars  EESPIN DoD EBTS 3.0 Yes

Char Types ANS

Special Chars Any

Value Constraints n/a
Legacy Derivable n/a

Deprecated By n/a

SunsetReason  [o2
Look Up Codes n/a

BSWG

Biometric Subject Contact Telephone

Field ID (Mnemonic) 2.8032 (SUBJ_PHONE)

The telephone number including extension (if available) that you might contact the biometric subject. Different
category of telephone number (e.g. cell, home, work, etc.) are supported.

This field was previously part of 2.8002 SUBJ_CNTCT in DoD EBTS 2.0.To achieve better harmonization with other
agencies as well to improve alignment to the NIEM XML, the subject's telephone number(s) has been split out into a
new Field with ID 2.8032 has been assigned in DoD EBTS 3.0. This field continue to support the various categories
of telephone that the subject can be contacted by. The telephone number and extension are supported.

ot B oG
Biometric Subject Contact DoD EBTS 1.2 No
INum Infoltems DoD EBTS 2.0 Yes
INumChars  [iB DoD EBTS 3.0 Yes
Crarrypes L
n/a
n/a
n/a

[SunsetReason Bl

Description

Look Up Codes n/a
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Contact Telephone

Telephone Category Code

Field ID (Mnemonic) 2.8032_1 (PH_TYP)
The method of contact for the individual (e.g. phone, email).

n/a

Format R
Previous DDE Name  [elieeq Voo DoD EBTS 1.2
INum Infoitems  [§ DoD EBTS 2.0
INumChars  PI%P DoD EBTS 3.0
CharTypes

see Look Up Codes

/2

n/a

n/a

TELEPHONE CATEGORY CODES:
HP = Home Phone

WP = Work Phone

CP = Cell Phone

Look Up Codes RP = Relative Phone

OT = Other

FX = Fax

PG = Pager

PH = Phone

Phone Number

Field ID (Mnemonic) 2.8032_2 (PHNUM)

The full telephone number including international country code and area code. Space and hypen are allowed.
n/a

Fomat Rl BSWG
na DoD EBTS 1.2 No
INum Infoltems i DoD EBTS 2.0 No
INumChars  FEUEN) DoD EBTS 3.0 Yes
chartypes RIS

Blank,Hyphen

n/a

e

n/a

Look Up Codes n/a
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Contact Telephone

Phone Extension

Field ID (Mnemonic) 2.8032_3 (PHEXT)
‘ The number for an additional telephone wired to the same telephone line as another.
n/a

- sswo
n/a DoD EBTS 1.2 No
INum Infoitems  [§ DoD EBTS 2.0 No
INumcChars  EESPW) DoD EBTS 3.0 Yes
CharTypes [

/2

n/a

n/a

Look Up Codes n/a

Biometric Subject Current Residence

[FEPIENTTE S 2 8031 (SUBJ_ADDR)

The address of the current residence of the biometric subject.

This field was previously 2.8001 SUBJ_ADDR in DoD EBTS 2.0.To achieve better harmonization with other
agencies as well to improve alignment to the NIEM XML, the previous normalized field has been restructured and a
new Field ID 2.8031 has been assigned in DoD EBTS 3.0. This field continues to support the various part of a street
address with ISO 3166 Alpha3 country code. In addition, Village, Neighborhood and Address Validity are also
supported.

ot [ aswo
Biometric Subject Address DoD EBTS 1.2 No
INumInfoltems [ DoD EBTS 2.0 Yes
n/a
n/a

Special Chars n/a

Value Constraints n/a

DoD EBTS 3.0 Yes

Legacy Derivable n/a
Deprecated By n/a

n/a

Look Up Codes n/a
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Current Residence

Address Line 1

Field ID (Mnemonic) 2.8031_1 (ADD1)
The street, including both number and name.

n/a

Fomat RH
Previous DDE Name [ DoD EBTS 1.2 No
INum Infoitems  [§ DoD EBTS 2.0 No
INumcChars KRS0 DoD EBTS 3.0 Yes
u

n

n
n/a

Look Up Codes n/a

BSWG

/
/a
/a

Address Line 2

2.8031_2 (ADD2)

Additional information about the street (e.g. apt #).

Remarks  fg

- sswo
na DoD EBTS 1.2 No
INum Infoltems i DoD EBTS 2.0 No

INumChars RO DoD EBTS 3.0 Yes

CharTypes [0

Look Up Codes n/a
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Current Residence

City
Field ID (Mnemonic) 2.8031_3 (CITY)
Name of the city.

n/a

Fomat RH
DoD EBTS 1.2 No
DoD EBTS 2.0 No
INumcChars KRS0 DoD EBTS 3.0 Yes
u

n/
n/

BSWG

a
0
:

Look Up Codes n/a

State / Province

SEEIBN LSS 2 8031_4 (STATE)

Description The state, province or subdivision of a location.

BSWG

Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 No

INumChars RO DoD EBTS 3.0 Yes

CharTypes [0

Look Up Codes n/a
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Current Residence

Country Code
Field ID (Mnemonic) 2.8031_5 (CTRY)

‘ The ISO 3166-1 alpha3 country code.

n/a

|

n/a BSWG
n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
3t03 DoD EBTS 3.0 Yes

o

>

None
n/a
n/a
n/a
n/a

ISO-3166-1 ALPHA3 CODES:
1SO-3166-1 Alpha3 Country Codes = (http://metadata.ces.mil/mdr/ns/GPAS/codelist/iso3166-1/trigraph)
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Postal Code
Field ID (Mnemonic) 2.8031_6 (POSTAL)
Alphanumeric code assigned to groups of addresses by various national postal systems throughout the world.

n/a

n/a BSWG
n/a DoD EBTS 1.2 No

0 DoD EBTS 2.0 No
11050 DoD EBTS 3.0 Yes

ANS
Hyphen
n/a

n/a

n/a

n/a

Fild 1D (nemonic) |
Romaris |
Fomat |

n/a
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Current Residence

Neighborhood / District

Field ID (Mnemonic) 2.8031_7 (NEIG)
A geographically localized community within a larger city, town or suburb.

n/a

Fomat RH
DoD EBTS 1.2 No
DoD EBTS 2.0 No
INumcChars KRS0 DoD EBTS 3.0 Yes
u

n/
n/

BSWG

a
0
:

Look Up Codes n/a

Village
2.8031_8 (VLG)

Small population unit, typically rural, held together by common economic and political ties.
Remarks N

Format |8 BSWG
na DoD EBTS 1.2 No
INum Infoltems i DoD EBTS 2.0 No

INumChars RO DoD EBTS 3.0 Yes

CharTypes [0

Look Up Codes n/a
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Biometric Subject Current Residence

Address Validity
Field ID (Mnemonic) 2.8031_9 (ADDR_VLD)

‘ This field defines the validity of the address information.

n/a

|

n/a BSWG
n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No
3t03 DoD EBTS 3.0 Yes

o

>

None

see Look Up Codes

n/a

n/a

n/a

ADDRESS VALIDITY CODES:
DOC = Documented

SRT = Self Reported
ORT = Other Reported
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Biometric Subject Death Date

RIS 2 8005 (SUBJ_DEATHDATE)

Description The biometric subject's complete date of death.

Pad any portion of the date with zero's when unknown or not used. For example, 00000000 when the field is
mandatory, but the date is unknown. 20100000 when the year is known but month and day are unknown or not
used.

BSWG
n/a DoD EBTS 1.2 No
3 DoD EBTS 2.0 Yes
n/a DoD EBTS 3.0 Yes
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Death Date

Death Date
Field ID (Mnemonic) 2.8005_1 (DOD)
The 8 digit calendar date for the person's death date.

=}
=
[V

YYYYMMDD
Previous DDE Name n/a DoD EBTS 1.2

o

Num Info Items

DoD EBTS 2.0

8to8 DoD EBTS 3.0

pd

Special Chars None
8 digit date
Legacy Derivable n/a

> 3
= =
v

=}
=
[V
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o | |® ) > | c o
o |35 |T c |3 7]
=23 8|62 3 9
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=
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&9 25 s
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—

(]

Date Validity
Field ID (Mnemonic) 2.8005_2 (DATEVLD)

This field defines the validity of the date.

n/a

=]
=
Q

Previous DDE Name DateTime Validity DoD EBTS 1.2
Num Info Items

o

DoD EBTS 2.0

3to3 DoD EBTS 3.0

>

Special Chars None

Value Constraints see Look Up Codes
Legacy Derivable n/a

n/a

Sunset Reason n/a

DATE VALIDITY CODES:
DOC = Documented

EST = Estimated
SRT = Self Reported

g [w] 02 [w]

o [ > | S (]

o ke ] 0

al g = )
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Death Date

Calendar Type
Field ID (Mnemonic) 2.8005_3 (CALTYP)

‘ The type of calendar the date is being specified in (e.g. Gregorian and Islamic).

n/a

n/a DoD EBTS 1.2
0 DoD EBTS 2.0
1to1 DoD EBTS 3.0

CALENDAR TYPE CODES:

G = Gregorian
| = Islamic

C = Chinese
H = Hebrew

Biometric Subject Death Location

Field ID (Mnemonic) 2.8034 (SUBJ_POD)

Defines the biometric subject's place of death.

This field was previously 2.8006 POD in DoD EBTS 2.0.To achieve better harmonization with other agencies as well
to improve alignment to the NIEM XML, the previously normalized field has been renamed and restructured. A new
Field with ID 2.8034 has been assigned in DoD EBTS 3.0. For all location type field, city, state/province, the ISO
3166-1 Alpha3 country code, village and comment are supported.

Format

n/a BSWG
Biometric Subject Death Place DoD EBTS 1.2 No
DoD EBTS 2.0 Yes
n/a DoD EBTS 3.0 Yes
n/a

[6)]

n/a
n/a
n/a

=}
=
Q

n/a
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n/a
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Death Location

City
Field ID (Mnemonic) 2.8034_1 (CITY)
Name of the city.

n/a

Fomat RH
DoD EBTS 1.2 No
DoD EBTS 2.0 No
INumcChars KRS0 DoD EBTS 3.0 Yes
u

n/
n/

BSWG

a
0
:

Look Up Codes n/a

State / Province

SEEIBN LTS 2 80342 (STATE)

Description The state, province or subdivision of a location.

BSWG

Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 No

INumChars RO DoD EBTS 3.0 Yes

CharTypes [0

Look Up Codes n/a
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Biometric Subject Death Location

Country Code

Field ID (Mnemonic) 2.8034_3 (CTRY)
The 1ISO 3166-1 alpha3 country code.

n/a

Format  H BSWG
n/a DoD EBTS 1.2 No
INum Infoitems  [§ DoD EBTS 2.0 No
INumChars  FIE DoD EBTS 3.0 Yes
CharTypes

ISO 3166-1 alpha3 codes

n/a

n/a

n/a

ISO-3166-1 ALPHA3 CODES:
1SO-3166-1 Alpha3 Country Codes = (http://metadata.ces.mil/mdr/ns/GPAS/codelist/iso3166-1/trigraph)

Look Up Codes

Village
Field ID (Mnemonic) 2.8034_4 (VLG)

Small population unit, typically rural, held together by common economic and political ties.
n/a

- sswo
na DoD EBTS 1.2 No
D e © DoD EBTS 2.0 No
INumChars  FRUEN) DoD EBTS 3.0 Yes

u

n/a

n/a

Look Up Codes n/a
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Biometric Subject Death Location

Comment

Field ID (Mnemonic) 2.8034_5 (COM)

The optional Comment field appears in many record types and may be used to insert free text information. It is not
reserved exclusively for log-related information but has historically often been used for this purpose. It is limited to a
maximum of 126 characters. This maximum size was established in order to maintain consistency across encodings.
The maximum size differed in the 2007 and 2008 versions of the standard.

Description

n/a DoD EBTS 1.2
INum Infoitems  [§ DoD EBTS 2.0
INumChars  EECRPD DoD EBTS 3.0
CharTypes  [U

/2

n/a

n/a

Look Up Codes n/a

Biometric Subject Derogatory Comment

[FEPIENTE TS 2 8025 (DEROG_COM)

The derogatory notes and comments concerning a biometric subject.

Remarks N

Format  IE BSWG
n/a DoD EBTS 1.2 No
M DoD EBTS 2.0 Yes
INumChars  FRUPRN) DoD EBTS 3.0 Yes
!

None

/2

n/a

[SunsetReason [l

Look Up Codes n/a

Biometric Subject Education (Emerging)
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Biometric Subject Education (Emerging)

TBD

F
The highest level of education the biometric subject has obtained.

m s m Developed for BAT V5 AP. Pending
approval.
NumcChars ~ PIOR popEBTS3.0 [\

N

None

n/a

EDUCATION CATEGORY CODES:
01 = PRIMARY
02 = SECONDARY
03 = ASSOCIATE
04 = BACHELOR'S
05 = MASTER'S
06 = DOCTORATE
07 = LANGUAGE TRAINING
08 = HIGH SCHOOL
09 = FLIGHT TRAINING
10 = OTHER VOCATIONAL SCHOOL
11 =0THER

Biometric Subject Ethnic/Racial Characteristic
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Ethnic/Racial Characteristic

Field ID (Mnemonic) 2.8008 (SUBJ_RAC)
‘ The observed or reported ethnic/racial physical characteristic of the biometric subject.

Code Mappings from DoD EBTS 3.0 to/from FBI EBTS 9.3 below:
DoD Field 2.8008 Biometric Subject Ethnic/Racial Characteristic map to FBI Field 2.025 Race:

A <> A
B <> B
<> |

W<-> W
U=<>U
Pl > A
HL >W
AR ->U
Al ->A

AS ->A
NA ->|

XX >U

>
=
Q

Previous DDE Name n/a DoD EBTS 1.2

. No
Num Info Items DoD EBTS 2.0 Yes
Num Chars 1t02 DoD EBTS 3.0 Yes

Char Types

Source RN

o

>

Special Chars None

Value Constraints see Look Up Codes
Legacy Derivable n/a

Deprecated By n/a

Sunset Reason n/a

ETHNIC_RACIAL CHARACTERISTIC CODES:

A = Chinese, Japanese, Filipino, Korean, Polynesian, Indian, Indonesian, Asian Indian, Samoan, or any other
Pacific Islander

B = A person having origins in any of the black racial groups of Africa

| = American Indian, Eskimo, Alaskan native, or person with origin in any of the 48 US contiguous states or Alaska
who maintains cultural identification through tribal affiliation or community recognition

U = Of indeterminable race

Look Up Codes W = Caucasian, Mexican, Puerto Rican, Cuban, Central or South American, or other Spanish culture or origin,
regardless of race

HL = Hispanic / Latino

AR = Arab

Al = Asian Indian

PI = Polynesian (Pacific Islander)

AS = Asian

NA = Native American

Biometric Subject Eye Color
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Eye Color

Field ID (Mnemonic) 2.8037 (SUBJ_EYE)
The color of the biometric subject's eye(s).

=}
=
[V

BSWG

Previous DDE Name n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No

DoD EBTS 3.0 Yes

=}
=
[

N

Num Info Items

=)
=
QO

>0 3
= =
[V

Special Chars
Value Constraints n/a
Legacy Derivable n/a

>
=
Q

Deprecated By

=)
=
QO

Sunset Reason

=}
=
[

g 0|2 @)
] I | o
o Q|3 ]
= = s
c == |0 =
o 3|5 2
[+ o
Q o @ S
Q
®
]

Eye Position
Field ID (Mnemonic) 2.8037_1 (EPOS)

The position of the eye.

n/a

BSWG

Previous DDE Name n/a DoD EBTS 1.2 No

DoD EBTS 2.0 No

1to1 DoD EBTS 3.0 Yes

=]
=
Q

o

Num Info Items

z

Special Chars None

Value Constraints EPOS =0, 1,0r2
Legacy Derivable n/a

n/a

Sunset Reason n/a

EYE POSITION CODES:
0 = Undefined
1 = Right Eye
2 = Left Eye

Char Types
Deprecated By
Look Up Codes
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Eye Color

Eye Color

Field ID (Mnemonic) 2.8037_2 (ECOL)

‘ This field shall specify the subject's eye color.

n/a

n/a
Previous DDE Name n/a

o

Num Info Items
3to3

XXX = Unknown

Char Types A
Special Chars None
Value Constraints n/a
Legacy Derivable n/a
Deprecated By n/a
a
ALPHA EYE COLOR CODES:
BLK = Black
BLU = Blue
BRO = Brown
GRN = Green
Look Up Codes GRY = Gray
HAZ = Hazel
MAR = Maroon
MUL = Multicolored
PNK = Pink

Source S
DoD EBTS 1.2 No
DoD EBTS 2.0 Yes

DoD EBTS 3.0 Yes

Biometric Subject Eye Color Left (Deprecated)
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Eye Color Left (Deprecated)

Field ID (Mnemonic) 2.8011 (LEYE)

‘ The color of the biometric subject's right eye.
Format o8 Sowce [
Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 Yes
3 to3 DoD EBTS 3.0 Deprecated
Char Types A
Special Chars None
Value Constraints n/a
Legacy Derivable n/a
Deprecated By <2.8037 Biometric Subject Eye Color; 2.8037_1 Eye Position = 2 for left eye; 2.8037_2 Eye Color>
a
ALPHA EYE COLOR CODES:
BLK = Black
BLU = Blue
BRO = Brown
GRN = Green
Look Up Codes GRY = Gray
HAZ = Hazel
MAR = Maroon
MUL = Multicolored
PNK = Pink
XXX = Unknown
Biometric Subject Eye Color Right (Deprecated)
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Eye Color Right (Deprecated)

Field ID (Mnemonic) 2.8012 (REYE)
‘ The color of the biometric subject's right eye.

n/a

n/a BSWG
Previous DDE Name n/a DoD EBTS 1.2 No
DoD EBTS 2.0 Yes
3t03 DoD EBTS 3.0 No

o

Num Info Items

>

Char Types
Special Chars None

Value Constraints see Look Up Codes

Legacy Derivable n/a

Deprecated By <2.8037 Biometric Subject Eye Color; 2.8037_1 Eye Position = 1 for the right eye; 2.8037_2 Eye Color>
Sunset Reason n/a

ALPHA EYE COLOR CODES:
BLK = Black

BLU = Blue

BRO = Brown
GRN = Green
Look Up Codes GRY = Gray

HAZ = Hazel

MAR = Maroon
MUL = Multicolored
PNK = Pink

XXX = Unknown

I —— e T T P e e
(=
3
(2]
=2
Q
=
(7]

Biometric Subject Group Membership

Field ID (Mnemonic) 2.8039 (GRPMBR)
Provide summary information on organization(s) the biometric subject is a member of.

This field was previously 2.8018 GRPMBR in DoD EBTS 2.0.To achieve better harmonization with other agencies as
well to improve alignment to the NIEM XML, the previous normalized field has been restructured and a new Field ID
2.8039 has been assigned in DoD EBTS 3.0. This field continues to support the group name, type, member role,
address, contact phone and comment.

Format L8 BsWG

Previous DDE Name n/a DoD EBTS 1.2 No

DoD EBTS 2.0 Yes

-
N

Num Info Items
Num Chars

DoD EBTS 3.0 Yes

=)
=
QO

Char Types

>
=
Q

=)
=
[V

Special Chars
Value Constraints
Legacy Derivable
Deprecated By
Sunset Reason

Look Up Codes
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Group Membership

Group Name
Field ID (Mnemonic) 2.8039_1 (GMNAM)
The name of the group that the biometric subject is associated with.

> 3
= =
Q0 Q

Previous DDE Name Biometric Subject Group Name DoD EBTS 1.2

o

Num Info Items

DoD EBTS 2.0
1to 100 DoD EBTS 3.0
U

Special Chars Any
Value Constraints None
Legacy Derivable n/a

>
=
Q

Deprecated By

=)
=
QO

=}
=
[V

- o» 0 2 (=)

o I | ]

o S mg (7]

Z‘g = 2

== 0 =

s |3 S|z g

o =

e lK] ® [ = o

o |9 n |0 E]
a |»
o |©
3 =}

Group Type
Field ID (Mnemonic) 2.8039_2 (GMTYP)

The type of group that the biometric subject is associated with.

n/a

=]
=
Q

Previous DDE Name Biometric Subject Group Type DoD EBTS 1.2

o

Num Info Items

DoD EBTS 2.0

3to4 DoD EBTS 3.0

>

Special Chars None

Value Constraints see Look Up Codes
Legacy Derivable n/a

n/a

Sunset Reason n/a

GROUP TYPE CODES:

TRIB = Tribe

GANG = Gang

REL = Religious

SIG = Special Interest Group
POL = Political Group

TER = Terrorist Group

XXX = Undetermined

SOC = Social Networking Group

- o IES o
[e) (] =2 = 1]
o ko] ] 0
~ 3 = 8
=40 =
S 8 S 3 g
8 =
(1] D (= o
= a 8@ S
=3 @
(1]
n <
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Group Membership

Group Member Role

Field ID (Mnemonic) 2.8039_3 (GMRL)
The role within the associated group that the biometric subject is acting as.

n/a

Format [
Biometric Subject Group Member Role DoD EBTS 1.2
0
INumChars  EECRLN DoD EBTS 3.0
U

n/a

/2

/2

Look Up Codes n/a

DoD EBTS 2.0

Address Line 1

Field ID (Mnemonic)  PENECIRC\%)

Description The street, including both number and name.

BSWG

Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 No

INumChars RO DoD EBTS 3.0 Yes

CharTypes [0

Look Up Codes n/a
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Group Membership
Address Line 2

Field ID (Mnemonic) 2.8039_5 (ADD2)
Additional information about the street (e.g. apt #).

n/a

Fomat RH
DoD EBTS 1.2 No
DoD EBTS 2.0 No
INumcChars KRS0 DoD EBTS 3.0 Yes
u

n/
n/

BSWG

a
0
:

Look Up Codes n/a

City

Field ID (Mnemonic) 2.8039_6 (CITY)

Description Name of the city.

BSWG

Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 No

INumChars RO DoD EBTS 3.0 Yes

CharTypes [0

Look Up Codes n/a
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Group Membership

State / Province

Field ID (Mnemonic) 2.8039_7 (STATE)

n/a

um nfottoms
CharTypes [

Look Up Codes n/a

Country Code

Field ID (Mnemonic) 2.8039_8 (CTRY)

Remarks  H

Fomat Rl
Previous DDE Name Bl

Num info ttems 3

LT —
Special Chars  [TA%

ISO 3166-1 alpha3 codes
Legacy Derivable Bl

Deprecatedy [l

BIMA-STB-STD-11-001.2

The ISO 3166-1 alpha3 country code.

The state, province or subdivision of a location.

BSWG
DoD EBTS 1.2 No
DoD EBTS 2.0 No
DoD EBTS 3.0 Yes

BSWG
DoD EBTS 1.2 No
DoD EBTS 2.0 No
DoD EBTS 3.0 Yes

Look Up Codes ISO-3166-1 ALPHA3 CODES:
i 1ISO-3166-1 Alpha3 Country Codes = (http://metadata.ces.mil/mdr/ns/GPAS/codelist/iso3166-1/trigraph)
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Group Membership

Postal Code

Field ID (Mnemonic) 2.8039_9 (POSTAL)

AIphanumeric code assigned to groups of addresses by various national postal systems throughout the world.
n/a

Format [
Previous DDE Name a DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 No
INumcChars KRS0 DoD EBTS 3.0 Yes
Char Types ANS
a

BSWG

n/
Value Constraints |8
Legacy Derivable U
DeprecatedBy [
SunsetReason O

Look Up Codes n/a

Village
2.8039_10 (VLG)

Small population unit, typically rural, held together by common economic and political ties.
Remarks N

Format |8 BSWG
na DoD EBTS 1.2 No
INum Infoltems i DoD EBTS 2.0 No

INumChars RO DoD EBTS 3.0 Yes

CharTypes [0

Look Up Codes n/a
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Group Membership

Phone Number

Field ID (Mnemonic) 2.8039_11 (PHNUM)

‘ The full telephone number including international country code and area code. Space and hypen are allowed.

n/a
n/a BSWG
Previous DDE Name n/a DoD EBTS 1.2 No

Num Info Items

o

DoD EBTS 2.0 No

1to 50 DoD EBTS 3.0 Yes
Char Types ANS

Special Chars Blank,Hyphen
Value Constraints n/a
Legacy Derivable n/a
Deprecated By

>
=
Q

Sunset Reason
Look Up Codes

=)
=
QO

=z
(=
3
(2]
=2
Q
=
(7]

=}
=
[V

Comment

Field ID (Mnemonic) 2.8039_12 (COM)

The optional Comment field appears in many record types and may be used to insert free text information. It is not
o reserved exclusively for log-related information but has historically often been used for this purpose. It is limited to a
Description . . . . . . o h .
maximum of 126 characters. This maximum size was established in order to maintain consistency across encodings.
The maximum size differed in the 2007 and 2008 versions of the standard.

> 3
= =
Qv Q

BSWG
Previous DDE Name n/a DoD EBTS 1.2 No
DoD EBTS 2.0 No

Num Chars 1to 126 DoD EBTS 3.0 Yes
Char Types

Num Info Items

o

cC

Special Chars

>
=]
<

Value Constraints None
Legacy Derivable n/a

=)
=
QO

Deprecated By

Sunset Reason
Look Up Codes

=)
=
[V

=}
=
Q

Biometric Subject Height Measurement
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Height Measurement

Field ID (Mnemonic) 2.8035 (SUBJ_HEIGHT)
‘ The set of data describing the height measurement (including measurement range) of a biometric subject.

This field was previously 2.8009 HGT. Measurement Type has been removed from the set. A new field ID, 2.8035
SUBJ_HEIGHT has been assigned by DoD EBTS 3.0. For measurement range, provide 2 subfields of the same
measurement type where validity is set to estimated.

n/a BSWG
Previous DDE Name Biometric Subject Measurement DoD EBTS 1.2 No
[Num Infoltems | DoD EBTS 2.0 Yes
Num Chars n/a DoD EBTS 3.0 Yes
Char Types n/a

Special Chars n/a

Value Constraints n/a

Legacy Derivable n/a

Deprecated By n/a
Sunset Reason n/a

Look Up Codes n/a

Height Value
Field ID (Mnemonic) 2.8035_1 (HGT)

The value of the height measurement. Mininum height shall be 4'0" and maximum height shall be 7'11". The metric
equivalent is also allowed (min = 1.22M, max = 2.41M).

The following rules apply when measuring an individual's height:

Height (FTIN) - Three-character value, the first (leftmost) digit is used to show feet while the two rightmost digits are
used to show inches between 00 and 11.

Height (IN) - Two-character value.

Height (M) - Four-character value, the first (leftmost) digit is used to show meter, a period is allowed and the two
rightmost digits are used to show fraction of a meter.

Height (CM) - Three-character value.

Note: If the measurement is unknown but mandatory, use "000" to represent unknown measurement.
n/a

n/a BSWG
Previous DDE Name Measurement Value DoD EBTS 1.2 No
Num Info Items DoD EBTS 2.0 Yes
2to4 DoD EBTS 3.0 Yes

o

pd
(7]

Special Chars Period
Value Constraints n/a
Legacy Derivable n/a
Deprecated By n/a
Sunset Reason n/a

[ 0 Z w)
o > | @
o Q|3 7]
= = Q
[ -0 3.
] 3|3 2
® o
9 ] =]
Q
®
»

n/a
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Height Measurement

Length Unit

Field ID (Mnemonic) 2.8035_2 (LENUNIT)
‘ The units of measure associated with a given height measurement ( e.g., inches, centimeters, etc)
n/a

Format  h BSWG
Measurement Unit DoD EBTS 1.2 No
INum Infoitems  [§ DoD EBTS 2.0 Yes
INumcChars KOO0 DoD EBTS 3.0 Yes
CharTypes ]

see Look Up Codes

n/a

/2

n/a

HEIGHT MEASUREMENT UNIT CODES:
FTIN = Feet Inches

Look Up Codes IN = Inch

M = Meter

CM = Centimeter

Measurement Validity

Field ID (Mnemoni 2.8035_3 (MEASVLD)
Captures the validity of the measurement.

n/a
n/a
Previous DDE Name n/a DoD EBTS 1.2

DoD EBTS 2.0

Num Info Items 0
Num Chars 3to3 DoD EBTS 3.0
Char Types A

Special Chars None

Value Constraints see Look Up Codes
Legacy Derivable n/a

Deprecated By n/a

Sunset Reason n/a

MEASUREMENT VALIDITY CODES:
Look Up Codes EST = Estimated
MEA = Measured

Biometric Subject Marital Status
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Type-2 User-Defined Descriptive Text Record

Biometric Subject Marital Status

Field ID (Mnemonic) 2.8016 (SUBJ_MARITAL)
‘ Marital status of the biometric subject.

n/a
n/a
Previous DDE Name n/a DoD EBTS 1.2
Num Info Items 0 DoD EBTS 2.0
Num Chars 3t03 DoD EBTS 3.0
Char Types A

Special Chars None
Value Constraints n/a
Legacy Derivable n/a
Deprecated By n/a
Sunset Reason n/a

MARITAL STATUS CODES:
SGL = Single, sum of never-married, widowed, and divorced people.
NMA = Never Married
WID = Widowed
Look Up Codes DIV = Divorced
MAR = Married, sum of "married, spouse present," "separated," and "other married, spouse absent."
MSP = Married, Spouse Present
SEP = Separated
MOT = Other Married, Spouse Absent

Biometric Subject Name

SEEIBN LSS 2.8040 (SUBJ_NAME)

Description The name of the biometric subject.

This field was previously 2.8000 SUBJ_NAM in DoD EBTS 2.0.To achieve better harmonization with other agencies
as well to improve alignment to the NIEM XML, the previous normalized field has been restructured and a new Field
ID 2.8030 has been assigned in DoD EBTS 3.0. This field continues to support Arabic names. For aliases, see Field
2.8206 SUBJ_AKA for Bi