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Introduction:

Thank you for your attendance at the inaugural DoD Biometrics Collaboration Forum. Your
participation was crucial to our event's success. Through your hard work we were able to address the
urgent issues facing the DoD Biometrics Community and develoge@nideas of how to resolve them.
This report will serve as a summary and reference of the events conducted throughout the forum. All
documentgontained in this repagras well as forum presentatioaseavailable via the Biometrics Task
Force Homepge located atvww.biometrics.dod.mil

Dr. Myra Gray
Director, Biometrics Task Force

Biometrics Collaboration Forum Agenda:

BREAKOUT SESSIONS — VARIOUS ROOMS
13:00 - 15:00 . . .ABIS Overview — Dogwood Room
Point of Contact: Ma. Cheley Gabriel. BTF Enterprize Operafions Division Chief

Architecture Objectives and Metrice - Bireh Room
Point of Gontact: Mr. Giovanni DeMonte. BTF Architecture Branch Chief

Biometrics in the DoD Strategic Documents — Juniper Room

OI I AORA Point of Gontact: Ms. Lisa MacDenald, BTF Plans Branch Chief
. Afghanistan Current Operations Overview — Duke Energy Building
HON Foint of Gontact: LTG William Buhrow, BTF Deputy Operations Support

Division Chief

15:00 - 15:15 .. Session Break

15:15-17:30 . . .Continustion Session, ABIS Overview — Dogwood Room
Point of Contact: Ma. Cheley Gabriel. BTF Enterprize Operafions Division Chief

Continuation Session, Architecture Objectives and Metrics — Birch Room
Point of Gontact: Mr. Giovanni DeMonte. BTF Architecture Branch Chief

TIESDAY 26 Centinuation Session, Biometrics in DoD Strategic Documents —

Juniper Roam

T:45-9:00 .. .. Conference Check-in — Baliroom Fayer Point of Contact: Ma. Liza MacDonald, BTF Plans Branch Chief
PLENARY SESSION — BIRCHDOGWOOD ROOMS ISAF ABIS — Duke Energy Building
0:00-9:15 . ... Welcome and Introduction of the BTF Director — COL Randy Buckner Point of Gontact: L1Col Thomas Pratt, BTF Military Operations Branch Chief

Opening Remarks — Dr. Myra Gray, Director Biometrics Task Force

Full-spectrum Biometrics — Pine/Ma fia Room
0:15-09:45 _. .. Opening Remarks Point of Gontact: LTC Brian Hunt. BTF Business Functions Branch Chief
Mr. Tom Dee, Director Defense Biometrics
18:00 — 20:30 .. Social Hour — On Your Own at llume Mediterransan Bistro
9:45-10:00 . . . Session Break

10:00- 12:00 . . . Conference Overview Session — Standards, Architecture, Policy/Planning.
Overzeas Confingency Operations, Business Functions, and ABIS
(Includes Guestion and Answer Period)

12:00 - 13:00 . . Networking Lunch



http://www.biometrics.mil/

WEDNESDAY 21

BREAKOUT SESSIONS 12:00 - 15:00 . . .Operational Performance Metrics Identification, Collection, Analysis,
8:30 - 10:00 . . . .CJIS Auditing Process and Service Level Agreements — Dogwood Room and Reporting - Dogwood Room
Paint of Gontact: Ms. Cheley Gabriel, BTF Enterprize Operations Divizion Ghief Point of Gontact: Mr. Russ Wilson, BTF Metrics and Evaluation Branch Chief
Building Interoperability through Architecture — Birch Room Biometrics Training — Birch Room
Paint of Contact: Mr. Giovanni DeMente, BTF Architecture Branch Chisf Paint of Contact: Mr. Mike Kershner, BTF Military Operations Branch
Interoperability and Information Sharing — PineMagnaolia Biometrice in support of DoD Identity Management — PineMagnolia Room
Point of Contact: Mr. Tony Demestihas, BTF Policy Branch Chief Paint of Contact: Mr. Tony Demestihas, BTF Policy Branch Chief
Formalizing the Requirements Procesz for Entry into DoD ABIS — Quality Meazurement Algorithme — Juniper Room
Juniper Room Paint of Contact: Mr. Tom O'Agastine, BTF Standards Branch Chief

Point of Contact: Mr. Tom D¥Agosting, BTF Standards Branch Chief
Continusation Session, Lazst Tactical Mile/Data Latency — Duke Energy Building
10:00 - 10:15 . . .Session Break Paint of Contact: LTC William Buhrow, BTF Deputy Operations Support
Division Chiet
10:15 - 12:00 . . .Gontinuation Session, CJIS Auditing Process and Service Level
Agreements — Dogwood Room 15:00-15:15 . . .Seseion Break
Paint of Gontact: Ms. Cheley Gabriel, BTF Enterprize Operations Divizion Ghief
15:15-17:30 . . .Continuation Session, Operational Performance Metrice ldentification,
Continuation Sesaion, Building Interoperability Collection, Analysis, and Reporting — Dogwood Room
through Architecture — Birch Room Paint of Contact: Mr. Russ Wilson, ETF Metrics and Evaluation Branch Chief
Paint of Contact: Mr. Giovanni DeMonte, BTF Architectura Branch Chief
Continuation Session, Biometrice Training — Birch Room

Continustion Session, Interoperability and Information Sharing - Paint of Contact: Mr. Mike Kershner, BTF Military Operations Branch

Pine/Magnalia Foom

Paint of Gontact: Mr. Tony Demestihas, BTF Policy Branch Chief Continuation Seasion, Biometrice in support of DoD Identity Management
and Full Spectrum Biometrice — Pine/Magnolia Room

Continustion Session, Formalizing Requirements Process for Entry Paint of Contact: Mr. Tony Demestihas, BTF Policy Branch Chicf

into DoD ABIS — Juniper Room

Paint of Gontact: Mr. Tom D¥Agostino, BTF Standards Branch Chief Continuation Session, Guality Measurement Algorithms — Juniper Room

Paint of Gontact: Mr. Tom 0'Agostino, BTF Gtandards Branch Chief
Last Tactical Mile/Data Latency — Duke Energy Building
Point of Contact: LTC William Buhrow, BTF Deputy Operations Suppart

Divizion Chief THURSDAY 28

12:00-13:00 ... Networking Lunch PLENARY SESSION — POPLAR/DOGWOOD ROOMS

08:30 - 11:00 . . .Way Ahead Prezentations — Includes Question and Anzwer Period
11:00-11:15 .. Session Break

11:15-12:00 . . .Conference Concluding Remarks
Or. Myra Gray, Dirzctor Biometrics Task Force

Session Comments:

ABIS Overview:

Session Overview ardbjective: Discuss the DoAutomated Biometric Identification SystefABIS)

first year of operations and provide metrics and anecdotes for thefsviirdd truly integrated muki

modal biometric databas®iscuss with the biometrics community of inter@30I) success stories and
chall enges faced with operating and maintaining
for ways to enhance our capabilégd improve our service to theavfighter.

Findings and Insights:
i Cross Domain Solution
i Interoperability (seamless data sharing through TRIAD)
I Terrorist Explosive Device Analytical Cent@EDAC) Latent Prints (internal BTF
backwards compatibility)
SOCOM web application (use lessons learned for community)
Request for contextual (biograpai@nd situational) searches
Tailorable @ta subsets (user defined and veelabled)
Biometric Enabled IntelligencdBEl) Watchlists (automated, figurable, and scalable)
Priority processing within ABIS

Progress
i Chose top three topic€(oss Domairsolutions (CDS)TRIAD, BEI Watchlistdata
subsets)
LeverageNational Ground Intelligence CentéMGIC) documentation for CDS
Collecting ALL documentation to support requirements from COI
Captured input from COI on top three as priorities
COl wants informaon on progress of all initiatives
Educated community on DOD ABIS capabilities
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Way Ahead
T Use the BometricsDataSharing (BDS)COI as venue to update on all forum discussions
(16-18 FEB in Arlington, VA)
T Provide status update on CDS (5 FEB)

Afghanistan Current Operations Overview:

This classifiedinformational briefing, with a quesh and answer period, soudghtupdate participants on
current biometrics support in Afghanistan and the effects of the drawdown in Irag; manpower shortfalls
affecting Operation Enduring Freedor®ER); tactics, techniques, and procedures; and training.

No action items wereecordedhowever, issues affecting the use of Biometrics in Afghanistan were
discussed during the Last Tactical Mile dntérnational Secitly Assistance Forcd$AF) ABIS

Sessions.

Architecture Objectives and Metrics:

Through a faciliated discussion, the grodevelogda cleaer understanding of the requirements and

goals for architecture to have a positive impact on the biometrics community. Expected outcomes from
the session includka list of objectives, and metrics for monitoring progress against those objectives.

Discussia Points:
Several comments were made concerning the first forum topic, Architecture Objective and Metrics:

T The current presentation of Interoperability is not prescriptive enough. This model may not work

well if the activity or mission is unknown.

There reds to be a time frame for Architecturesaand tebe

Develop an enterprise set of activities that system can map to

Terms need to be reconciled witte Identity Dominance SystefiiDS and ABIS architecture

The community would like to reorganizeandeewd t he EA goals in contex
opening presentatiafsee keynote address)

T Continue to bringenterprise ArchitectureHA) stakeholders into meetings

Recommendations in regardsJmint Capabilities Integration and Development Syst&pil}
sypport:

T Provide connectivity or mechanism for exchanging data and leveraging available services
I Looking for feedback from the Biometri€nterpriseArchitecture (BEAcommunity

Recommendations in regardswarfightersupport (some concerns over the wording of fhgdal)

i Consider deployed ardbicture on file with the Jointt&ff

T Consider common place operationdens, bandwidth, file size, etc

i The operational need has not been clearly defined and thereforé#fitidtdo build the
architecture tevards this need. However, theehkitecture can define why we neeidinetrics and
how we can employ it to support tharfighter.

I Concernstherac hi t ecture doesndt represent operationa
and power issue%) Potential solution would be to add Operational Environment as a control in
the Architecture.

T The achitecture should advertise available Biometric isetw



Findings from the session included the following:
T Inlarge part, community agrees to architecture baseline approach
i There is a need for @mmon set of terms
T Using the Joint Common System Function List (6212.01E)
T Agreement of 3 primary goals for tB&A
A Interoperability
A Family of Systems (JCIDS support)
A Support warfighter/decisiemaker

T Established a plan forward for the To Be EA
T Defined Interoperability at the EA level
i Discussed leveraging existing Cross Doneffiorts and POCs

Biometrics in DoD Strategic Documents:

The purposef this working group session wasdiscuss how the biometrics community can influence

the inclusion of biometrics capabilities within Daategic documents of similar importance to the

Quadrennial Defense Revie®DR). Objectives for the session inclutidetermining the appropriate

entry points for collaborating and influencing DoD strategic guidance documents and identifying

stakeholdess i n t he bi ometri csupcdo nnoundadlyl avhor ami d | a mMid i rgenp
the DoD Biometrics Community on the various strategic documents.

Way Ahead:

I Map BiometricsEnterpriseStrategicPlan (BESP) / BESPImplementation Plafoals,
Objectives, and Actions to ti&trategic Documents

T ldentify relevant Intelligence and Interagency Strat&picuments

T Collaborate with b Joint Strategic Planning Working Group

T Develop master list of POCs for DoD, Interagerintergovernmental Strategidocuments

Biometrics in Support of Identity Management:

Even with the publication of the DoD Identity Management Strategic Plan, broad consensus does not

exist on the role of biometrics capabilities within Idenkitgnagement. This sessidiscusgdthe role of

bi ometrics capabilities within the DoDés Il dentity
are needed to fulfill this role. Bhdiscussion further sougtat identify existing DoD policies #t define

the relationship of biometricwithin Identity Management and the potential future policy gaps that must

be addressed to define the role of biometrics in Identity Management.

Findings andnsights:

T Discussion on the need for a friendly biometrics policy that allows for the collestibstorage
of biometrics in support of base access, law enforcement and force protection operations.

T A greater understanding across DoD of the need for friendly biometrics is required.

T Policy must be written to take into account development®wésponding initiatives by fellow
DoD components, includingrdier Secretary of Defense for IntelligenceS@yl)).

Next Steps and Timeline:

T Develop, coordinate and implement a policy that develops the framework for the collection of
bi ometricndl § 0 o o BDoB pedsonned n

i Ensure the policy is rolled out in coordination watlstrategic communications plan

T Work with DoD entities/stakeholders to collaborate on theeémgintation of a friendly policy



Biometrics Training:

There is currently noentralized biometrics training program and little to no education/training for unit
staffs and leaders. h€ purpose of this discussion wasdetermine near and midrm objectives, validate
BTF developed concepts and frameworks, and look for alteesatitvmeet the immediate needs of the
warfighter.

Findings and Insights:

T Improved training guidance requit¢ CENTCOM)

T More training equipment needed

I Leader and staff training MUST be addressed

T Not all Soldiers need the same training

I Leader s Handbook f or Bhedcenttfor AronsLessams Ladrngch ani st a
(CALL) will help fill doctrinal void

T Mobile Training TeamNITT) training efforts need improvement/expansion

I Combat Training Center€TC9, First Army needs must be dréssed

T Expansion oArmy Forces Central CommarfdRCENT) Reception, Staging, Onward
Movement, and IntegratiafiRSO)) training may not be possible

Next Steps and Timeline:

I Army must designate agponent for Biometrics
I BTF provided draft training guidante CENTCOM (Done)
i Asymmetric Warfare OfficeAWO) has allocated $1.5M for additional training equipment at
37 locations
T New Systems Training Integrati@ivision (NSTID) has draft now for Leader and Staff
Training
i PM Biometrics will review current coract and see what can be done with additional
resources (Feb 10)
ProvideField Service Engineer§&$SE3/trainers for home station training
Expand efforts at CTCs
Expand functions of training MTTs
NSTID is currently working on a better ABi om
Proposed Leader and Staff Training (Biometrics 201) should help to address current issues
that reduce effectiveness of MTTs from NSTID (Feb 10)
i Several participants will draft portions of
(19 Feb 10)Working draft by midMarch Goal is late spring publication
T All participants will provide input /material for BTF Training Web Page (Feb 10)
T Joint Forces CommandKECOM) has offered to host next meetingBibmetrics and Forensic
Technology Working Groul BFTWG) in Suffolk, VA (11-13 May)
1 Review draft of CALL handbook at that time
1 Review material on BTF Training Page

1 Review Leader and Staff Training

Building Interoperability through Architecture:

The goal of this session wasimprove data sharing and effectiveness across the biometrics community
through a facilitated discussion of the requirements, process, compliance assessment, and testing for
interoperability from an architectural standpoint. Expected outcomes iddudifinition for
interoperability; a strawman process for assessing compliance for interoperability; and a clear
understanding of the testing responsibilities, criteria, and resulting reports.
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Several recommendations were discussed in the Building Ietedoipty through Architectureession
T The interoperability definition was difficult for nesrchitects; establishing a clear definition
and adopting it throughout the community is important for moving forward
T You must clearly demonstrate that usinggshistem works, which nodes can send and receive
information as they were designed to do.
T CENTCOM has some concerns over the different implementation &l¢lc&ronic Biometric
Transmission Specificat(EBTS) using different iris templates.

Way Ahead:
T Provide a Biometrics architecture interoperability proedaan on rough draft in-8 weeks
T Coordinate followon meeting to discuss using architecture for operational decision support
i Coordinating a meeting with the Stakeholders on th¢sAsd TeBe approach at the EA level
T Meet with PM Biometrics and BTF We¥itrginia (incl. Joint Interoperability Test Command
{JITC} liaison) to discuss Cross Domain next stepkan to conduct meeting in next 30 days

CJIS Auditing Process:

This discussion begawith a brief overview of th€riminal Justice Information Servicé8JI§ audit

process, an explanation of the potential audit impacts, and findings from the past ABIS audit. Objectives
for the sessiomcluded defining future audit goals, outlining tlaetivities to prepare for the next audit,

and ultimately working toward the development of an implementation plan for future audits of ABIS.

This topicalso coveedService Level Agreemen{SLA), their implementation, and impact on current

and future ABS Users.

Findings and InsightKey Points:

T Discussed seven finding<riminal History Record Informatio(CHRI) data,TOTs and
traceability

i How to mitigate (Service Level Agreements, MOUs, MOAs, limit TOTSs)

T What actionave already been implemente@JIS Security Addendunidvisory Policy Board
(APB) attendancelransaction Manager IntegratiGfiMi)

I Reinforcement of actions required (education and awareness)

I Audit schedule and performance

Progress

T Using a biometricd log on to system for traceability
I Advisory Policy Board owns the FBI data

Way ahead:

T Continue to educate community in these types of forums
T Continue to move forward with the remediation plan
T Institutionalize audit process at BTF

T Ensure DOD ABIS audiprocess incorporates DOD interoperability certification processes

Data Latency:

SessiorLeaders:LTC Bill Buhrow (BTF); Mr. Christopher E. Stone (RBiometric9; MAJ Eric Pavlick
(PM-Biometric9

SessiorCollaborators: Art Nagey, Brett Downs, Chris Flarsjé.arry Campbell, David Ellis, John
Totten, Nick Rymer



Findings and Insights:

Team believes/has proven that with proper configuration by expgestexisting replication
schemeDiscovery Synchronization Servicé3SS),will improve operations in Afghanistan.
CENTCOM could provide a threshold list of file attachment types needed at each location
yields traffic reduction. Only skeleton DB, portrait, WL should replicate down

A Network Application NETAPB) solution has anaintenance/ops effort

Might be able to leverage existing theater NETAPP HW or link optimizers

Next Steps and Timeline:
Phase 1 (4 week schedule)

PM-Bio will review NetQoSstudy for adoption

CENTCOM will provide replication schema and characterizaticohatd links

CENTCOM will provide list of locations wherdETAPPor link optimizers are operating
(possible piggybacking)

Subject Matter Expest(SME) will deploy to Afghanistarto optimize BAT system/topology
(SME candidates: Nick Evancich, Brett Downsk&IRobbins)

PM will investigatedatabassharingbetween collocated servers

AFG should starting using BAT.WEB to access attachments on demand + reduce thin client
reliance

PM to estimate DSS robustness improvement schedule

Phase 2 (Miderm, £3 Months)

PM, Language Technology Offiqge. TO), CENTCOM, BTF will continue investigating and
testing new materiel solutions (NETAPP, link optimizers, SQL Server 2000/208%arg
replication software)

CENTCOM will attempt to accelerate/waive-280 IA process tget software optimizer testing
in AFG; PM will work the 25200 package in parallel

PM to complete server upgrades to Dell 610/710 (possible performance improvement)

Formalizing the Requirements Process for entry into DoD ABIS

Facilitated discussion with the intent of formalizing standard operating procedures for gaining access to
the BTF and to DoD ABIS. The discussismughtto identify current obstacles to progress and then build
consensus on a way forward to define andhee8OPs for the DoD Biometrics Enterprise.

Findings and Insights:

ABIS Questionnaire could be utilized by current Dstfakeholders as additional tool to track new
requirements

Completed gestionnaires could benefit the process for creating Service Aguetments (SLA)
Future equirements section will be added to allow agency to outline their five and ten year
capabilityobjectives

More detailed Instructions for the Agency trying to complete the questionnaire are necessary
ABIS Introduction Brief need® include scenarios of military operations @idmetric

Collection Techniques

Way Ahead:

5FEBL0: Meeting minutes andgkerssent to alparticipants (BTF/RMB & STB)

Next 30 Days: Incorporate comments from this eventtimor ool Bundle (ABIS Questiomire,
TransactiorvVolume, and ABIS Overview) (BTF/Requirements Management Braresthnical
Management BrangiMetrics and Evaluations BranalndPM)
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T Next 60 Days: Formally staff the Tool Bundle for appraaeioss the BTF (BTHRequirements
ManagemenBranch)

T Next 90 Days: Schedule a second meeting with sepsiditipants for additional collaboration
on the Tool Bundl¢BTF/ Requirements Management Brajch

Full Spectrum Biometrics:
There is great focus and chob denttyt Masageenent Rragrinesy t o n  t

Policies, and I nitiatives. However, many i ssues
in the fields of Identity Authentication, Physical and Logical Access, and business functions throughout

DoD. Tget her , these are consider ed A FadldiscusSgnehet r umo |
sessiomrovidad an overview of IDProTECT, discusdimplementation milestones, and docuneeht

information requirements for Full Spectrum Biometrics.

PanelMembers:

I CAPT John Boyd, Director, Naval Identity Management Capability, Office of the Asst. Secretary
of the Navy (Research, Development, and Acquisition)

I Ms Janice Condo, Deputy Director, Personnel Security, USD

I Mr Mike Earhart, @ntractorSupport to \$D-| Security Directorate, Physical Security

T Mr Art Friedman, DoD Privilege Management

T Mr Jim Hatcher, Defense Man Power Data Center

T Mr Al Miller, USD-P, Policy Integration

Next Steps and Timeline:

1. Decompose requirements from existing formal requiremestsrdents
1.1 Identity based documents and derived requirements
2. Document use cases and mission threads for friendly / full spectrum biometrics
2.1 Existing customers (RecruitingphhelandSecurity PresidentiaDirective-12)
2.2 Assistant Secretanyf the Navy, Research, Development, and AcquisiifBECNAYV
RD&A) developed
2.3 Followup w / DHS on use cases
3. Develop and Implement a strategic communications plan for friendly
3.1 Qualitative /Quantitative Analysis
3.2 Anecdotes e.g. German employment on DoD bases
4. Evaluate privacy policy in contrast to biometric implementation
4.1 Actionable vs. Attribute / Personal vs. Private
5. Ensure that biometrics equities are represented in upcoming DoD and Fedaraddss
6. Coordnate IA position and policy with regard biometric systems witDefensewide
Information Assurance Prograf@IAP)
7. Evaluate scope of biometrica ut omat ed recognition of épeopl e,

Interoperability and Information Sharing:

This sessiomliscusedinteroperability and information sharing from a policy standpoint. Specifically

this session focuseamh determining the appropriate methods for reaching interoperability with

interagency and multinational partners, outlinthe policy gaps in international biomrietdata sharing,
anddeterminingp e st practices for rea®hiamg-odpmeememtss wi t |

Panel:Russ Wilson, BTFKaryn Becker, DHSChastity Anderson, FBI
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Findings and Insights:
Thediscussion focused on identifying and alleviating roadblocks that prevent interoperability, including
technology gaps and policy impediments, including:

T Limitations of each agencies systems and the ability for IDBEBTS to connect

I The DoDDHS Memorandum bAgreement (MOA)RNd supporting operational agreements
i Different organizational definitions of interoperability
i
i

Requirementsof DOIDHS ent i ti es6 i nformation needs
General lack of information, knowledge and understanding on biometrics and the respective
databases

Next Steps:

i Determine operational requirements for IDENT and ABIS customers

T Ensure a single node of communication exists between the agencies.

T NCI'S shoul dndét contact DHS requesting biometri

T General lack of infanation, knowledge and understanding on biometrics and the respective
databases.

I What is available and what do we have access to?

I Taking advantage of full data sharing between IAFIS and IDENT. Use IAFIS as a conduit to its
full potential until MOA isagreed to and interoperability is operational.

T DoD components need to become more familiar with interagency partner capabilities (ex: DHS
data sets).

i Apply lessons learned from previous sharing agreements and interoperability efforts.

ISAF ABIS:

This discussion and working groapetwith the intent of socializing the project way ahead, timeline and
formalize ISAF ABIS standard operating procedur&dditional discussiomenteed onformalizing and
supporting a long term NATO biometric capabiliffhe discussion also sougbtidentify current
obstacles to progress and then build consensus on a way forward.

Key Participants: Blake RowsGIC, Chris MunrUSD(I), Heather HalJIEDDQ, William Vickers-
USsD(l), CWO-5 Arek MalhasSHAPE

Findings and Inghts:

T ldentified path tdnitial Operating CapabilitylQC) and initiated development of a formal Project
Plan.

T More accurately scoped data transfer and retention architecture based on intel, contextual,
forensic and biometric data

T Scoped costs to establistugh order of magnitud&kQOM) and supporthe JIEDDO Resources,
Requirements & Acquisition BoaldR2AB) andJoint Integrated Project Tea@PT) Briefs as
well as the Acquisition Strategy.

Next Steps and Timeline:

I Complete deMepment of the ISAF ABISConcept of OperationCONOPS (1wk)

i Finalize ROM (2wks)

T Receive JIEDDO concurrence to support ISAF (1mo)

T Finalize project management plan and task appropriate organizations to execute (2wks)
T ldentify contract vehicle and dradtTask Order (1wk)

T Initiate ISAF Engagement Strategy (2wks)
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T Coordinate/confirmrCombined Enterprise Regional Information Exchar@eNTRIX)-ISAF
extension to ISAF partners (3mo)

Required Organizational Support:

i BTF/PM to provide priority Acqusition Project support to gt 10

T Army G2 to provide implementation plan and ROM for supporting analytical capability

T USD(P) to provide policy analysis and development support

I USCENTCOM to issue requirements, tasking, and deployment orders to support IOC

T USEUCOM to coordinate NATO capability evolution

T TF BiometricsForensics to execute ISAF Engagement Strategy

Last Tactical Mile:

This discussioserval as an update on the current status of activities (indicators of progress) undertaken
by stakeholders throughout the enterprise with regard to the Last TacticgLWu initiatives.

Objectives for the session included definihg way abad and the dfing of a timeline for completion.

Findings and Insights:

I PM has funded CERDEC to assist MITRE in development of solution

I MITRE identified tactical radios as best alternative to provide this connectivity

I Forward BAT data over tactical radio network (EF3,FRPRC 117G) using NORM protocol
T Prototype completed 18 Jan 10

Next Steps and Timeline:
T Prefield teding scheduled for week of 8 Febru@10 (Camp Dawson, WV)
T Field test planned for Mah 2010 (Ft. Huachuca, AZ)
I PM to coordinate with Department of themy G-2 on LTM efforts and their planned March
testing.

Operational Performance Metrics Identification, Collection, Analysis, and Reporting:

The term "operational performance metrics" is interpreted broadly to include both qualitative and
guantitativemeasures. Given that effective metrics must yield a robust picture for deniglong

confidence, shared services performance measures may include maturity scales, standards, checklists,
business capability, user experience, etc. Confidence reliedistributed set of factors, including but

not limited to technical factors. Therefore, this white paper includes a range of metrics for technical,
operational, security, business, and management factors. An institutionalized effort is needed to identify,
collect, analyze, and report operational performance metrics throughout the Biometrics Enterprise.
Session Objectives:

Objective 1: Identify performance criteria, indicators, descriptors, and candidate measures to positively
impact the spectrum of erid-end interoperability

Objective 2: Identify a governance process to capture and integrate critical information related to
performance and metrics (performance metrics are driven by strategy)

Panel Members: Ms Lisa MacDonaHBITF Plans Branch); Ms KirtWoods, and-eanna Efaw (BTF);
Brian Abe (JITC); Larry John (Anser); and.Mavid Machuga (Northrop Grumman).

Met Objective 1; provided, discussed, and modifiethdial set of performance criteria, indicators,
descriptorsand candidate measures
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i Provided handout identifyi@€ognsMeeriacts ons éfeouhs
point but more is needed

T Tasked participants to identify additional measures

T Estimated Completion Date (ECD): 2 Mar 10

Met Objective 2; identified a governance watyead taapture and integrate critical information related
to performance and metrics

T Feed results to existing governance processes

T ECD: 6 Apri0

Breakthroughs
T ldentified way ahead to successfully answer significant issues:
1 Who measures and how?
1 Who usesnetrics data and for what?
1 What tools are available?
T Biometric Enterprise Strategic Plan (BESP) not widely known
I Reached consensus to:
1 Consolidate enterprise metric efforts; get it done!
1 Provide feedback mechanism via community dashboard
T (institutionalefficiencies and operational effectiveness)
1 Oversee and manage process; metrics collection, analysis, and
T reporting is not a finite effort with an end point
T Various tools identified; just scratched the surface
I Presented seven performance areas and fouaider(Organizational, Programmatic, Process,
and Technology and Infrastructure)

Quality Measurement Algorithms:

Currently the DoD and US Government (USG) do not use standardized quality measurement algorithms
and tools for biometric samples. The goathi$ facilitated discussion wa&s gain consensus on the need

to continue developing BTF quality measurement tools and the requirement to field the tools across the
DoD and USG.

Findings and Insights:

i Multiple agency inquiries for BTF Biometric Qualityddsurement toolsets
i Office of Naval Research (ONR)
i Army Night Vision
T Increased interest inB Facial Recognition Standards development
I Benefits of implementing quality tools are still unclear to stakeholder
Community
T Higher matching performana®rrelated with high quality images
T Improved processing times with appropriate quality thresholds for images
T Quality tools could be used for training to underscore importance to users
T Reaffirmed interest in development of a BTF iris image qualigasurement toolset
Way Ahead:
Next 15 Days: Provide update to Army Night Vision eb Facial
Recognition Standards (BTF/STB)
Next 30 Days: Distribute quality measurement tools to requesting agencies
(BTF/STB)
Next 60 Days: Identify additional requiremis for quality tools bgoordinding with session
participantdn a future working group sessi¢BTF/STB)
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Forum Repori DoD Biometrics Collaboration Forum
Forum Attendee List:
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