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Authentication & Access Control

ÂWe authenticate people in order to 
treat them differently

Â If we cannot authenticate people, they 
will all be treated the same way

Å i.e., we will ñtrust no one,ò ñtrust 
everyone,ò or ñtrust arbitrarilyò 

ÂAn access decision is only as good as 
its authentication decision



NIST SP 800-63

Â Companion to US Federal 
Government Policy, OMB M -04 -04 
Guidance for e -authentication

Â Technical authentication framework 
for remote e -authentication

ÅEstablishes technical requirements for 4 

levels of M -04 -04 for

ÂAuthentication protocols and mechanisms

Â Identity proofing



Authentication: The players 

Â Token: is a secret, or holds a secret used 
in a remote authentication protocol

Â Authentication Service Provider (ASP): A 
trusted authority who issues identity or 
attribute tokens 

Â Subscriber: A party whose identity or 
name (and possibly other attributes) is 
known to some authority



Authentication:  The players

Â Registration Authority (RA):  registers a 
person with some ASP
ÅHas a trusted relationship with ASP

Â Claimant: claims identity or a name of a 
subscriber

Â Relying party: relies on claimantôs 
identity or attributes

Â Verifier: verifies claimantôs identity
ÅMay be associated with either the ASP or 

relying party



Â Local authentication

ÅVerifier control and supervision is 

comparatively easy

ÂVerifier controls entire authentication 

system

ÂClaimant may be supervised (to various 

degrees) or unsupervised

ÂVerifier knows just where claimant 

physically is

Authentication:  Local vs Remote



Authentication:  Local vs Remote

ÅVerifier control and supervision is harder

ÂClaimant generally uses his own system, 

controls his own software

ÂClaimant is generally unsupervised

ÂNetwork access: verifier knows only that 

claimant has network access

ÂHardware tokens improve supervision and 

extend verifier control

ÂNIST SP 800 -63 applies to remote 

authentication


